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THE DRUG MONEY SEIZURE ACT AND THE 
BANK SECRECY ACT AMENDMENTS 



THURSDAY, MAY 1, 1986 

U.S. Senate, 
Committee on Banking, Housing, and Urban Affairs, 

Waahington, DC 
The committee met at 10:30 a.m., in room SD-538, Dirksen 
Senate Office Building, Senator Alfonse M. D'Amato presiding. 

Present: Senators D'Amato, Gorton, Mattingly, Hecht, Cranston, 
Dixon, and Sasser. 

OPENING STATEMENT OF SENATOR D'AMATO 

Senator D'Amato. The Banking Committee will come to order. 

First, I'd like to thank your distinguished chairman, Senator 
Gam, for authorizing this full Banking Committee hearing on two 
bills I have introduced to combat money laundering, S. 571, the 
Dn^ Money Seizure Act; and S. 2306, the Bank Secrecy Act 
Amendments of 1986. Judge Irving Kaufman, the Chairman of the 
President's Commission on Organized Crime, said it best when he 
described money laundering as "the lifeblood of organized crime." I 
have introduced S. 571 and S. 2306 to begin a new stage in our 
fight to cut off this lifeblood and to combat the abuse of our finan- 
cial system by career criminals who launder the proceeds of their 
illegal activities through financial institutions in this country and 
abroad. 

The first stage has consisted of enforcement efforts such as Oper- 
ation Greenback and the Bank of Boston case. This phase has led 
to increased though not yet full compliance with the Bank Secrecy 
Act and the increased commitment of Federal bank regulatory 
agencies to monitor this area. 

S. 571, a bill that I originally introduced in 1984, has three key 
goals. One, fuU compliance with the Bank Secrecy Act by providing 
the Treasury Department with an administrative summons power. 
Two, for the first time, the imposition of penalties upon individuals 
who willfully violate reporting rules involving foreign bank ac- 
counts; and three, tougher penalties against flneincial institutions 
that act in collusion with money launderers. 

The bill also contains an achninistrative summons authority to 
enable the Treasury Department to obtain fuller compliance with 
the Bank Secrecy Act by investigating financial institutions such 
as casinos and domestic currency brokers who are subject to the 
Rank Secrecy Act but who are not now r^ularly examined. 
(1) 
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Under current law, the Treasury Department can only obtain 
the information it needs to ensure compliance or to enforce the act 
by either persuading the Justice Department to convene a grand 
jury or persuading a r^ulatory agency to obtain the information 
sought. This is often a cumbersome process that hinders eH'ective 
enforcement. 

S. 571 creates a penalty where none now exists for individuals 
who willfully violate the law requiring reports on their transfer of 
money to foreign banks and the existence of their foreign bank ac- 
counts. This bill provides for a penalty up to the full amount of the 
foreign transaction involved in violation so that anyone willfully 
failing to report as required by law risks losing the full amount of 
the money t«ing laundered. 

S. 571 also strengthens the Bank Secrecy Act provision that per- 
mits the imposition of an inadequate civil penalty of $10,000 
against financial institutions and their employees for willfully vio- 
lating the law's reporting requirements. 

In order to promote compliance with S. 571, S. 571 increases the 
penalty to the full amount of the transaction involved where there 
is W'oof that the failure to repwrt wsis (Villful. 

This morning we will also examine S. 2306, the Bank Secrecy Act 
Amendments of 1986. These amendments correct two deficiencies 
in current law that investigators and prosecutors working against 
crimineil money launderers have detailed. A companion meeisure 
heis been introduced in the House of Representatives by Congress- 
man Pickel. 

Section 1 of S. 2306 closes the loophole in present law increasing- 
ly used by launderers of drug money and other criminal proflte. 
Currently, the Bank. Secrecy Act only requires that deposits of 
more than $10,000 be reported on IRS currency transactions. To 
circumvent the law, money launderers often make multiple depos- 
its of under $10,000 each within very brief periods of time in avoid- 
ance of the act's re[>orting rules. In other words, S. 2306 closes the 
so-called structuring loophole. The need to close this loophole is 
paramount because the Government has lost three major structur- 
ing cases on appeal in the last year — United States v. Amalone, 
United States v. Denainark, United States v. Varbel 

S. 2306 makes structuring to avoid the reporting requirements of 
the act or causing a financial institution not to file the required 
report subject to the sanctions of the Bank Secrecy Act. S. 2306 
allows, for the first time, property related to a violation of 31 
U.S.C. 5313 to be seized and forfeited. This new provision targets 
the person who structures his deposits or otherwise subverts or at- 
tempts to subvert the actual reporting requirements in order to 
cause a financial institution not to file a required currency transac- 
tion report [CTR]. 

For the first time, this l^islation will eillow the Internal Reve- 
nue Service to seize and forfeit cash and property that is involved 
in a violation of the Bank Secrecy Act. Currently, laundered money 
cannot be seized because there's a difficult time in proving that 
there's a direct link between the laundered money and the particu- 
lar criminal act such as drug trsifficking. 

S. 2306 also represents a careful effort to strengthen IRS enforce- 
ment authority agfdnat money laundering while protecting inno- 
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cent third parties. For example, a person makes a series of deposits 
in a single day of under $10,000 each hut the total of deposits ex- 
ceeds $70,000. If the purpose of this activity is to cause a financial 
institution not to file the required report or if the deposits are 
structured so eis to evade the reporting requirements of section 
5313, the currency used or the property traceable to such currency 
would be subject to seizure and forfeiture. 

The importance of this new section is that it permits forfeiture of 
money even if it cannot be directly traced to a drug sale or a crime. 

I believe that that provision in and of itself will be a major deter- 
rant and will enhance the ability of law enforcement officers to 
make a very real difference in what has become a very real way of 
life, particularly as it relates to drug traffickers and the manner in 
which they have been circumventing the present law. 

I'm going to ask. that the baleuice of my remarks be placed in the 
record as if read in their entirety and then proceed to the other 
members of the panel for their opening statements before we hear 
from our witnesses. 

[The complete prepared statement follows:] 

OpENiNa Statsubnt of Senator Alfoksb D'Amato 

I want to thank our distioguised chairmata, Senator Jake Gam, for authorizing 
this full Banking Committee hearing on two bills I have introduced to (»mbat 
money laundering, S. 571, the Drug Money Seizure Act; and S. 2306, the Bank Se- 
crecy Act Amendments of 1986. Both of these bills have been carefully crafted to 
address many of the concerns expressed in the interim report of the President's 
Commission on organized crime. They are deeisned to strike at the heart of the per- 
nicious activity referrred to as "money laundering" enabling the Federal Govern- 
ment to prosecute successfully individuals who devise and implement the schemes 
that allow the launderins of funds realized from illegal activities. 

The legislation we will discuss this morning is designed to discourage the contin- 
ued abuse of our &iancial system by career criminals and their afTiliatea who "laun- 
der" the proceeds of their ill^al activities through financial institutions in this 
country and abroad. I cannot overemphasize the need to wipe out mone^ laundering 
which Judge Irving Kaufinan, the Chairman of the President's Commission on Orga- 
nized Crime, described as: "the lifeblood of organized crime." The enactment of S. 



571 and S. 2306 will deal the underworld a crippling blow by arming the financial 
community and law enforcement authorities with the weapons needed to strike at 
the very heart of the narcotic trade and other activities engaged in l^ organized 



litie introduction and passage of this legislation marks the beginning of what I 
perceive to be the second stage of the fight against money launderers and the crimi- 
nal activities in which they engage. The first stage of the campaign against money 
laundering was to increase compliance with the Bank Secrecy Act. The Treasury 
Department's recent efforts, the congressional focus on money laundering and the 
increased commitment of Federal ^nk regulatory agencies to monitor this area 
have revultad in improved compliance by the bankingindustry with the Bank Secre- 
cy Act. In fact, it has been reported that the IRS CTR processing center in Detroit 
lias been inundated since the discloeure of reporting deficiencies at the Firat Nation- 
al Bank of Boston. 

Despite the increased compliance with the Bank Secrecy Act, the actual detection 
and proeecution of money launderers has not significantly increased. Therefore, I 
belive we must enter the second stage in the war asainat money laundering because 
it is time the relevant law enforcement agencies begin to crack down on the real 
criminals — tJie money launderers. The legislation accomplishes this by directly ad- 
dressing the problem of money laundering by making the use of financial institu- 
tiooB by money launderers an actionable offense. 

The Treasui? and the IRS are to be commended for their efforts to enforce the 
Bank Secrecy Act by cracking down on those institutions that have violated the cur- 
rency transaction reporting requirements of the act. The Treasury has committed 
additional reeources to ensure compliance with the act and the banks have also 
made commendable efforts to comply with the act. Now that compliance examina- 
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tions have become more efTective and that bank compliance has vastly improved, I 
think more effort should be expended in detecting and prosecuting money laun- 
derera rather than spending an inordinate amount of the time settling civil claims 
with banks that may have inadvertently violated the reporting provisions and have 
demonstrated a willingness to comply with the act. 

The l^islation that we will discuss this morning is designed to assist Federal en- 
forcement ofdcials in their efforts to detect and apprehend money launderers. While 
it is important to ensure continued compliance with the reporting requirements of 
the act, the bulk enforcement effort should now be dedicated to catching the real 
bad actor — the money launderer. 

S. 571, is a bill that I originally introduced in 1984. This l^islation has been en- 
dorsed by important administration officials, recommended by the President's Com- 
mission on Chganixed Crime, and included in slightly modified form both in S. 1335, 
the administration's omnibus money laundering bill, and S. 1385, a separate bill in- 
troduced by my good friend and colleague. Senator DeConcini. 

The provisions of S. 571, especially those granting the Treasury Department an 
administrative summons power, eqjoy broad support in the Congress, it is my inten- 
tion to have this bill marked up, reported out of committee, and brought to a vote in 
this session of the 99th Congress. 

S. 571 has three very simple provisions to combat money laundering and to 
strengthen the Bank SeCTecy Act. 

First, it provides for administrative subpoena power in the Treasury Department 
to enforce the reporting requirements of the act. It will enable the Treasury Depart- 
ment to review systematically all cash, check, and other deposits and transfers to 
foreign banks that are so frequently made to launder drug money and other illegal- 
ly acquired money. Under current law, for a subpoena to be obtained where money 
laundering is suspected, the Treasury Department must persuade the Justice De- 
partment to convene a grand jury. 

The results of the present restriction on the Treasury Department's investigative 
authority is that only a small fraction of the money being laundered is ever recov- 
ered. As witnesses testified at the January 28 hearing of the Banking Committee 
and in other Senate Investigations, the present law enforcement system is viewed 
with contempt by professional money launderers. 

In 1983, the Senate Permanent Subcommittee on Investigations issued a report on 
the involvement of of&hore banks that identified over 150 recent cases of criminal 
use of offshore facUitiee. That report documented how successful and extensive 
money laundering operations have become. 

It is time that our law enforcement efforts begin to match those of professional 
money launderers in number, thoroughness, and sophistication. 

S. 571 will assist our law enforcement agencies in developing an effective deter- 
rent against drug money laundering in many more cases, and to raise the profes- 
sional criminal's chances of being detected to a much higher level of risk than he 
now faces. 

The second provision of this bill strengthens the Bank Secrecy Act which current- 
ly permits the imposition of a woefully inadequate civil penalty of S10,000 against 
financial institutions and their employees for willfully violating the law's reporting 
requirements. In order to promote compliance with these requirements, S, 571 in- 
creases the penalty to the full amount of the transaction involved, where there is 
proof that the failure to report was willful. 

Third, the Drug Money Seizure Act creates a penalty, where none now exists, for 
individuals who willfully violate the law requiring reports on their transfers of 
money to foreign banks. This bill provides for a penalty up to the full amount of the 
fbreign transaction involved in the violation, so that anyone willfully failing to 
report as required by law risks losing the full amount of the money being laun- 

During the Januai? 28, 1985 hearing, I heard extensive testimony concerning nu- 
merous money laundering cases and currency law violations involving tens of bil- 
lions of dollars in drug profits moving through American banks and other Institu- 
tions. 'Then, Assistant Secretary of the Treasury John Walker and Commissioned of 
Customs William von Raab testified that the approach taken in the bill the commit- 
tee is examining this morning would result in a much improved law enforcement 
effort against money laundering. Although many civil actions have been brought 
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This morning, we will also exanune S. 2306, the Bank Secrecy Act Amendments of 
1986. These amendments correct many of the weaknesses in current law that crimi- 
nal investigations and prosecutors working against criminal money launderers have 
long complained about. A companion measure has been introduced in the House of 
Representatives. 

S. 2306 is designed to curtail specific types of money laundering activities. First, it 
prohibits currency structuring transactions and thereby reverses Federal court deci- 
sions. For the first time, this legislation will allow the Internal Revenue Service to 
seize and forfeit cash and property that is involved in a violation of the Bank Secre- 
cy Act. Currently, laundered money cannot be seized because there is difficulty in 
proving that there is a "nexus" between the laundered money and a criminal activi- 
ty. In moat cases, the case involves illegal drugs. S. 2306 also represents a careful 
effort to strengthen IBS enforcement authority against money laundering, while 
protecting innocent third parties. 

Section 1 of S. 2306 closes the loophole in present law used by launderers of drug 
money and other criminal profits. Because today's Bank Secrecy Act only requires 
that deposits of more than SIO.OOO be reported on IRS currency transaction reports 
[CTR's] money launderers often make multiple deposits of under $10,000 each, 
within very bnef periods of time, to avoid the act's reporting rules. 

In other words, our bill closes the so-called structuring loophole. The need to close 
this loophole is paramount because the Government has lost three nuuor structur- 
ing cases on appeal in the last year; United States v. Anzalane, Untied Stales v. £len- 
amark, and United Slates v. Varbel. 

3. 2306 allows, for the first time, property related to a violation of 31 U.S.C. 6313 
to be seized and forfeited. This new provision targets the person who structuree his 
deposits, or otherwise subverts or attempts to subvert the act's reporting require- 
ments, in order to cause a financial institution not to file a CTR. 

For example, a person makes a series of deposits in a single day of under JIO.OOO 
each, but the total of deposits exceeds $70,000. If the purpose of this activity is to 
cause a fmandal institution not to file a required report or if the deposits are struc- 
tured so as to evade the reporting requirements of section 5313(a), the currency 
used, or the property traceable to such currency, would be subject to seizure and 
forfeiture. 

The importance of this new section is that it permits forfeiture of mon^ even if it 
cannot be directly traced to a drug sale or other crime. Major drug trafnckers and 
others engaged in organized crime are, of course, notoriously effective in covering 
the trail leading from their crimes to their profits. Under S. 2306, the la unde red 
funds can be forfeited if the currency can be traced to the failure to file a CTR, or 
the property can be clearly traced to such currency. 

Because we are establishing new legal principles, we have decided to proceed cau- 
tiously. Forfeitures under our bill will be subject to a defense that the owner's prop- 
erty violated the reporting rules was not willful or in reckless disregard of the act's 
reporting rules. 

The forfeiture authority proposed in this bill is also much more limited than most 
forfeiture provisions already in existence. For example, under 26 U.S.C. 7302, any 
property used or intended for use in violation of the Internal Revenue laws may be 
forfeited. 

S. 2306 does not allow the forfeiture of property if: (1) the person violating the 
domestic currency transactions requirements is a domestic fmancial institution ex- 
amined by a Federal bank supervisory agency or a financial institution r^ulated by 
the Securities and Exchange Commission; (2) the owner is a good faith purchaser for 
ralue who took without notice of the vioiation; or (3) the violation was not willful. 

I urge my colleagues to support both of these bills. I also hope that the markup of 
this legislation is imminent since it will provide badly needed weapons to the Gov- 
ernment's arsenal in the battle against money laundering operations of organized 

Only when this legislation becomes law, and criminal money laundering becomes 
a much more frequent and vulnerable target of Federal law enforcement activity, 
will we have a serious chance of permanently crippling major drug trafficking and 
other criminal organizations in this country. 

[Copies of prepared bills, S. 571 and S. 2306 follow:] 
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S.571 



To amend subchapter TI of chapter 53 of title 3 1 , United Slates Code, relating ti: 
currency reports. 



IN THE SENATE OF THE UNITED STATES 
Hasch 5 (legialativB day. Febbuaby 18), 1985 
Hr. D'Ahato (for himself, Mrs. Hawkinb, Hr. Bddman, Ht. Pboxuibb, Mr. 
Abdnob, Hr. Tbible, Mr. Bibolb, and Mr. Wilbom) introduced the follow- 
ing bill; which wsj reikd twice and referred to the Committee on Banking, 
Housing, and Urban Af^s 



A BILL 

To amend subchapter n of chapter 53 of title 31, United States 
Code, relating to currency reports. 

1 Be it enacted by the Senate and House of Representa- 

2 tives of the United States of America in Congress assembled, 

3 That this Act may be cited as the "Drug Money Seizure 

4 Act". 

5 Section 2. Section 5318 of title 31, United States 

6 Code, is amended — 

7 (1) by inserting "(a)" before "The"; 
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1 (2) by inserting ", except as provided in aubseo- 

2 tion (c)" before the Betnicolon at the end of paragraph 

3 (1); 

4 (3) by striking out "and" at the end of paragraph 

5 (2); 

6 (4) by redesignating paragraph (3) as paragraph 

7 (4); 

8 (5) by inserting after paragraph (2) the following: 

9 "(3)(A) examine any books, papers, records, or 

10 other data of domestic financial institutions pursuant to 

11 the recordkeeping and reporting requirements under 

12 this subchapter; 

13 "(B) summon an officer or employee of a financial 

14 institution, or any person having possession, custody, 

15 or care of the reports or records required under the 

16 subchapter, to appear before the Secretaiy of the 

17 Treasury or his delegate at a time and pla^e named in 

18 the summons and to produce such books, papers, 

19 records, or other data, and to give testimony, under 

20 oath, as may be relevant material to such inquiry; and 

21 "(C) take such testimony of the officer, employee, 
23 or person having possession of the relevant reports or 

23 records, under oath, as may be relevant or material to 

24 such inquiry; and"; and 

25 (6) by adding at the end thereof the following; 
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1 "(b) The purposes for which the Secretary of the Treas- 

2 ury may take any action described in paragraph (3) of subsec- 

3 tion (a) include the purpose of investigating any offense con- 

4 nected with the administration or enforcement of this sub- 

5 chapter, section 21 of the Federal Deposit Insurance Act, 

6 section 411 of the National Housing Act, or chapter 2 of 

7 Public Law 91-508. 

8 "(c)(1) The Secretary of the Treasury may delegate the 

9 powers conferred by subsection (a)(3) to an appropriate su- 

10 pervising agency. 

11 "(2) A summons may be issued under subsection 

12 (aK3)(B) only by, or with the approval of, the Secretary of the 

13 Treasury or a supervisory level delegate of an appropriate 

14 Treasury bureau.". 

15 Sec. 3. Section 5321(a) of title 31, United States Code, 

16 is amended — 

17 (1) by striking out the first sentence of paragraph 

18 (1) and inserting in lieu the foUowmg: "A domestic fi- 

19 nancial institution, and a partner, director, oMcer, or 

20 employee of a domestic financial institution, willfully 

21 violating this subchapter or a regulation prescribed 

22 under this subchapter (except section 5315 of this title 

23 or a regulation prescribed under section 5315) or caus- 

24 ing such a violation is Uable to the United States Gov- 

25 ermnent for a civil penalty of not more than — 
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1 "(A) the amouDt of the transaction where the 

2 violation involves a transaction reporting require- 

3 ment, or 

4 "(B) $10,000 for any other violation."; and 

5 (2) by adding at the end thereof the following: 

6 "(4) A person willfully violating the provisions of section 

7 5314 of this title or of a regulation prescribed under section 

8 5314 is liable to the United States Government for a civil 

9 penalty of not more than the amount of the foreign transac- 

10 tion or foreign account mvolved in the violation.". 

11 Sec. 4. Section 5312(a)(5) of title 31, United States 

12 Code, is amended to read as follows: 

13 "(5) 'United States' means the States of the 

14 United States, the District of Columbia, and, when the 

15 Secretary prescribes by regulation, the Commonwealth 

16 of Puerto Rico, the Virgin Islands, Guam, the North- 

17 ero Marianas, American Samoa, the Trust Territory, 

18 any other territory or possession of the United States, 

19 or a military diplomatic establishment.". 

O 
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S.2306 



Entitled the "Bank Secrec; Act AmendmeDl^ of 1986". 



IN THE SENATE OF THE UNITED STATES 

April 15 aegialative da;, April 8), 1986 

Mr. D'Auato introduced the following bill; whkb was read twice and referred tt 

the Committee on Banking, Housing, and Urban Affairs 



A BILL 

Entitled the "Bank Secrecy Act Amendmenta of 1986". 

1 Be it enacted hy the Senate and House of Representa- 

2 lives of the United States of America in Congress assembled, 

3 That the Bank Secrecy Act (31 U.S.C. 5311 et seq.) is 

4 amended as follows: 

5 Section 1. Section 5313 of title 31 of the United 

6 States Code is amended by adding to the end of subsection (a) 

7 a sentence which reads as follows: "No person shall cause or 

8 attempt to cause a domestic financial institution to fail to file 

9 a report required by this subsection, shall cause or attempt to 

10 cause a domestic financial institution to file a report required 

11 by Uiis subsection that contains a material omission or mis- 

12 statement of fact, or shall structure or assist in structuring a 
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1 tranaactioa for the purpose of evading the reporting require- 

2 ments of this subsection.". 

3 Sec. 2. Section 5317 of title 31 of the United States 

4 Code is amended by — 

5 (1) revifflng the first sentence of section 5317(c) of 

6 title 31 of the United States Code to read aa follows: 

7 "(c) A monetary instrument being transported, or which 

8 has been transported, or any interest in any property, includ- 

9 ing any deposit in a financial institution, traceable to such 

10 instrument, may be seized and forfeited to the United States 

1 1 Ghivemment when a report on the instrument under section 

12 5316 of this title has not been filed or contains a material 

13 omission or misstatement.". 

14 (2) adding a new subsection (d) which reads as 

15 follows: 

16 "(d) United States coin or currency (or other such mone- 

17 tary instrument as the Secretary may preacribe) or any inter- 

18 est in other property, including any deposit in a financial in- 

19 stitution, traceable to such coin or currency involved in a 

20 transaction or attempted transaction in violation of section 

21 5313(a) of this chapter may be seized and forfeited to the 

22 United States Clovemment under the procedures of subchap- 

23 ter C of chapter 75 of title 26 of the United States Code 

24 whenever a person (excluding a domestic financial institution 

25 examined by a Federal bank supervisory agency or a finan- 
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1 cial institution regulated by the SecuritieB and Exchfuige 

2 Gonumsaion liable under subsection 5321(a) of this chapter) 

3 violates section 5313(a) of this chapter. No property or inter- 

4 est in property shall be forfeited under this subsection if it can 

5 be established that the owner is a bona fide purchaser for 

6 value who took without notice of the violation or if the viola- 

7 tion or attempted violation of section 5313(a) vras not 

8 willful.". 

9 Sec. 3. Section 5331 of titie 31 of tiie United States 

10 Code is amended by — 

11 (1) adding to subsection (a) a new paragraph (4) 

12 to read as follows: 

13 "(4) The Secretary may impose a civil penalty on a 

14 person or persons (excluding a domestic financial mstitution 

15 examined by a Federal bank supervisoiy agency or a finan- 

16 cial institution regulated by the Securities and Exchange 

17 Commission) vtillfully violating section 5313(a) of this chap- 

18 ter. A civil penalty under this paragraph may not be more 

19 than the amount of the United States coins and currency (or 

20 other monetary instruments the Secretary may prescribe) for 

21 which a report was required under section 5313(a) of Urn 

22 chapter. A mvil penalty under this paragraph is reduced by 

23 an amount forfeited under section 5317(d) of this title.". 

24 (2) deleting "or (2)" from subsection (b) and 

25 adding in lieu tiiereof ", (2) or (4)". 



^d by Google 



1 (3) deleting "5317(b)" in subsection (c) and 

2 adding in lieu thereof "5317 (c) or (d)" and by deleting 

3 "subsection (a)(2)". 

4 Sec. 4. Section 7302 of title 26 of the United States 

5 Code is amended by deleting "such property" in the second 

6 sentence and inserting in lieu thereof "property under this 

7 section and under the forfeiture provisions of title 31 of the 

8 United States Code enforced or adminiBtered by the Internal 

9 Revenue Service" and by adding "or under the provisions of 

10 title 31 of the United States Code enforced or administered 

11 by tlie Internal Revenue Service" after "section" in the 

12 fourth sentence. 

13 Sec. 5. Section 7321 of title 26 of the United States 

14 Code is amended by adding "or under any provision of title 

15 SI of the United States Code enforced or administered by the 

16 Internal Revenue Service" immediately following "title". 

17 Sec. 6. Section 7327 of title 26 of the United States 

18 Code is amended by inserting immediately following "inter- 

19 nal revenue laws", the following: "or under provisions en- 

20 forced or administered by the Internal Revenue Service 

21 under title 31 of the United States Code, to the extent not 

22 inconsistent with the provisions of title 31.". 

23 Sec. 7. Section 7608(b) of title 26 of the United States 

24 Code is amended by adding "or any provision of title 31 of 

25 the United States Code enforced or administered by the In- 
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S 

1 temal Revenue Service" immediately following "responsi- 

2 ble" in paragraph (1) and immediately following "the internal 

3 revenue laws" in paragraph <2)(0). 

O 
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Senator D'Amato. Senator Hecht. 

OPENING REMARKS OF SENATOR HECHT 

Senator Hecht. Thank you, Mr. Chairman. I commend you on 
holding these hearings and as you alluded to in your opening state- 
ment, casinos have been brought into this equation — and being 
from Nevada, we are quite concerned about this. We want to coop- 
erate in every way with curtailing the drug money which is being 
laundered, however, we do have an industry that we have to pro- 
tect in Nevada so we have to draw that fine line. 

I thank you. 

Senator D'Amato. Senator Mattingly. 

OPENING STATEMENT OF SENATOR MATTINGLY 

Senator Mattingly. Mr. Chairman, as a cosponsor of your S. 571, 
I'm pleased that the committee is holding a hearing on this and 
also as well as on S. 2306. It is my hope that we're going to report 
legislation out of here very soon legislation to increase the tools 
which the Federal law enforcement officiails can employ in pros- 
ecuting the individuals involved in the money laundering activities 
and, in doing so, to stop or thwart the operations of the drug traf- 
fickers in the country. 

I think we all agree that money stemds at the heart of the drug 
trade. Without a profit motive and without increased capital to fi- 
nance new drug purchases, the criminals have little incentive or 
means to engage in illegal drug business. As we know, the drug 
trade and money laundering enterprise is big business — I'm not 
quite sure anybody reatlly knows just how big it is in the United 
States. You hear all sorts of ballpark figures. I know the attorney 
general of my State said the other day that it's about $10.5 billion 
in the State of Georgia. So you're talking about a lot of money. 

My primary motivation in supporting and cosponsoring S. 571 is 
to get at the money launderer who is associated with the drug treif- 
ficker, but I want to say that my concern also about money laun- 
dering also extends beyond the drug issue. For example, I have a 
genuine concern for the legitimate small businessman who haa to 
compete against those shell businesses which only exist to provide 
cover for tJne money laundering activities. 

So, Mr. Chairman, I congratulate you for holding the hearing 
and I believe that we have an obligation to do all that we can to 
facilitate the Federal officials' ability to locate and prosecute those 
engaged in this money laundering and to seize the illegal profits 
and Qie property tied to those profits. 

I will have some questions for the witnesses later. I will probably 
submit them in writing, Mr. Chairman. Keep up the good work. 

[The complete prepared statement of Senator Mattingly follows:] 

Prepared Statsment op Senator Mattinglv 
Mr. Chairman, as a coeponHor of S. 571, the Drug Money Seizure Act, I am 
pleased that the committee Ib focusing on that measure today as well as on S. 2306, 
the Bank Secrecy Act Amendments. It is my hope that we will report legislation 
soon to increase the thiols which Federal law enforcemeat officials can employ in 
pnwecuting individuals involved In money laundering activities, and, In doing so, 
thwart the operations of drug traffickers in this Nation. Clearly, money stands at 
the heart of the drug trade. Without a profit motive and without increased capital 
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to finance new drug purchases, drug cruninals have little incentive or means to 
engage in the illegal drug busineea. And, as we know, the drug trade and money 

laundering enterprise is big buaineas — estimateB of just how big vary greatly. But 
we all agree it is large. Just last week the attorney general of my home State of 
Georgia indicates it represents an enterprise of over $10 billion annually in Georgia. 
I am certain other States have similar stories. 

My primary motivation in supporting and coeponsoring S. 571 was to get at the 
money launderer himself or who is associated with a drug trafficker. But I want to 
say that my concern about money laundering also extends beyond the drug issue. 
For example, I have a genuine concern for the legitimate small businefisman who 
has to compete against those shell businesses which exist only to provide cover for 
money laundering activities. 

Senator D'Amato. Thank you very much, Senator. 
Senator Dixon. 

OPENING STATEMENT OF SENATOR DIXON 

Senator Dixon. Mr. Chairman, I think this morning's hearing is 
an extremely important one. There's a war on drugs going on. Un- 
fortunately, law enforcement is not winning the war and the result 
is that we are all losing. The country is being Hooded by an ever- 
growing tide of cocaine, heroin, and other illegal drugs. Changing 
that situation requires action on a number of fronts. Some of the 
actions we need to take are obvious — increasing the resources of 
law enforcement, improving our ability to catch smugglers at our 
borders, and working to stop the production of drugs at its sources 
abroad are just a few of the steps that come to mind. 

Other steps are far less obvious but just as important. For that 
reason, I'd like to take this opportunity to congratulate the author 
of the two bills before this committee today, my distinguished col- 
league and warm friend, Senator Al D'Amato, of New York. 

His legislation provides the Treasury Department and other Fed- 
eral officials with the tools they need to trace drug money. Drug 
dealers have attempted to use legitimate businesses and financial 
institutions to launder their illegal funds. Current law appears to 
be inadequate to prevent dealers from carrying on this activity. 

I look forward to hearing from the expert witnesses before the 
committee this morning. I look forward to working with Senator 
D'Amato and the other members of this committee in an effort to 
quickly report legislation to the full Senate that improves the abili- 
ty of our Government to prevent money laundering. And I tbtink 
the Chair. 

Senator D'Amato. I thank my distinguished colleague for his gra- 
cious comments. 

Senator Sasser. 

OPENING STATEMENT OF SENATOR SASSER 

Senator Sasser. Thank you, Mr. Chairman. 

I think that the witnesses that we have here this morning to tes- 
tify on the Drug Money Seizure Act and the Bank Secrecy Act 
Amendments can provide us with some very helpiul guidance on 
the serious problems that we have before us. 

Now if there's anyone here who believes tliat meyor drug money 
problems are limited to coastal States, then I want to disabuse 
them of that misconception right now. 
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For example, in 1982, in Cleveland, TN, a small town in eastern 
Tennessee, Federal, State, tmd loced law enforcement agencioB con- 
fiscated 1,100 pounds of pure cocaine worth nearly $400 million. 
They also seized vehicles, weapons, and almost $500,000 in cash in 
this one cocaine bust. It was the second largest cocaine seizure in 
the history of this country. 

Now law enforcement officials in eastern Tennessee believe those 
drugs were flown directly into our State from Colombia. Now, Mr. 
Chairman, this is just one example of drugs being smuggled into an 
inland, rather insular State. The flow of drugs into the second tier 
of States is continuing. In fact, it's increasing as we increase our 
law enforcement efforts in Florida and in other coastal States. 

Law enforcement oflicials, for example, in my native State of 
Tennessee tell me that they are intercepting only a very, very 
small portion of the drugs that come into our State, perhaps as 
little Eis 1 percent in some areas. They estimate that cocaine alone 
is a $500 nil 1 1 inn business in the State of Tennessee. 

In response to that situation, I introduced legislation to help re- 
imburse State emd local law enforcement offlcers and agencies who 
are hard-pressed for the time and technical resources to assist the 
Federal drug enforcement efforts, which really are not that wide- 
spread. The drug enforcement people are spread very, very thin in 
many of the insuJar States, the so-called second tier States. 

I introduced the Federal, State, and Local Drug Forfeiture Fund 
Act of 1982, which provided for proceeds from Federal drug sei- 
zures to be shared with State and local agencies to reflect their 
participation in the Federal enforcement efforts. And I am pleased 
to say that we included the provisions of that bill in the 1984 Com- 
prehensive Crime Control Act. The result has been very salutary 
for local law enforcement agencies in that when they make a sub- 
stantial arrest, they can share in the funds, the vehicles, and the 
proceeds that are confiscated from that effort. 

Now, Mr. Chairman, I think the current efforts to get at the 
problem by seeking to limit the usefulness of the drug runners' ill- 
gotten gains are very helpful and I commend you for taking the 
lead on this. We have to attack this problem from every vantage 
point. Revelations of the abuse of the reporting requirements im- 
posed on banks are very disturbing. I think it's no secret that for 
some banks, paying the $10,000 flne or the risk of paying it is 
really a small price to pay for the large cash deposits that may find 
their way into the vaults of these particular banks. We need to 
strengthen enforcement and provide Federal £^encies with new en- 
forcement tools. 

Mr. Chairman, I have further portions of my statement that I 
will include in the record in the interest of time today, but let me 
say that I look forward to hearing from the witnesses here today 
and working with my colleagues on the committee to see if we can 
fashion legislation to stop drug dealers from reaping the proflts of 
this vile poison that they spread among our people. In my view, 
these drug dealers emd the drug pushers are by far the vilest and 
the worst criminal element that we have ever faced in the history 
of this country. 

Thank you. 

Senator D'Ahato. Thank you, Senator Sasser. 
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Prepared Statement of Senator Sasser 

Thank you, Mr. Chairman. 

The witnesses we have here this morning, to testify on the Drug Money Seizure 
Act and the Bank Secrecy Act amendments, can provide us with some excellent 
guidance on the serious problems before ua. If there is anyone here who believes 
that major drug-money problems are limited to coastal States, I want to clear up 
that misconception. 

In 1982, in Cleveland, TN, Federal, State, and local law enforcement agenta confis- 
cated 1,100 pounds of pure cocaine worth nearly $400 million. Also seized were vehi- 
cles, weapons, aid $450,000 in cosh. This was the second largest cocaine seizure in 
U.S. history. Law enforcement oflicials believe the drugs were tlown into Tennessee 
directly from Colombia. 

Mr. Chairman, that is just one example of drugs being smuggled into my State. 
The flow of drugs into the second tier of States is continuing. Law enforcement otG- 
cials in Tennessee tell me that they are intercepting only a Bmall portion of the 
drugs brought into the State — -perhaps as little as 1 percent in some areas. They 
estimate that cocaine atone is a $500 million business in east Tennessee. 

In response to that situation, and to help reimburse State and local law enforce- 
ment agencies for the time and resources they put into assisting Federal drug en- 
forcement efTorts, I introduced S. 2BD3, the Federal, State and Local Drug Forfeiture 
Fund Act of 1982. It provided that proceeds from Federal drug seizures be shared 
with State and local agencies, to reflect their participation in Federal enforcement 
efforts. I was pleased that we were able to include the provisions of that bill in the 
1984 Comprehensive Crime Control Act. 

Law enforcement officials in my State tell me that this amendment is working 
well and that the money, vehicles, and other benefits they are receiving are ena- 
bling them to increase their enforcement efforts. 

I think the current efforts to get at the problem, by seeking to limit the useful- 
neea of the drug-runners' ill-gotten gains, are helpful. We have to attack this prob- 
lems from every vantage point. Revelations of abuse of the reporting requirements 
imposed on banks have been very disturbing. We need to strengthen enforcement, 
and to provide Federal agencies with new enforcement tools. 

Obviously, we have to take very careful steps whenever there are fourth amend- 
ment questions of search and seizure involved. 

S. StI, the Drug Money Seizure Act, is one approach Ui giving the Federal Gov- 
ernment the tools to detect and punish drug dealers who attempt to disguise their 
profits by laundering them through legitimate flnancial institutions. 

S. 2306, the Bank Secrecy Act amendments, would tighten existing reporting re- 
quirements, and provide for forfeiture procedures. I think it's obvious that the re- 
porting requirements have to be strengthened, and I will have questions about how 
the bill before us today would actually work. 

Finally, I want to return to the forfeiture issue for just a moment. I am inclined 
to think we should insure that funds recovered under measures such as S. 571 and 
S. 2306 should be included in the funds available for sharing with State and Local 
law enforcement agencies. 

I look forward to working with the witnesses here today and with my colleagues 
□n the committee to see if we can fashion legislation to stop drug dealers from reap- 
ing the proflts of the poison i.hey are spreading among our people. 

Senator D'Amato. Our Hrst panel consists of Francis Keating, 
Assistant Secretary for Enforcement, Department of the Treasury; 
and Brian Bruh, Director, Office of Investigations, Criminal Inves- 
tigation Division, Intemeil Revenue Service. 

Gentlemen, proceed. 

STATEMENT OF FRANCIS A. KEATING II. ASSISTANT SECRETARY 
FOR ENFORCEMENT, DEPARTMENT OF THE TREASURY 

Mr. Keating. Thank you. Senator. 

Mr. Chairman and members of the committee, I appreciate the 
opportunity to appear before you to discuss legislative responses to 
the problems of money laundering, especially l^islative initiatives 
that will enhance Treasury's enforcement of the Bank Secrecy Act. 
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This is my first opportunity to testify before a Senate panel on 
this subject since I assumed the position of Assistant Secretary 
some 4 months ago, and to affirm to you my commitment to rigor- 
ous and efficient enforcement of the Bank Secrecy Act. 

I especially want to thank Senator D'Amato who early on recog- 
nized the magnitude of the money laundering problem and was the 
earliest proponent of measures to strengthen Treasury's enforce- 
ment capabUity under the Bank Secrecy Act. 

I am pleased to have with me today Brian Bruh, Director of the 
Office of Investigations, Criminal Investigation Division of the In- 
ternal Revenue Service. Mr. Bruh will answer questions regarding 
the Internal Revenue Service's role in Bank Secrecy Act enforce- 
ment programs. He will also discuss specific cases supportive of the 
need for the proposed forfeiture authority for funds underlying do- 
mestic reporting violatione. 

Originally, Mr. Richard Wassenaar, Assistant Commissioner of 
the Internal Revenue Service for Criminal Investigations, was to 
have testified with me today. Unfortunately, Mr. Wassenaar was 
hospitalized suddenly this week. His statement has been made 
available to the committee and I'm also informed. Senator, that his 
condition is improving. 

IMPORTANCE OF THE ACT TO LAW ENFORCEMENT 

Before turning to the legislative measures under discussion, I 
would like to discuss briefly the importance of the Bank Secrecy 
Act to law enforcement and recent Treasury initiatives to improve 
the compliance by flnanciad institutions with the requirements of 
the act. 

The enforcement and administration of the Bank Secrecy Act is 
the centerpiece of Treasury's efforts to combat money laundering. 
The reporting data generated with respect to the act and the regu- 
lations under it are essential to our country's investigations into 
drug trafficking, organized crime, tax evasion, and a host of related 
offenses. 

Some of the most important uses of the information pertain to 
the 13 task forces created to investigate organized crime and drug 
trafficking. Since July 1983, these task forces have initiated over 
1,200 cases. They have resulted in the indictment of 8,500 individ- 
uals and resulted also in the conviction of 3,400 of those people. 

In order to maximize the utility of the information required 
under the Bank Secrecy Act, universal compliance with the act by 
all financial institutions is essential. To that end, Treasury has de- 
voted significant effort and resources to compliance enforcement. 

For instance. Treasury has imposed a number of civil penalties 
against financial institutions for past noncompliance. We believe 
that Treasury's rigorous enforcement of the Bank Secrecy Act, in- 
cluding the imposition of publicly announced substantial civil pen- 
alties where appropriate, has contributed to enhanced awareness of 
the requirements of the Bank Secrecy Act and improved compli- 
ance. 

In July 1985, the Treasury Department established the Office of 
Finiancial Enforcement to assist in implementing and administer- 
ing the Bank Secrecy Act regulations. The establishment of this 
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office provided a focal point for Bank Secrecy Act related activity 
within the Treasury Department and acknowledged the increasing 
importance of the act in Treasury's law enforcement efforts. 

There has also been a very large commitment of resources to 
Bemk Secrecy Act enforcement by both the Customs and the Inter- 
nal Revenue Service. The Internal Revenue Service has established 
a separate division in Detroit to handle Bank Secrecy Act reporting 
matters. It has taken a number of steps to meet the t^mporiu^ 
backlog in processing of currency transaction reports that resulted 
from the unanticipated surge in reporting following the Bank of 
Boston case and the permanent increase in filing resulting from 
the recent heightened awareness of the Bank Secrecy Act require- 
ments. 

STRENGTHENED REGULATIONS OF THE ACT 

In the last year we have strengthened the Treasury Bank Secre- 
cy Act regulations in several important respects. For example, as 
referenced by Senator Hecht, on May 7, 1985, regulations became 
effective that designated casinos as financial institutions subject to 
Bank Secrecy Act reporting and recordkeeping requirements. We 
are discussing a number of other regulatory amendments, includ- 
ing regulatory solutions to the problem of structuring transactions 
to avoid the reporting requirements of the Bank Secrecy Act. 
Structuring includes the well-known practice of smurfing. 

These revisions are being discussed within Tre£isury and with the 
Department of Justice and should be published in the Federal Reg- 
ister within the next few weeks. 

As with all amendments to the Bank Secrecy Act regulations, 
Treasury will consider carefully the iinancial and operational 
impact of regulatory changes on financial institutions as it seeks to 
meet the legitimate needs of law enforcement. 

I would now like to address the various proposals under discus- 
sion to bolster our attack against money laundering and to improve 
Treasury's enforcement of the Bank Secrecy Act. 

First is S. 1335, the Money Laundering and Related Crimes Act, 
which was developed jointly by the Departments of Justice and 
Treasury. I would like to remark on the most critical revisions to 
the Bank Secrecy Act contained in that bill. 

Under S. 1335, the Secretary would be given, for the first time, 
summons authority both for financial institution witnesses and doc- 
uments in connection with Bank Secrecy Act violations. This au- 
thority was among the legislative recommendations in the October 
1984 report of the President's Commission on Organized Crime on 
money laundering and is also contained, as Senator D'Amato refer- 
enced, in S. 571 and S. 1385. 

This authority is essential both to investigate violations and to 
assess the appropriate level of civil penalties once a violation is dis- 
covered. This authority is also especially needed for enforcement of 
the Bank Secrecy Act with respect to miscellaneous nonbank finan- 
cial institutions such as casinos and foreign currency brokers 
which number in excess of 3,000 institutions. 

The responsibility for compliance review of these institutions has 
been delegated to tiie Interned Revenue Service. However, current- 
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ly the IRS summons authority is restricted only to title 26 pur- 
poses. Therefore, in examining those institutions for title 31 viola- 
tions, IRS must rely solely on voluntary cooperation. Under this 
bill a summons would be issued only by the Secretary or with his 
approval by a supervisory level official of an organization to which 
the Secretary has delegated Bank Secrecy Act enforcement. An 
agent or bank examiner in the field could not issue a summons on 
his or her own authority, 

S. 1335 also provides important revisions to the Right to Finan- 
cial Privacy Act [RFPA]. The revisions to the RFPA contained in 
the administration's money laundering bill can be considered as an 
adjunct to that bill with applications separate from the subject of 
criminal money laundering legislation or enforcemont of the Bank 
Secrecy Act. 

The most important and what should be the least controversial 
of the iF^A revisions is the amendment to subsection 1103(c) of 
the RPTA. Currently, section 3403(c) of title 12 provides that noth- 
ing in the act shall preclude a financial institution from notifying a 
Government authority that the institution has information which 
"may be relevant to a possible violation of any statute or r^^la- 
tion." The statute gives no guidance on what information can be 
given by the bank without running the risk of exposure to civil li- 
ability under the Right to Financial Privacy Act. 

The pro[>osed amendment sets out explicitly that enough infor- 
mation can be given to enable Federal law enforcement authorities 
to proceed with legal process, for example a summons, subpoena, or 
search warrant in accordance with the act. This information, at a 
minimum, must include the nature of the suspicious activity, the 
name of the customer, and other identifying information necessary 
to identify the customer or the account involved. 

We believe that there should be very little opposition in the fi- 
nancieil community to this particular revision of the RFPA. The re- 
vision imposes no new legal duty on financial institutions and clari- 
fies the right of financi2d institutions to act as good citizens with- 
out risk of civil liability. 

For consistent application throughout the United States, this 
amendment must be accompanied by the proposed preemption pro- 
vision so that a financial institution that complies with the RFPA 
will not run afoul of any more restrictive State privacy laws. The 
proposed clarification of the good faith defense to civil liability is 
also needed to protect financial institutions who cooperate with 
Federal law enforcement in good faith within the confines of the 
Right to Financial Privacy Act. 

In addition to the administration's money laundering bill, there 
is another legislative initiative supported by the administration on 
which I urge favorable and early action. This is S. 2306, introduced 
last week by Senator D'Amato. This bill would prohibit structuring 
of currency transactions to avoid the $10,000 currency transactions 
reporting requirement. 



Structuring includes the well-known practice of smurfing. Recent 
decisions as, you have indicated earlier. Senator 
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Senator D'Amato. At this point, I don't know if your statement 
addresses smurfing, but would you go into that? 

Mr. Keating. Yes, sir. By anecdote or do you want me to com- 
plete the statement? 

Senator D'Amato. Well, you can go into it by anecdote or com- 
plete statement, however, I think it's important that for the record, 
you describe Bmurfing. You say it's well known. It's only well 
known among criminds. 

Mr. Keating. This is the structuring of small cash transactions 
within a financial institution to avoid the $10,000 threshold report- 
ing requirement of the Bank Secrecy Act and to avoid the interest 
of law enforcement as a result of Uiose series of smaller transac- 
tions, which all taken together add up to substantiati transactions 
with j» -rfew toward avoiding the strictures of the act. 

As you have indicated. Senator, in three Federal circuits they've 
made it clear that the current law is inadequate to sustain consist- 
ent prosecutions for structuring. The proposal would make a 
person who structures transactions to avoid the currency reporting 
requirement or who causes a financial institution not to file a re- 
quired report to be subject to the criminal and civil sections of the 
act. 

The bill also provides seizure and forfeiture authority for curren- 
cy related to a domestic CTR or cash transaction report reportii^ 
violation for interest in property traceable to the currency. "The for- 
feiture would not be applicable to domestic fineincial institutions 
examined by a Federal bank supervisory agency or a financial in- 
stitution regulated by the Securities and Exchange Commission. 

There have been a number of past cases in which the absence of 
forfeiture authority allowed the proceeds of crimined enterprises to 
elude the grasp of the Government, 

Treasury must respectfully take issue with one proposal in S. 
1385. This bill would require a financial institution to submit its 
list of customers exempt from the requirements of the Bank Secre- 
cy Act to Treasury every quarter. "Treasury would then have to 
review and approve or revoke the list within 90 days. The financial 
institution would consider the exempt list approved unless notified 
otherwise by Treasury within the 90^Jay period. 

Under the current regulations a bank may exempt from report- 
ing certain cash deposits and withdrawals of accounts of retail 
businesses in amounts commensurate with the lawful customary 
conduct of such a business. The bank has a continuing duty to 
monitor the qualifications for such exemptions. It would be unwise 
in our view to shift the burden of monitoring the eligibility of bank 
customers for exemptions away from the bank. The bank is in the 
best position to know its customers, the normal course of those cus- 
tomers' business operations, and any change in their status. 

Moreover, the provision would take an army of Treasury employ- 
ees to enforce. The provision is accordingly inefficient, burdensome, 
and we believe unnecessary. 

Senator D'Amato. I hope you make it clear for the record that 
those are not the provisions that are being considered today by this 
committee. 

Mr. Keating. That is correct. Senator. 

Senator D'Amato. OK. 
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Mr. Keating. We are explorii^ other solutiona to past problems 
with banks euid proper placement of customers on exempt lists. For 
instance, we are considering a regulation under which a customer 
would have to attest to information contained in a bank's request 
for an exemption. Under S. 2306, a customer who causes a financial 
institution to put it on the exempt list on the basis of false infor- 
mation provided by that customer would be liable under the Bank 
Secrecy Act, 

We are eilso plEinning to work with the banking industry to edu- 
cate further banks on exemption procedures. We are considering is- 
suing a Treasury publication on the subject that would be available 
to all financial institutions. 

This concludes my prepared remarks. Senator, and I appr^iate 
the opportunity of sharing this information with you and the mem- 
bers of the committee. 

[The complete prepared statement follows:] 
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Senator D'Amato. Before we hear from Mr. Bruh, Senator Cran- 
ston has a statement that I believe he would like to make for the 
record. 

OPENING STATEMENT OF SENATOR CRANSTON 

Senator Cbanston. Thank you very much, Mr. Chairman. I ap- 
preciate your courtesy in giving me the opportunity at this time 
and I apologize to the witnesses and I thank you for this opportuni- 
ty for me to speak briefly. I have to be at two other committees, so 
I have a scheduling problem this morning. 

I just wanted to say briefly this. The Federal Bureau of Investi- 
gation Director William Webster said in 1983, "that drug traffick- 
ing was America's No. 1 crime problem," and almost 3 years later 
nothing has changed that assessment. In fact, the illegal drug busi- 
ness is booming in America. 

Ceilifomia drug problems are more severe and probably more 
complex than anywhere else in the United States with the possible 
exception of Florida, With its homemade drug laboratories and se- 
cluded wildernesses, California has become the industrial capital of 
America's illegal narcotics manufacturers. California's ports and 
border with Mexico make it one of the largest entry points for for- 
eign drugs into our country. 
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The lifeblood of the ill^al narcotics industry is money — over 
$100 billion a year in U.S. drug sales. If DEA agents confiscate 100 
pounds of cocaine from a van entering San Diego or a motorboat in 
Miami, those drugs can be replaced within weeks by the fertile 
fields of Colombia, Burma, Peru, and other countries. But if we can 
block the huge transactions of cash between American dealers and 
foreign banks the drug fiow will not be able to continue. 

Additionally, some reform of the Bank Secrecy Act and increased 
penalties under the act will make it clear that the Government is 
serious about clearing up this dirty game of money laundering. 

I commend my colleague. Senator I^Amato, for his bills, S. 571 
and S. 2306 and for calling this hearing to exfunine weaknesses in 
the current l^al structure that may enable money launderers to 
evade detection or prosecution while using the banking system in 
that process. 

However, we do need to keep in mind the Right to Financial Pri- 
vacy Act. 1 was its principal author and we must be sure we do not 
trample on the rights of innocent individuals as we seek to make it 
impossible for drug dealers to clean their money through the bank- 
ing system undetected. Increasing penalties for bank ofiioals who 
knowingly violate the Bank Secrecy Act's reporting requirements 
and providing the Treasury Department with simplified subpoena 
powers to review money transfers fiom American banks to foreign 
banks are certainly steps in the right direction. 

Thank you very much, Mr. Chairman. 

Senator D'Amato. Thank you. Senator. Please proceed Mr. Bruh. 

STATEMENT OF BRIAN BRUH, DIRECTOR, OFFICE OF CRIMINAL 
INVESTIGATIONS, INTERNAL REVENUE SERVICE 

Mr. Bruh. Thank you. 

Senator, thank you for the opportunity to testify concerning the 
Internal Revenue Service's efforts to use the laws within its juris- 
diction to attack money laundering. Mr. Keating said a little while 
ago why Mr. Wassenaar, our A^istant Commissioner, could not 
come here today. I would just like to add one thing. He wanted to 
be here very badly, sir. He supports what you're trying to do very 
much. 

Criminal investigation has responsibility for the investigation of 
allied violations of the Internal Revenue Service's laws and relat- 
ed offenses, certain aspects of title 31, the Bank Secrecy Act, and 
the protection of Service personnel and property in appropriate sit- 
uations. 

ISS INVOLVSUENT 

We at the Internal Revenue Service believe that devoting sub- 
stantial resources to the investigation of money laundering is ap- 
propriate not only because of ^e significant amount of revenue 
that could be collected but also because the service's tax adminis- 
tration expertise can be focused on the motive for drug trafficking, 
the huge illegal profits involved. In order to stem the flow of drugs, 
we must attack the movement of funds generated by this illegal ac- 
tivity. 
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Senator, if you would like, I am prepared to speak of some of the 
issues that Mr. Keating spoke of before which is examples of cases 
and what we are doing. 

Senator D'Amato. I think that would be excellent. 

Mr. Bruh. Since October 1981, the IRS has initiated 873 criminal 
investigations involving title 31 violations of law. Our current in- 
ventory is over 300 investigations. As you can see in chart I, in 
1982, we had 126 investigations, approximately half, that we could 
show are related to narcotics trafficking, and each year as the 
number increased a similar percentage related to narcotics traffick- 
ing. 

While in 1985 we end up with 338 investigations that we initiat- 
ed, with 162 tied into narcotics trafficking cases. Over 60 of the 
current investigations are against financial institutions. Additiona- 
ly, in 1985, we recommended prosecution eigainst 317 individuals or 
entities which include financial institutions. We convicted 31 banks 
and financial institutions since 1981, 8 of them in 1985 alone. 
There were nearly $4 million in fines assessed against the banks, 
with $1.24 million being the largest against the Bank of New Eng- 
land which recently was found guilty of violating title 31. Thirty- 
four of^cers or employees of financial institutions were convicted 
since October 1984. 

Chart II shows the total number of currency transaction reports 
that we have been receiving. As you are aware, any financial insti- 
tution that has a currency transaction in excess of $10,000 within a 
24-hour period must file a UTR within 15 days. This chart does not 
include any CTR's filed by casinos. 

In 1975, the little dot you could barely see on the chart reflects 
that there were 3,418 CTR's filed for the year. In 1980, it jumps to 
241,000; 1981, 352,000; and then we go to 1984 where it's 707,000. In 
February 1985, the Bank of Boston is prosecuted successfully for 
failing to file a large number of CTTR's. Although the graph shows a 
line bar for 1985 that's only slightly lai^er than the one depicted 
for 1984 year, it would be off the poster if drawn to scale. That's 
why there's tha t little squiggly line up near the top. In 1985, over 
1.8 million CTTR's were filed a nd fo r ^e year 1986, we're running 
at approximately a 3.2 million C'l'K rate. 

Chart III, the one to your right, shows the CTR's filed by months 
for the year 1985. As you can see, early in the year, in February 
1985, there was some 63,000 and later on for December, we were up 
to 254,000 for that month. In fact, that increasing pace is continu- 
ing and actually accelerating. Of the most recent months we've hit 
as high as 280,000 a month. 

During the month of April we sent to the Treasury Enforcement 
Communications System [TECS], a system which holds the data 
some 769,000 CTR's which can be retrieved by law enforcement 
agencies. This number exceeded the total sent to TECS for the pre- 
vious 6 months. As Mr. Keat ing h ad said earlier, we established a 
unit in Detroit to process the CTR's. 

[Charts I through lU follow:] 
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Senator D'Amato. Mr. B ruh, could I interrupt just for a moment 
to discuss the relevance of CTK findings? 

You indicated that you sent 769,000 CTR'e durii^ the month of 
April to 

Mr. Bruh. To U.S. Customs Service which meiiDtftins the Treas- 
ury Enforcement Communications System, commonly called TECS, 

Senator D'Amato. Because these might be potential, you had a 
feeling these might establish potential violations? 

Mr. Bruh. No; they maintain — it's a computer type of system, 
which 

Senator D'Amato. Can it identify a profile? 

Mr. Bruh. Yes, by profile. They keep various law enforcement 
data in it. 

Senator D'Amato. So you make an initial decision that this infor- 
mation would be useful on that profile because a certain pattern 
exists that might indicate some kind of criminal conduct? 

Mr. Bruh. Let me explain it a little bit better. 

Senator D'Amato. Please continue. 

Mr. Bruh. We send virtually every CTR to that system so it 
could be retrievable. Currently in Detroit we cannot retrieve the 
CTK data, we can just process it onto tape. Sending it into the 
TECS makes it eeisily retrievable by us or Customs or other agen- 
cies should eui intelligence analysis be desired. It could also be used 
to match it eigainst suspected people involved in narcotics traffick- 



Senator D'Amato. OK. 



BOTERO CASE 



Mr. Bruh. I would like to talk about three actual cEise examples, 
sir. One involves the Botero case which was a Florida investigation. 
Botero laundered approximately $57 million through a brsmch of a 
Fort Lauderdale bank during an 8 to 10 month j>eriod. The curren- 
cy allegedly represented payments from domestic narcotics organi- 
zations to Colombiem source suppliers. Three officers of the domes- 
tic branch assisted in the scheme for which they received one-half 
to 1 percent of the money laundered. 

Botero was a prominent Colombian businessman and he was the 
first Colombian national ordered extradited to the United States by 
the Supreme Court of Colombia. He was convicted in 1985 alot^ 
with the bank officers and he was sentenced to 30 years in prison. 

I would like to show on chart 1 the flow of funds. Up at the top 
you can see the black dot where it says "Botero, $56,692,206. ' 
Money was deposited by Botero into five separate bemk accounts 
which had El Salvadorem origination. Now if I could direct your at- 
tention to the left side of the chart as it faces you, you can see that, 
approximately $39 million, or some $38,800,000 was wire trans- 
ferred out of the country through a series of schemes. They wire 
transferred the moneys from the Landmark Bank in Fort Lauder- 
dale to a correspondent bank, the Pan American Bank, in Miami. 
In addition to that, the corrupt bank officials issued a number of 
cashier's checks which went into the four accounts in the Pan 
American Bfmk in Miami. These four accounts represented ac- 
counts of banks in Colombia. From those four accounts it was wire 
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transferred out of the couotiy into various accounts in banks in Co- 
lombia. 

The right side of the chart reflects that some $600,000 was trans- 
ferred in similar ways into domestic accounts. We have no evidence 
that any bank officers did anything wrong r^arding those ac- 
counts. 

E>own at the bottom part of the chart, where the arrow points 
down, we show some $10.5 million going to other individuals and 
entities which we cannot prove are Botero controlled. He did con- 
trol, however, the almost $39 million that went out of the country 
to Colombia and the almost $600,000 in the domestic accounts. 

This left $7 million, Senator, which we cannot account for rfeht 
now. Again the moneys reflect the activity during just one 8 to 10 
month period for this organization. 

[The following charts were subsequently submitted for the 
record:] 
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Senator D'Amato. You're saying that $57 million was laundered 
in this way during a 8 to 10 month period? 

Mr. Bbuh. Yes. 

Senator D'Amato. This ib one se^pnent of this money launderir^ 
operation? When we talk about billions of dollars being laundered, 
that is not an exaggeration? 

Mr. Bruh. No, sir. In fact, the $57 million is only some unknown 
fraction of the total amount because this is only the money going 
to the foreign country after U.S. nEU*cotics traffickers have already 
taken their cut. This is the proceeds that Botero got. It has nothing 
to do with all the money made on the lower end by the individuals 
selling the drugs. 

BERRERA CASE 

Chart 2 involves another narcotics trafiicking organization enti- 
tled Berrera. Berrera and his organization hired smurfs, eis Mr. 
Keating referred to before, individuals who went around from fi- 
nancial institution to financisil institution genertilly getting some 
monetary instrument for an amount of money less than $10,000 so 
as to avoid the UTR filing requirement. 

Th e smurfs traveled to banks all over the United States. No 
l71'K's were filed because the currency transactions were all less 
than $10,000. The cashier's checks and money orders were in turn 
deposited into various bank accounts in Miami from which the 
funds were wire transferred out of the country. No CTR's filed be- 
cause no over $10,000 amounts of currency. We documented $7 mil- 
lion of funds that went to Panama. Chart 2 on your left simply por- 
trays a bag of narcotics money with figures representing the 
smurfs under it. All part of the Berrera organization. These smurfs 
went to numerous cities around the country which are represented 
on the right side of the chart. The only documented proof that 
money went out of the country is the funds going to Panama. How- 
ever, we do have some evidence that money also went to Switzer- 
leuid BB well aa Colombia. 

The third case that I would like to talk about — by the way, let 
me say, sir, if we knew that these moneys were being transferred 
out of the country or these moneys existed and we had the power 
given to us by your bill, we would have been able to seize all those 
moneys. 

Senator D'Amato, You would have? 

Mr. Bruh. Yes, sir. 

Senator D'Amato. How would the bills which are before the com- 
mittee today have made a difference in the cases you described? 

Mr. Bbuh. The difference would have been in any moneys that 
we've known about — I'm not intimate enough with the detfiils to 
assure you that all $57 million could have been seized or the $7 
million that we know of in the second situation, but I can tell you 
that any money before it left the country could have been seized 
had we known. 

Senator D'Amato. So a significant amount of the proceeds that 
were sent out of the country in both the cases of Botero and the 
second case which involved $7 million could have been seized under 
this bill? 
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Mr. Brum. Yes, sir, and forfeited. 

Senator D'Amato. And forfeited? 

Mr. BfiUH. Right. And any money that they were able to get 
away with, we could have gone after them civilly because of the 
provifiioDfi in your bill. It would have been dramatically helpful. 

Senator D'Amato. In your opinion, then, will this bill have a dra- 
matic increase in the ability of law enforcement officials to inter- 
dict, intercept, and seize these illegfilly earned dollars? 

Mr. Bruh. Yes, sir. And I do not want to downplay the impor- 
tance of your bill with r^ard to structuring of transactionB. That's 
very important to us too. That kind of capability allows us to make 
cases that we wouldn't ordinarily make, seize illegal proceeds that 
we would not ordinarily get. And usually those kinds of cases turn 
into other kinds of cases because then we're able to expand our in- 
vestigation. 

BANK OF NEW ENGLAND CASE 

The third case involves the Bank of New England and is a differ- 
ent kind of case. The utility of the new l^islation, your l^islation, 
sir, is illustrated by our experience in the Bank of New England 
case. Both the bank and the money launderer were tried together 
under existing law for deliberately fedling to file CTR's. The jury 
heard evidence that the customer, James B. McDonough, a convict- 
ed bookmeiker and loan shark withdrew a total of $817,200 in cur- 
rency from the Bank of New England between the months of May 
1983 and July 1984. In each of 36 instances in which McDonough 
obtained cash usually between $20,000 to $40,000, he did so by writ- 
ing and then simultaneously cashing multiple checks drawn on the 
same account. No one check exceeded $10,000 but the a^regate 
amount of the checks always exceeded $10,000. 

The transactions were deliberately structured for the purpose of 
evading the CTR reporting requirements and McDonot^h made 
gifts to the tellers who through either coincidence or design did not 
file a CTR. 

The Bank of New England weis convicted for its role in the Cl'K 
violations and was fined $1.24 million, the largest criminal fine 
ever imposed to date for violation of the Bank Secrecy Act. 

McDonough, who was charged with inducing and causing the 
bank to fail to file CTR's, was acquitted. The acquittal was caused 
by the fact that the current law imposes all of the CTR filing obli- 
gations on the financial institution. Customers of financial institu- 
tions, however plainly involved in illicit activities, have virtually 
no duties under the current Bank Secrecy Act. We do not mean to 
imply that the Bank of New England was som ehow an inrocent 
victim here. The bank willfully failed to file CTR's and they should 
pay a price for accommodating the money launderer. However, the 
money launderer who may be equally and more culpable should 
not be allowed to escape conviction. 

The new legislation would make McDonough's acts of causing 
the financial institution to fail to file CTR's criminal and civil vio- 
lations of the Bank Secrecy Act. Moreover, all the money laun- 
dered by Mr. McDonough which represented the proceeds of the so- 
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phisticated illegal gambling operation would be subject to seizure 
and forfeiture under the new law. 

Senator D'Amato. My bill sounds better all the time. 

Mr. Bruh. It certainly does, sir. 

In conclusion, we heartily support the Bank Secrecy Act Amend- 
ments of 1986, S. 2306. We believe that forfeiture authority will be 
a useful and powerful new weapon in our battle against money 
laundering, tax evasion, narcotics trafficking, and other illegal ac- 
tivities. We will also be happy to see money launderers bear direct 
responsibility under the Bank Secrecy Act for their flagrant 
schemes to prevent financial institutions from filing CTR's. 

[The complete prepared statement of Mr. Wassenaar follows:] 
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Senator D'Amato. Thsink you very much, Mr. Bruh. I can't think 
of an area that deserves more attention than our battle against the 
epidemic of drugs. Drug trafficking has been facilitated very direct- 
ly as a result of the money laundering operations that have gone 
unabated for years and no small part of that has to do to the loop- 
holes that exist in present legislation and the lack of penalities 
that can be imposed on those who engfige in drug traf^cking. The 
penalties seem so minimal compEired to the illegal profits. Why not 
do it? If one is caught, the potential penalties compared to the cer- 
tain profits are such eis to encourage rather than deter people from 
engaging in this activity. Hence, the laws have become rather inad- 
equate as a deterrant. 

We are deeply appreciative of the Treasury's assistance to the 
committee in preparing this legislation and the help of IRS in 
coming forward today and testifying. I'm going to ask a number of 
questions and submit several more in writing. I know Senator 
Hecht also has some inquiries. 

SUMMONS AUTHORTFY 

How will the summons authority increase law enforcement ef- 
forts in this area? 

Mr. Keating. Senator, as you indicated in your remarks and as I 
indicated in my preptired statement, we are subjected to some diffi- 
culty in the investigative process because of the absence of sum- 
mons authority. We have discussed at some length the Right to Fi- 
nancial Privacy Act eind the present law which permits b£inks to 
share information suggestive of a violation of rules or regulations 
or a statute, but oftentimes that information is not forthcoming be- 
cause the institution is concerned about civil liability under the 
act. 

We think that clarifying the Right to Financial Privacy Act to 
permit that bcmk to share adequate information when it comes to 
ite attention in order for the Government to be able to proceed 
with the issuance of a summons or issuance of a grcmd jury subpoe- 
na would go a long way toward satisfying legitimate law enforce- 
ment needs. 

Senator D'Amato. Without tipping off the people who are under- 
taking the money laundering scheme or any other, isn't that cor- 
rect? 

Mr. Keating. That's correct, sir. 

Senator D'Amato. Whereas if you get into the criminal side, 
there are often situations where that person may be advised of the 
existence of a criminal investigation and consequently even com- 
promise the effectiveness of that invest^ation. 

Mr. Keating. That does occur, I can say with some experience. I 
formerly was a U.S. attorney and that has occurred in cases in 
which I've been involved with on occasion in grand jury matters. 

But EIS indicated, Senator, these 3,000 institutions are not subject- 
ed to investigation by the Comptroller of the Currency, or the Fed- 
eral Deposit Insurance Corporation or any other entity of Govern- 
ment. The IRS has responsibility for investigating title 26 viola- 
tions for those institutions, but not title 31. So you have a hole 
there. It's either voluntary compliance, willingness on the part of 
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the institution to step forward and unfortunately nin the risk of a 
Right to Financial Privacy Act or nothing. We think a combination 
of what is proptwed here today, clarification of the Right to Finan- 
cial Privacy Act and summons authority to provide us an opportu- 
nity to legitimately investigate, will make our job far easier and be 
in the public Interest. 

Senator D'Amato. Do you care to comment on the impact of 
money laundering operations on the collection of Federal taxes? 

Mr. Keating. Well, Mr. Bruh probably could go into that more 
graphically, but I might say, as the Senator is awaire, when the 
Right to Financial Privacy Act was initially enacted, one of the 
reasons for the filing of cash transaction reports was to assist the 
Internal Revenue Service in its tax collection functions. 

LOSS OF £100 BILUON IN INCOME TAXES 

Senator D'Amato. We're right now losing $100 billion a year, it's 
estimated I understand, in Federal income taxes that aren't being 
paid. Here we're called upon to reduce the deficit and get it down 
to $144 billion and yet we lose $100 billion — and I understand that 
Treasury has estimated that over the next 14 years, if this contin- 
ues, that number is going to reach $400 billion a year. Now we 
want to balance the budget and it certainly seems a way to begin 
to undertake to reduce at least the deficit is to get better tax en- 
forcement. And when people know that there's a good likelihood 
that they're going to be apprehended, particularly on criminal 
charges we may discourage people by keeping honest people 
honest. 

Mr. Keating. This is a tremendous growth industry, regrettably, 
for the future of this country. As you've indicated, Senator, emd as 
Senator Dixon mentioned, the estimates are the drug bill of Ameri- 
cans exceeds $100 billion a year, money laundering some $90 bil- 
lion a year, which is more money than all the public government 
purses expenditures on a per year basis in Central and Soul^ 
America. It's a tremendous quantity of cash and I think providing 
us these additional enforcement tools will not only go a long way 
toward getting people out of this business but also collecting those 
tax dollars that we so desperately need. 

Senator D'Amato. Interestingly, I've been given to believe that 
the American Bankers Association supports the provisions of S. 571 
and S. 2306. I think that's been a great breakthrough. I commend 
them for their position. I look forward to working with the ABA in 
the enactment of both these bills. 

Senator Hecht. 

Senator Hecht. Thank you, Mr. Chairman. 

Mr, Keating, in your testimony you mention revised regulations 
which now treat casinos as bemks for the purpose of the Bank Se- 
crecy Act. What has been the result of these changes? 

Mr. Keating. As you know, Senator, those regulations went into 
effect not too long ago. The information which has been solicited 
and which is being received as a result of the implementation of 
those regulations is being analyzed. Whether or not any criminal 
or civil cases will result, I'm not in a position to say at this time. 
But it is being studied find emalyzed. 
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Senator Hecht. Have the casinos complied fully? 

Mr. Keating. The information I have to date. Senator, is that 
the casinos have complied and cooperated. 

Senator Hecht. And have they led to additional detection of 
money laundering in casinos? 

Mr. Keating. As I indicated in my iirst statement. Senator, 
that's a matter under review and investigation at this time. 

Senator Hecht. So basically you have not had adequate time to 
fully assess the results of these regulatory changes? 

Mr. Keating. That's my understanding, but perhaps Mr. Bruh 
could postscript that comment. 

Mr. Bruh. Generally that is so, Senator, that we have not had 
adequate time. However, we d o have some indications that there 
are some violations of the LTK filing requirements and we are con- 
ducting some investigations. 

Senator Hecht. I would be happy to meet with either of you at 
any time on this. Thank you very much. 

Thank you, Mr. Chairman. 

convictions of 34 EMPLOYEES 

Senator D'Amato. I just have one other line of questioning I'd 
like to undertake. There was some talk of 34 employees who were 
convicted I think who worked for various institutions. In addition, I 
think you mentioned that some 4 million dollars' plus worth of 
fines have been levied. 

I think the 4 million dollars' worth of fines were totally inad- 
equate, that they should have been much higher, that financial in- 
stitutions who engage in this kind of activity have a responsibility 
to pay the full measure and the full price. 

Mr. Bruh. Sir, may I clarify one thing? 

Senator D'Amato. Certainly. 

Mr. Bruh. The $4 million in fines strictly relate to criminal fines 
imposed by the court. The Treasury, under Mr. Keating, assert 
other type of penalties against the financial institutions. 

Senator D'Amato. Are they still liable then for additional penal- 
ties? 

Mr. Bruh. Yes, they are, sir. 

Senator D'Amato. Could you tell us about the convictions? Do 
you have any information on that in terms of length of sentences 
or what kinds or what fines or what were the penalties imposed? 

Mr. Bruh. liiey vary, Senator, from some light sentences to 
some very heavy sentences. We've had, for example, one CPA down 
in Florida who laundered a tremendous amount of money, over $1 
billion per his own estimate. 

Senator D'Amato. One individual was responsible for laundering 
$1 bilUon? 

Mr. Bruh. Yes, sir. 

Senator D'Amato. Let me ask you this. If these la^ had been in 
place, would his detection have been esisier? 

Mr. Bruh. This was a different type of situation. I think possibly 
the structuring of transactions provision may have disclosed him 
earlier on. The way this money launderer operated was he literedly 
put crates of money in a plane and would fly out of the country 
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with it. Our agents, along with Customs agents, spotted him during 
the surveillance trying to leave the country on one of those flights. 
We stopped him. We searched the plane. We found several m^on 
dollars in crates. We got a search warrant for his office. We found 
94 pounds of coCEiine, counterfeit money, and weapons. We ulti- 
mately seized $6.5 million, but we coult^'t seize it under the 

Senator D'Amato. You could not seize the moneys at that time? 

Mr. Bruh. No; Customs has the authority to seize under the re- 
quirements for individufds to fill currency monetary instrument re- 
ports. Although we had an individual who was trying to leave the 
country, we in IRS did not have the power because frankly we 
don't have your bill. Thankfully Customs was able to grab hold of 
the money and subsequent the court levied fines against this indi- 
vidual for $6.5 million. The Government ultimately was to keep the 
money. He was sentenced to 35 years in prison and is presently in- 
carcerated. 

Senator D'Amato. We have many, raany additioned questions 
that we would like to ask but we do have two other panels. First of 
all, let me thank both of you for coming in for your presentation 
for the time that you have taken yourselves and the Department 
has taken. We're deeply appreciative and we wUl have some addi- 
tional questions for the record. If you could answer them, we'd be 
very grateful. 

Mr. Keating. Thank you, Senator. 

Senator D'Amato. Thank you very much. 

Our second panel, Deputy Assistant Attorney General, Depart- 
ment of Justice, James Knapp; and Brian A. Sun, etssistant U.S. at- 
torney from the central district of California. He's probably had 
more experience or as much as anyone else just in that district in 
the area of dealing with money laundering and drug enforcement, 
et cetera. 

STATEMENT OF JAMES I.K. KNAPP, DEPUTY ASSISTANT 
ATTORNEY GENERAL, DEPARTMENT OF JUS'HCE 

Mr. Knapp. Thank you. Senator. 

Mr. Chairman, I am pleased to have this opportunity to appear 
before you today and present the views of the Department of Jus- 
tice on S. 2306, your proposed amendments to the Bank Secre*^ 
Act, and S. 571, the Drug Money Seizure Act, as well as S. 572. The 
provisions of the latter two are contained within the much broader 
comprehensive money laundering bill, S. 1335, about which I'd like 
to sSbo briefly speak. 

Sitting here on my left is Mr. Brian Sun, an assistant U.S. attor- 
ney in the central district of California. After I've made some re- 
marks about the legislation itself, Mr. Sun will speak about his per- 
sonal experience prosecuting money laundering. 

Sitting here on my right and available to answer your questions 
as well is Mr. Charles Saphos, formerly head of Operation Green- 
back in Miami, now presently Chief of the Narcotic and Dfuigerous 
Drug Section of the Criminal Division in the Department of Jus- 
tice. 

Senator D'Amato. Wonderful. 
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Mr. Knapf. I have prepared a formal statement for the record. 
There are some technical mistakes in the testimony. 

Senator D'Amato. Why don't we do two things. No. 1, we'll take 
your statement as prepared in its entirety and you will make those 
revisions you deem necessary and we'll keep the record open for 
that purpose. 

Mr. Knapf. Thank you very much. 

Senator D'Ahato. And then second, if you will touch on those 
highlights. 

Mr. Knapp. I will just read selected portions from the testimony. 

JUSnCK DEPARTMIINT WELCOMES LEQISLATION 

Let me begin b^ sabring that the Department welcomes and ap- 
preciates your l^islation designed to stop the illegal flow and laun- 
dering of currency involved in the trafficking of narcotics and 
other criminal enterprises. As the committee knows, money laun- 
dering, the process by which one conceals the true source, origin, 
Euid ownership of illegal income, is a big business. It is only 
through the money laundering process that the tremendous sums 
of currencv generated by drug trafficking can be concealed, dis- 
guised, ana ultimately made to appear legitimate. 

The first bill about which I wish to speak primarily is your bill S. 
2806, which proposes several amendments to title 81 of the United 
States Code, the Bank Secrecy Act. 

Section 1 proposes additions to 81 U.S.C. 6818(a). This is the pro- 
vision of title 81 which requires the filing of currency transaction 
reports by domestic financial institutions on cash transactions 
which exceed $10,000. Section 1 of this proposed act addresses the 
problem of structured currency transactions— that is, currency 
trfuisactions which are intentionally broken down into a series o! 
smaller transactions, each under $10,000, for the purpose of evad- 
ingthe reporting requirements of the Bank Secrecy Act. 

This process, commonly known as smurilng, is undertaken by in- 
dividuals or groups of individuals who, intending to prevent banks 
iVom reporting their currency transactions, engage in a series of 
cash transactions each under $10,000 at di^erent banks on differ- 
ent days or different banks on the same days or the same bank or 
its branches on different days. It is the purpose and intent of this 
process bo transfer or move a much larger aggregate amount of 
currency through fmancial institutions mule avoiding the report- 
ing requirements. 

Now, traditionally, the Departments of Justice and the Treasury 
have vigorously investigated and prosecuted persons under the 
Bank Secrecy Act for their involvement in these types of artifices. 
However, recent api>ellate court decisions— the Amalone case in 
the 1st circuit involving the same bank on different dajv situation, 
the Varbel case in the 9th circuit involving a different bank situa- 
tion on both the same and different days, and the Denemark case 
out of the 11th circuit involving a different bank and same day sit- 
uation — have reversed convictions of persons who intentionally 
caused financial institutions to fail to fUe currency transaction re- 
porta by structuring currency transactions. 
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In effect, these court decisions interpret the present law as to 
either not prohibit — in the case of some circuits — or, in the ceise of 
the 11th circuit, to only partially limit the structuring of currency 
transactions, even though it may be proven that the intent of the 
conduct was to purposely evade Uie reporting requirements. 

CLOSING THE LOOPHOLES 

Your legislation, as proposed in section 1, should close this 
money laundering loophole. The proposed section is a clear mes- 
sage and restatement to money launderers that all forms of Btnic- 
turing currency transactions for the purpose of evading the Bank 
Secrecy Act's reporting requirements constitute criminal conduct. 
The law, as rewritten, would clarify any ambiguities in the current 
law. I am fully satisfied of that. 

Section 2 of S. 2306 is comprised of two subsections, (a) and (b). 
Both subsections concern the forfeiture authority of title 31. Sec- 
tion 2(a) adds two important provisions to the existing forfeiture 
authority in 31 U.S.C. 5317(c). Subsection (a) provides for the for- 
feiture of monetary instruments transported intemationaUy with- 
out the filing of a currency Euid monetary instrument report 
[CMIR] required under 31 U.S.C. 5316(a), and also provides for the 
forfeiture of proceeds traceable to an instrument transported in 
violation of that section. 

The adojrtion of this subsection would leave no question that if a 
person illegally transports monetary instruments in violation of 
section 5316(a) and then, for example, buys real property or opens 
a bank account with those monetary instrumente, these traceable 
proceeds of those instruments — that is the reel property or the 
funds in the account — would be forfeitable to the same extent as 
the original monetary instrument. 

Section 2(b) creates expanded forfeiture authority under section 
5317 of title 31. This proposed section would create a civil, in rem 
forfeiture authority which provides for the seizure of currency or 
property traceable to such currency which was transferred or in- 
tended to be transferred in a structured transaction, attempted 
transaction in currency, or any other transaction in currency viola- 
tive of section 5313 of title 31. 

Finally, section 3, the last substantive section of S. 2306, would 
impose civil liability upon persons engaged in conduct violative of 
section 5313(a) as amended by section 1, the structured transaction 
section. This section would permit civil suits and civil fines to be 
brou^t against persons who themselves were not financial institu- 
tions but who either attempted or actually ei^aged in structured 
transactions or who caused flnancifd institutions to fail to, or to 
falsely, report currency treuisactions. 

Again, the Defiartment endorses this section as well. 

I would like to, however, make some general comments concern- 
ing the whole subject of bank secrecy and money laundering. Obvi- 
ously you have heard that this legislation and various regulatory 
proposals which are under consideration by the Department of the 
Treasury, and about which we were consulted, would go a long way 
toward closing many of the loopholes in the Bank Secrecy Act. 
However, we are fully satisfied — and I think the President's Com- 
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mission on Organized Crime certainly is fully satisfied — that the 
r^ulatory scheme is not a fully satisfactory answer to the problem 
of money laundering. 

For example, it is quite obvious that if the reporting require- 
ments are complied with you have no violation of the law, even if 
the defendant is laundering billions of dollars in money. 

Second of all, reports under title 31 cover financial institutions 
only, and even though the term "financial institution" has been in- 
terpreted very broadly, it is also quite clear that if someone CEin 
somehow get out from under that definition and be a money laun- 
derer he is totally exempt from the reporting requirements. 

Third, under title 31, there is a great obligation imp<»ed upon 
the Government to prove that the specific violator not only knew 
what he was doing but that he was aware of the reporting require- 
ments and that the reporting requirements were applicable to him 
specificaUy. That again is something very difHcult to prove in 
many fact situations. 

As you have seen, the reporting requirements are quite easy to 
circumvent, and even though we think we can close a lot of the 
loopholes by this and other legislation, and by regulatory changes, 
still, the imagination and ingenuity of man is tremendous and we 
anticipate that other types of efforts may be made to circumvent 
future reporting requirements. 

Finally, there are many situations where the money laundering 
activity is so serious and so severe that the 5-year maximum penal- 
ty provided for these reporting violations is simply not adequate 
enough. Greater penalties are needed for people who consciously 
launder money involved in major drug trjiffickkig or other types of 
organized crime. 

HEAVIER FINES AND SENTENCES 

For that reason, based on the recommendation of the President's 
Commission on Organized Crime, we have proposed that money 
laundering itself be made an offense. This propcKial is contained in 
S. 1335, which is pending before the Senate Judiciary Committee 
right now. Under section 2 of that bill, money laundering would 
itself be made a specific Federal crime. It is denned as engaging in 
a transaction involving monetary instruments or the wire transfer 
of funds, involving either a financial institution or anyone else if 
there is an effect upon interstate or foreign commerce, where the 
monetary instruments represent income or are derived from un- 
lawful activity. The proposed penalty is a maximum imprisonment 
of 20 years, plus a maximum fine of $250,000 or double the value of 
the amount laundered. There is a separate forfeiture provision in 
section 9 of the bill. There are also civil penalties and provisions 
for extraterritorial jurisdiction when money laundering occurs 
abroad. 

This bill also contains amendments to the Right to Financieil Pri- 
vacy Act discussed in Mr. Keating's testimony and contains provi- 
sions contained in S. 571 and 572. It would make the new offense of 
money laundering a predicate offense for RICO and for title HI 
wiretap authorization, so it could be investigated properly. I should 
also note that section 8 of the bill provides a separate offense for 
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knowingly receiving the proceed! of Federal ofCeniee and would for 
the first time make the laundering of money from foreign drug of- 
fenses a United States crime, something that several other coun- 
tries have right now, like Canada and Switzerland. It would enable 
us to forfeit proceeds of foreign drug trafficking, something that 
was recently called for by several international organizations that 
have considered this subject. 

The Economic Summit which is meeting this week in Tokyo is 
expected to adopt a statement dealing with drug trafficking which, 
among other things, endorses the concept of comprehensive money 
laundering legislation. Last week, I attended a conference of the 
Organization of American States in Rio de Jcmeiro which did like- 
wise. 

You asked earlier about the problem of smurflng. I think, in con- 
clusion, I should note a comment by my daughter. I was trying to 
explain to my wife one night in the car what smurflng was. My 3- 
year-old daughter said in the back of the car, "Oh, smurfs are hard 
to catch. You have to throw a net over them." 

Well, I think that's the problem we have with money laundering. 
We need a very big net. And I think the money laundering bill, S. 
2806, S. 571 and t£e regulatory changes which are under consider- 
ation, along with enhanced enforcement efforts by both the Departs 
ments of the Treasury and Justice, will form the necessary net to 
solve this problem. 

That concludes my prepared statement. I will now yield to Mr. 
Sun, if that is agreeable with you. 

Senator IVAmato. Thank you, Mr. Knapp. 

[The complete prepared statement follows:] 
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STATEMENT OF BRIAN A. SUN, ASSISTANT U.S. ATTORNEY, 
CENTRAL DISTRICT, CALIFORNIA 

Mr. Sun. Thank you, Mr. Chfiirman. I would like to thank you 
for giving me the opportunity to speak here today. It is not all the 
time that people in the field have this opportunity, and we often 
complain that we do not have a say in what's going on back here. I 
think that your invitation here today at least has checked that 
complaint to some extent. 

As my prepared statement indicates, sir, I am an assistant U.S. 
attorney for the central district of California, which covers much of 
central and southern California, including the Los Angeles area. I 
presently supervise what we call the financial investigations task 
force, which is a combined interagency effort directed primarily at 
narcotics money laundering activities. As my statement indicates, 
we have been in operation for approximately 6 years now and we 
have basically evolved into a task force that really is focusing itself 
primarily toward interdicting South American cocaine money as 
well as money derived from perhaps Asian heroin trafficking and 
other sorts of narcotic sources. 

What I would like to do here today is to supplement the reintu-ks 
in my statement and to go over some of the key areas that I per- 
ceive are ones that should be brought to the attention of the com- 
mittee with respect to prosecutorial and investigative problems 
that we have encountered in the money laundering area. 

FINANCTAL TASK FORCE 

First of all, by way of background, the financial task force in Los 
Angeles is like that of many around the country that exist today. I 
think we have in excess of 30 of them, perhaps 40 of them now 
around the country in different cities with the purpose of taking a 
look at laundering, primarily as it exists through financial institu- 
tions. That, of course, gives rise to the importance of the currency 
reporting requirements and leads us inevitably to many of the 
kinds of schemes that we have already discussed here today, 
namely structured cash transaction schemes. 

With respect to our investigations in the structured cash transac- 
tion area, I can tie that into one of the key investigatorial problems 
that we have out in California. That problem relates to the matter 
of disclosure of an investigation by a flnEmcial institution to a par- 
ticular target. As I have indicated in my remarks, Mr. Chairman, 
the problem is this: through the grand jury process we serve grand 
jury subpoenas on a fuiemcial institution seeking certain records 
that relate to suspected money laundering activity. The most 
common example would be in the smurf situation, where someone 
is walking up and down WLIshire Boulevard in Los Angeles buying 
cashier's checks for under $10,000. Anybody who goes to California 
knows that you could do that; you could hit about 20 banks in 
about 4 hours and laimder in excess of $150,000 for your 4 hours 
work. 

In order for us to follow the paper trail efficiently we have to go 
into these banks, obtain the records of the transactions, in order to 
build any type of probable cause or evidence to support some kind 
of arrest or search warrant or the like. 
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But without any response from the bank, we could be — or a 
quick response from the bank, we could be impeded in that investi- 
gation. Or if the smurf has an account at the bank, which many of 
them now are doing — they are opening up bank accounts all over 
Loe Angeles — the bank wants to disclose that subpoena to the cus- 
tomer and tell them that we are looking at them. Well, I can tell 
you that in my experience and that of Mr. Saphos, who has as 
much if not greater experience than I do in this area, that that 
would mean the end of the investigation because many of the 
people that we focus on, particuleirly the South American-based co- 
caine traffickers, are in die wind just like that, as soon as they are 
notified that law enforcement is looking at them. These are people 
who when they operate on a day-to-day basis communicate through 

Eay phones and through beepers; they drive around in circles for 
ours to avoid surveillance. These people are very, very good at 
what they do. And the problem of disclosure is compounded by that 
fact as well. 

CIVIL LIABILITY FOR BANKS 

In essence, to deal with the problem that I am raising to the 
committee, f^ut 2 years ago I met with a number of bank counsel 
informally in CEilifomia, legal counsel of some of the major banks 
of Cfdifomia. And what they urged me to do w£is to try to get some 
legislation going in the area of disclosure and providing banks with 
some kind of protection ageunst civil liability if they cooperate with 
the Government or to encourage their betnk teller to call up an IRS 
or Customs special agent and say. 

Hey, the person you told me about who fits that pronie ie in my bank right now, 
buying a $9,000 cashier'a check. They were in here last week and Uie check was ulti- 
mately sent to Panama for deposit. 

We want to encourage that kind of phone call and the banks say 
that they are happy to do that if they can get some measure of pro- 
tection. 

This led to my boss, Robert C, Bonner, the U.S. attorney for the 
central district of Ceilifornia, to send a memorandum to the Presi- 
dent's Commission on Organized Crime outlining the nature of the 
problem and suggesting remedial legislation. 

The result of that memorandum was a recommendation in the 
President's Commission's report that was released in October 1984, 
recommending that certain provisions of the Right to Financial 
Privacy Act of 1978 be amended to basically provide banks with 
protection against civil liability and preempting ziny State law to 
the contrary which might in the view of the banks require them to 
disclose a subpoena to the customer. Because that is really what is 
the issue here. Many bankers throughout the country believe that 
State law requires them to disclose to the customer. 

So that is one area we would like to see some legislation moving 
in the direction that we hope to move in and that is to work with 
banks in combating the money laundering problem. 

I might also add a couple other things, one with respect to the 
nature of the problem here — and we are talking about in the Fi- 
nancial Privacy Act situation, a balance between the privacy inter- 
est of the individual and the public's interest here. 
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I think we all agree that in 1978 when the Financial Privacy Act 
was adopted, the uiig problem in this country had not reached the 
itase to which it ii at thii Juncture, and in tarmi of balancing com- 

K^ig interests, all I can say to you, Mr. Chairman and the mem- 
rs of the committee, by way of example, and not a parade of hoi^ 
ribtea, all you need to do is go down to Federal court in Los Ange- 
les on a Monday afternoon or any State court and watch the judges 
sentence people and listen to the pitches from the defense lawyers 
and from the defendants as to why they are there for their crimes. 
I would say to you that at least 70 percent of the people at least in 
Federal court who get sentenced for serious crimes, be they for 
bank fraud or bank robbery, have a drug-related type problem that 
causes them to commit the crime to which they are now facing 
Judgment. 

So I say to the committee and to you, Mr. Chairman, that the 
problem u such that we think that the balancing ought to be in 
favor of the public interest here in obtaining some protection for 
the banks on this issue of disclosure and in that regard the Govern- 
ment and the banks, at least in California, are speaking as one 
voice. The California Bankers Association, which is the leading 
bank lobby in that State, has specifically told me that I can advise 
this committee that they are 100 percent behind that remedial leg- 
islation which would encourage them basically to call up law en- 
forcement and cooperate with us rather than keep them in this 
muddy area where they are perhaps exposed to some civil liability 
if they actually reach for the telephone. 

[The complete prepared statement follows:] 
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Senator D'Ahato. I wonder if I might do something a little un- 
usual at this point since we do have a third panelist, Mr. Hodges, 
who is general counsel and executive vice president of the South 
Carolina Bankers Association and is representing the ABA today. 
Why don't you come on up here and join this panel. I don't want 
you to believe that we desire to isolate the bankers. 

SAFE HARBOR PROVISION 

Mr. Hodges, if I might impose upon you and if you're not pre- 
pared to answer this I'll understand— you heard Mr. Sun and you 
also heard Mr. Knapp, but I think Mr. Sun put it that he's out 
there in that field find certainly Mr. Saphos could give you many 
examples. 

Has the ABA taken a position in regard to the provisions con- 
tained in S. 1385 as it relates to bank secrecy and your ability to 
shield yourselves from what you might think would be either local 
laws, state laws, or civil litigation — would you be supportive of 
that provision which would then give your employees the ability to 
report the kinds of suspicious transactions that Mr. Sun alluded to? 

Mr. HoooES. Thank you, Mr. ChairmEui. Yes, we have testified on 
the administration bill. We do have some concerns about the priva- 
cy MpectB of that bill. A safe harbor sort of provision is tdways a 
comforting aspect, especially when you have laws of this nature in- 
volved. At the same time, we are concerned about the possibility of 
our tellers or our loan officers on the front line, so to speak, being 
put in a position of making a judgment of that magnitude. We fed 
that perhaps some language could be drafted that would meet the 
concerns that have been expressed, while at the same time protect- 
ing our hank employees, and our customers. 

We are very much interested in that approach. 

Senator D'Amato. So you are open to that approach, but you 
would like to have some clarifying language, though, as it relates 
to the employees. 

Mr. HODOES. We're concerned about a safe harbor provision, but 
believe that there would be a tendency for a bank employee to err 
on the side of disclosure, eind while again there may be some law 
enforcement benefits to that, we do have concerns ^ut the priva- 
cy ELspects as far our customers are concerned. 

Senator D'Amato. I have some concerns on the privacy side, indi- 
vidual ri^ts, but I must confess that I also see a situation develop- 
ing where, we're just going to continue to hemorrhage from two 
areas unless we begin to apply some rules of good common sense to 
give law enforcement officials and enforcement people, including 
ihelBS. 
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No. 1, those who abuse the system and really use it in such a 
way to circumvent the law, the smurfs who run up and down the 
boulevards, and we have them in New York as well, making depos- 
its of $7,500 and drawing out those checks, and I think many em- 
ployees have a pretty good idea that there's something terribly 
wrong when they see tnese kinds of activities taking place, that 
this is not the traditional customer. 

It seems to me that we're not asking or telling them that you 
must make these reports. Good sense su^ests that they should be 
able to report to a higher authority wiUiin the bank who would 
then make a judgment to say, "Look, we see this activity, rewart 
the nature of it, we believe it's something you might want to take a 
look at." Then leave it to the Treasury, the IRS, and Justice De- 
partment people to follow up on that. 

And I think that most Americans would agree with this ap- 
proach. I think it would be interesting to take a public poll on this 
issue given the meignitude of the drug epidemic and given the fa^ 
that approximately $100 billion in taxes aren't being paid thereby 
creating a heck of a burden in terms of what other people have to 
pay in terms of fair share. We're not talking about little transac- 
tions here. We're talking about substantial, repeated cash transac- 
tions. 

But I think you might be right. If we could get some kind of lan- 
guEige so we're not dealing with the individual citizen who might 
be putting in $50 a week and so the teller says, "Aha, I'll bet this 
person isn't reporting these dollars to the Internal Revenue Serv- 
ice." So somehow I think maybe there has to be a distinction made. 

Has the ABA been worlung with the Justice Department in 
trying to formulate some kind of legislative language? 

Mr. Hodges. Yes, air. As I say, we have appeared at hearings in 
the past in the House and Senate Judiciary Committee and we of- 
fered at that time to meet with the Justice Department officials. 
We are still very happy to do that. We think that we are in a 
unique position here to be of real service because we certainlv 
agree with everything you just said and we certainly agree with 
the ends that you describe. 

Our concern is that we bfdance those carefully with the rights of 
our customers and also we'd like to protect our employees to the 
extent possible. 

Senator D'Amato. Mr. Knapp, I think you wanted to say some- 
thing? 

Mr. Knapp. Yes; I have participated in at least one meeting with 
representatives of different banking associations sponsored under 
the auspices of Congressman McCoUum, and I'll certainly be 
pleased to meet with Mr. Hodges here and any other gentlemen at 
any time to discuss this. 

Senator D'Amato. Wonderful. 

Mr. Saphos, do you have anything that you would like to add? 
Like Mr. Sun, you've been out there on the battle line and now 
you're here directing our forces in these operations and let me com- 
mend you for the tremendous work you have done in this area. 
You certainly have carved out a great niche for yourself and hope- 
fully you will serve as a role model. You worked out in the field 
and now in the work you're imdertaking. 
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LONG UNES DISCOURAGE SMURF8 

Mr. Saphos. Thank you, Senator, I appreciate that. 

First of all, sir, I would beg to correct you concerning smurfing 
in New York. My understandiiig is from several money launderers 
that I've debriefed over the years that the lines at ^e banks in 
New York are a little too long to encourage smurflng. 

Senator D'Amatq. Is that right? 

Mr. Saphos. Yes, sir. In fact, they have to fly the money out of 
New York fuid take it to other metropolitan areas to smurf it. 

Senator D'Amato. Isn't that interesting? Long lines discoureige 
the smurfs. 

Mr. Saphos. Yes, sir. I don't know how that encourages the bank- 
ing industry. But speaking of encouraging the banking industry, 
law enforcement identifies the members of the banking industry in 
many instances as some of our best friends. They are cornerstones 
of their community and they are as interested as anyone else in 
their community in preventing crime and they're certainly as in- 
terested as anyone else in our country in ending the scourge of the 
consumption of drugs in this cotmtry which they see affecting them 
in a business sense and in a personal sense in their communities. 

We want to encourage all their actions to try to prevent the use 
of the financial institutions in our country by the money laun- 
derers to facilitete the drug trade in our country and we see these 
corrections — not corrections, but explanations really of what the in- 
tention of Congress was in their Right to Finemcial Privacy Act 
and the rights that the institution has when it perceives a crime 
being conducted — the right they have to report that to law enforce- 
ment authorities, to relieve them of any sense that they have 

Senator D'Amato. Let me interrupt you just for a moment. 
Something just struck me. Supposing, Mr. Hodges, someone who's 
never done business with the Smith Bank in New York — not in the 
Carolinas — were to come up and attempt to deposit or attempt to 
purchase a ciishier's check for $7,500. This person is totally un- 
known to that bankii^ institution, had never done any business 
with that institution. Let's say they took out all these dollars in 
$100 bills, whether or not they looked the part of a legitimate busi- 
nessman or not, we won't even go into that. Let's suppose for this 
hypothetical, you'd say where did this person ever get $7,500 and 
why they want to deposit it or why they want to write a cashier's 
check on that. 

Does the bank today customarily have the right to say we're not 
going to take your $7,500 and we re not going to give you a check 
on that? 

Mr. Hodges. Yes, sir. I'm not that familiar with the operation of 
the banks in New York, but that would look unusual in South 
Carolina. 

Senator D'Amato. Let me ask you this. Maybe agsin this is em 
unfair question. But I'm wondering as a matter of practice, what 
would the practice be? Maybe you might know, Mr. Saphos. In your 
opinion, would they honor that, give them the money order, or 
would they say, "I'm sorry, you'll have to go to another institution 
or your own personal bank.' 
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Mr. Saphob. It's unfortunate, and when I discuss this smurfins 
problem with bankers I point out that usually the sale of cashier^ 
checks by financial institutions is done as an accommodation to its 
clients and it is done more as a service than as a profltmaking in- 
centive. In fact, I would suggest that the money that an institution 
collects on a sale of a cashier's check, for instance which is $2 or $5 
but most often is even waived by the institution, does not compen- 
sate the institution for the service that it renders. And we have 
strongly suggested to such institutions that they not sell cashier's 
checks, or manager's checks, or official checks, or whatever they 
wish to call it to persons who are not clients. 

They generally do this to persons who are not clients as a way of 
encouraging new persons to open up accounts in the bank. I would 
strongly suggest that the best way to encoureige them to open up 
an account in the bank is to refuse to sell them a check unless they 
open up an account in the bank. 

RESTRICT CASHIERS CHECKS TO CUSTOMERS ONLY 

If the banking industry would universally adopt that, then obvi- 
ously it wouldn t be a situation where one bank was afraid not to 
sell cashier's checks to noncustomers because they're afraid the 
noncustomer will go to their competitor across the sb-eet and there- 
in open an account. 

I would also note that in conjunction with the Department of the 
Treasury, the Department of Justice is now working on amend- 
ments to the current regulations which implement the Bank Secre- 
cy Act, title 31, to address regulatory schemes for attacking the 
structured transaction problem which will complement the chetir- 
man's bill. 

Mr. Hodges. Mr. Chairmfin, just to add to that, I have always ad- 
vised our banks that they do not have to do business with anyone 
so long as they don't discriminate. So eigain, in our State it would 
be very unusufd for a bank to perform that service for a noncus- 
tomer. 

Senator D'Amato. It would seem to me that that might be an 
area in which we could get the ABA deeply involved. If you could 
isolate it down to just a very few banks I would imagine that most 
institutions would really come together, certainly with the encour- 
agement of the various regulators and the Justice Department to 
say, look, we're going to adopt a standard procedure. We're just not 
going to give a cashier's check unless you meet certain require- 
ments, unless you're a known person in the community, someone 
that's known, and we're certainly not going to do it on a regular 
basis because there are very few occasions when the kind of thing 
that the smurf does the ordinary citizen would walk up to and say, 
"Here's $10,000 and give me a cashier's check," when that person 
wouldn't be known or be able to prove or offer satisfactory proof as 
to who they are within the community or what the purpose was, et 
cetera. And certainly they wouldn't want to do it if it was an Ule- 
ged money laundering operation and regularly offer that kind of 

firoof. Maybe — not maybe, but there should be, if not in the body of 
aw, certEunly by way of agreement throughout the financial com- 
munity and the banking community a standard of conduct or a 
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Etlicy aa it relates to these cash transactions that would go a long, 
Dg w^ to impeding that kind of operation. 

Mr. Sun. Mr. Chainnan, I might add, to supplement your com- 
ment 

Senator IVAmato. Would you follow up on that, Mr. Hodges, Mr. 
Knapp, and Mr. Saphos, inasmuch as this is operation money 
block — operation Greenback, is that it? 

Mr. Safhob. Yes, sir. That was my former. 

Senator D'Amato. And what is your title here now in Washing- 
ton? 

Mr. Saphos. I am now Chief of the Narcotic and Dangerous Drug 
Section of the Department of Justice. 

Senator D'Amato. Well, that doesn't take you exactly into that, 
but 

Mr. Saphos. Because of the strong connection between narcotics 
and money laundering and the narcotics trade, we have placed tJie 
responsibility for money laundering issues within my section of the 
Eiroartment of Justice. 

Senator D'Amato. Good. So would you see if you'll work with 
■ome of the banks on that? 

Mr. Saphos. Absolutely. 

Senator D'Amato. Great. Mr. Sim, you wemted to make an obser- 
vation? 

Mr. Sun. Yes. I might add that in California we had started to 
make moves exactly in the direction that you said. Many of the 
bonks in California have decided not to sell, for instance, cashier's 
checka to noncustomers. I think they're doing that in Florida as 
weU. 

Senator D'Amato. Yes, unless there is some kind of extenuating 
circumstances and various standards that that person can meet. 
You're not selling any money orders because the smurf isn't going 
to come in euid say, "Give me $500 or $1,000." 

Mr. Sun. The nisxt step up from there, unfortunately, was we 
were intercepting smurfs at like the airport who we found had as 
many as 20 passbooks or bank books on them. What they have 
dcme is they've gone in and opened up accounts with $1,000 bal- 
ances and then they smurf away. What banks have done in re- 
Monse to that, or tried to do, is require additional identiAcation. 
"Diat poses something of a deterrent to the smurf because they 
really do not want to leave much of em identification trail. And 
that is the kind of direction we are moving in really following, 
what you've indicated, Mr. Chairman, to try to force the money 
launderer to cough up more information that he or she would not 
really want to do and therefore have to go somewhere else. 

Senator D'Amato. Mr. Hodgea, we haven't heard from you, but 
before we ask einy other questions and I'll ask the panel to stay 
here if they don't have time constraints, and we'll take your pre- 
pared statement as if read in its entirety. If there are any observa- 
uons that you'd like to make or any other statements to supple- 
ment your prepeu'ed text, please go ahead and do that. 
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STATEMENT OF ROBERT HODGES, GENERAL COUNSEL AND EX- 
ECUTIVE VICE PRESIDENT, SOUTH CAROLINA BANKERS ASSO- 
CIATION, REPRESENTING THE AMERICAN BANKERS ASSOCIA- 
TION. 

Mr. Hodges. In the interest of your time, Mr. Chairman, I will 
just make a couple of points and provide my statement for the 
record and also the statement that we made earlier to the Senate 
Judiciary Committee as several of the witnesses have brought up 
other bills — the administration bill, for example. We would like to 
place our views on those bills in the record as well. 

Just by way of summary, our position is very simply by saying 
that we support your bills very strongly. We do have some sugges- 
tions by way of clarification which we can work on with your staff 
and with these gentlemen here at the table. 

Senator D'Amato. Mr. Lykos is present and if you want to set up 
an opportunity to meet with him it would be appreciated. 

UABIUry EXEMPTIONS 

Mr. Hodges. We really have only one new provision which again 
we will discuss with them, but basically it provides that the bank 
or financial institution upon discovering a failure to report would 
be able to report that information to the proper authorities and if 
having done so before being notified by those authorities, then it 
would be exempt from liability. This is similar to regulation Z and 
B provisions in some State consumer laws. We think it would en- 
courage banks to audit their own procedures and to come forth 
with 

Senator D'Amato. A good faith effort or some employee who on 
his own has been undertaking these kind of things HnaUy comes to 
the attention of some supervisors or higherups and they immedi- 
ately undertake to report this, is that the kind of situation you're 
tallung about? 

Mr. Hodges. Exactly. 

Senator D'Amato. Well, we'll certainly take a look at that. 

Mr. Hodges. Other than that, we would just like to thank you, 
for your effort in this area. We feel these bills are far superior to 
some of the other proposals we've seen and we could not support 
them more strongly. 

Senator D'Amato. Well, thank you, Mr. Hodges. 

[The complete prepared statement follows:] 
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Senator D'Amato. I'm deeply appreciative of the fact that the 
ABA has taken this p(»ition and has not been unnecessarily defen- 
sive but has raised legitimate concerns and has played an integral 
part in attempting to develop some l^pslation that will really pro- 
tect the interests of everyone, including the reputations of our fi- 
nancial institutions. That s most important. 

I might note before we conclude that Senator Proxmire has a 
prepared statement that I will introduce into the record as if read 
in its entirety. He's also asked that we submit some questions on 
his behalf and I'll ask the panel to respond in writing. I would fdso 
note that on page 4 of his statement that he is a cosponsor of S. 571 
and he would like to join also to be a cosponsor of S. 2306. 

[The complete prepared statement of Senator Proxmire follows:] 

Opening Statement o? Senator Pboxmire 

I think it is most appropriate to have thia hearinE on S. 571, the Drug Money 
Seizure Act and S. 2306, the Bank Secrecy Act Araendments of 1986 on May 1. For 
today, as we all know, is law day in the United States and these two bille are de- 
signed to increase respect for our lawB and to reduce crime in our country fc^ 
making it more difficult for criminalB to launder their ill gotten gains through our 
Nation s financial institutions. 

The President's Commission on Organized Crime, a very distinguished bipairtisan 
group of judges, l^islators, lawyers and scholars, has told us that "money launder- 
ing is the lifeblood of organized crime." That makes sense. If criminals cannot freely 
utilize their ill^al booty then their incentive to engage in activities harmful to soci- 
ety will be diminished. That is why today's hearing is so important. We, on the 
Banking Committee, are attempting to craft legiaiation to curb money laundering — 
which is defmed by the President's Commission on Organized Crime as the process 
by which a person conceals the existence, illegal source, or illegal application of 
income and then disguises that income to make it appear legitimate. In criminal 
Jargon it is the process by which cash is washed so it can be used openly and cannot 
be traced to Ulegal activities. 

Law enforcement officials tell us that narcotics trafTickera annually conceal over 
SlOO billion in cash from detection by the Government, and are by far the greatest 
users of money laundering schemes. 

The princiwl tool now available to detect, measure, and punish money laundering 
is the Bank Secrecy Act. That act requires that a currency transaction report must 
be filed by flnancial institutions whenever a currency transaction is more than 
SlOjOOO. It also requires that reports be filed whenever currency or monetary instru- 
ments of more than $5,000 are taken in or out of the United States. The effective- 
ness of the Bank Secrecy Act in curbing money laundering has been hampered by 
shortcomings in the act itself, which the bills before the committee today are de- 
signed to cure, and by the fact that financial institutions and their regulators have 
not always taken it seriously. 

Just last week the House heard testimony from a former money launderer that 
criminals break up large sums of money into transactions of less than $10,000 to 
avoid the act's requirements. This man laundered money in banks in Miami on a 
regular basis by buying $9,000 money orders with cash from numerous banks a 
couple of times a week. Sometimes he went to the same teller in a given bank — and 
never a question was asked — no one ever reported him. He testified that hundreds 
of others were doing the same. This testimony and the numerous banks that have 
turned themselves in for violating the Bank Secrecy Act since the Bank of Boston 
was convicted for violating it in February 1985 make clear that the Government 
acting alone cannot curb the money laundering problem. 

Our financial institutions must themselves resize the magnitude of this problem 
and help our law enforcement officials to cope with it. They cannot continue shut- 
ting their eyes to wrong doing in order to make profits for turning cosh into money 
orders or cashiers checks or taking deposits into fictitious accounts. 

Before the Bank of Boston was convicted of not filing cash transaction reports, 
there were 60,000 of such reports filed each month. Withm 4 months after that con- 
victicm banks were filing over 250,000 cash transaction reports a month. Why does it 
take fear of prosecution to get some of our most respected institutions to follow the 
law? In that regard I note that after the Bank of Boston conviction over 60 banks or 
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bank holding companieB came forward to Treasury to reveal their past violations of 
the Bank S»;recy Act. Civil penaltiea have been aaaesBed on some of these banks 
from amounts ranging ^m $112,000 to $4.75 million in the case of the Bank of 
America, 

Of course we can give banks more incentive to help stop money laundering by 
strengthening enforcement of our laws and by raising penalties on banks for violat- 
ing the law. We can and will press our bank regulatory agencies to improve their 
Bank Secrecy Act examination procedures. But banks and other fmancial institu- 
tions must increase their own commitment and internal control processes for these 
processes are the most effective mechanism for ensuring compliance with the Bank 
Secrecy Act. 

Senator D'Amato, I am already coeponsoring S. 571 the Drug Money Seizure Act 
I believe the additional measures in S. 2306, which are designed to curb money 
launderers who use multiple deposits of amounts less than {10,000 to evade current 
law, are needed and wold be delighted to be listed as a co-sponsor of that bill as 
well. We in Congress must stop the cancer of organized crime's drug trade, which 
feeds upon its ability to launder money. 

Senator D'Amato. Also, again for the record, Senator Gorton was 
here. 

Gentlemen, let me ask you before we conclude if you have any 
other observations that you feel you would like to make, we cer- 
tainly would like to make them part of the record today if you 
want to follow up in written testimony, but any observations that 
any of you have I think are important. Certainly they are impor- 
tant to me to give me a better insight into the problems and I'd be 
appreciative. 

USE OF TOOI^ AT HAND 

Mr. Saphos. Only one. Sir, I would like to tell the Senate and the 
Congress that we have been using to the best of our abilities the 
tools that you have already given us. I was observing the two cases 
that Mr. Bruh used as examples of the conduct of the Internal Rev- 
enue Service in investigating criminals laundering money. Both of 
those cases were prosecuted under my supervision in Florida and 
I'd like to note that in the case of Mr. Botero, in 1980, Mr. Botero, 
a single individual, by corrupting three bank employees at the 
Lemdmark Bank was able to launder $54 million in a relatively 
short period of time, a very, very short period of time. 

At the same time, Beno Ghitis was able to launder $242 million 
through another financial institution in a 6-month period in early 
1980-81 through another institution in south Florida. 

You will note in the matter of the 1984 case, however, that in 
order to launder a comparatively mere $17 million through finan- 
cial institutions that Mr. Barrera had to hire an army of smurfs to 
travel all over the country. Now the same day service that Mr. 
Botero was giving to the doper by converting his money into the 
finEincial institutions and wiring it around the world with impunity 
on the same day at almost an immediate time was no longer avail- 
able to the doper by 1984. He had to, at a much greater cost and 
overhead and security and trusting more people and entering more 
financial institutions — he had to hire this army of low-ranking 
people who flew elII around the country with the companion ris^ 
of security and the risk of having an informer in the middle of 
their network, which happens with some degree of frequency fortu- 
nately now. 
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So I would like to point out that law enforcement, with the good 
graces of the banking institutions who arc shutting their doors to 
this nefarious conduct, have been making a dent — perhaps not a 
deadly one, but a dent — in the money laundering trade in the 
United States. 

We do need the additional tools that you're seeking to give us 
and we will use them as well as we've used the tools that you've 
already given us. 

Senator D'Amato. Well, thank you very much, Mr. Saphos. It's 
very encouraging at times because I tell you, I feel like we're shov- 
eling ag£iinst the tide. I just see this avalanche. So it's nice to get a 
glimmer of hope, not just in a particular case but in terms of the 
overfdl progress being made in certain areas. As Mr. Knapp testi- 
fied before, people are very ingenius and they're going to try to 
devise other schemes, but it's good to know that at least we are 
forcing them into a mode of conduct that makra their operation 
more difficult and maybe easier for us to be able to interdict and to 
get our own operatives within their system. 

Mr. Knapp. I just want to second Mr. Saphos' remeirks and 
advise that we will be providing a written corrected statement for 
the record. I want to thank you again, Mr. Chmrman, for these 
hearings and your support for this most important legislation. 

Senator D'Amato. Mr. Knapp, I can't underscore how important 
I think your support in the Justice Department on this matter is. I 
won't tell you about the frustrations and the fact that we go back a 
number of years in having introduced similar legislation that has 
stagnated for a number of reasons. 

I am coBponsor of S. 1335. Notwithstemding ray cosfwnsorship of 
it, I think that both you and I appreciate the fact that that propos- 
al will probably attract heated, protracted debate. It will be amend- 
ed a number of times. And if it finally becomes law, you and I may 
be long gone from our — hopefully not from this earth, but maybe 
from our respective positions. 

And the reason I say this is because if we can't do it all, let's 
b^n to at least make the inroads. We may not be able to drive the 
final nail in the coffin of Ulegal money laundering transactions 
with the l^islation that you're here to testify about, but it begins 
to start that movement. 

Mr. Knapp. Yes; I understand. 

Mr. Sun. Mr. Chairman, my final comment is directed to the fact 
that I come from a judicial circuit that is affected by one of the 
cases that you discussed, the Varbel case. I just recently had a 
couple of other cases that followed Varbel that were setbacks for 
the Government to the extent that one involved a $25 to $40 mil- 
lion smurf ring where we had convictions reversed. I had another 
C£ise where a lUCO indictment among other counts, was thrown out 
because of the Varbel case. 

Speaking for the financial task force in Los Angeles, San Fran- 
cisco, the entire west coast that is covered by the Ninth Circuit 
Court of Appeals, I can tell you that we need help and we ask the 
committee to move strongly on your bill, which we support whole- 
heartedly, and which we need out there in the Held, and we look 
forward to any action that you C£ui take that will help us. 
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Senator lyAHATO. Well. Mr. Sun, we are pleased that you could 
be here to testify and you keep up the good work out there. It's not 
easy. You probably need a lot more assistants as well — assistant 
proeecutors and investigators and I think most of our large metro- 
politan districts face that same kind of problem, but I'll put in a 
pitch for you there with Mr. Knapp. He can carry it on up. And of 
course, they'll appeal to 0MB. 

MORE FXJNDING NEEDED 

I think if you want our criminal justice system to work and to be 
effective you've got to fund it, and I'll have to suggest that we're 
not really funding it adequately. 

The other day we passed a budget resolution that may be of some 
help by Senator DeConcini, particularly in the area of law enforce- 
ment, and I think we have to direct our Nation's priorities and re- 
sources more c<^ently and in a more productive way and I think 
the U.S. attorney's offices throughout the various jurisdictions 
have a crying need in mziny cases for additional resources so that 
they can be more effective. They can do the job, but you've got to 
get them the resources. 

I'll just let you know that there are some of us who are aware 
that it's not easy being out there feeling you're all alone, We un- 
derstand the need for an extra two assistants, three, or four. So 
you keep doing that job and we'll keep tr}dng to advocate for you 
back here. 

Mr. Hodges, let me thank you again and the ABA for their very 
constructive — you know, the ABA and Al D'Amato aren't always 
on the same side — an understatement — as it relates to various 
areas, but I'm pleased to be able to say that I think that you're 
acting in a most responsible manner as it relates not only to these 
legislative proposals but as it relates to your overall position on 
this matter. We look forward to your continued cooperation, if you 
could meet with those gentlemen to outline some of your concerns 
and also with Mr. Lykos as it relates to the language that you sug- 
gested in the proposals before us today, I'd be deeply appreciative. 

The committee will stand in recess. We'll keep the record open 
for an opportunity to those who wish to submit additional com- 
ments or views. The hearing is recessed. 

[Whereupon, at 12:35 p.m., the hearing was recessed.] 

[Response to written questions of Senators D'Amato, Mattingly, 
and Proxmire with adtUtional material supplied for the record 
follow:] 
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Q.l S. 571 provides summons authority to the Secretary of 
the Treasury to facilitate civil enforcement actions. Why is 
this sunnrons authority needed and what types of financial insti- 
tutions are subject to this smmnons authority? (i.e. What 
institutions other than banXs?) how will the sunnnons authority 
t law enforcement efforts in this area? 

The Bain purpose of the proposed sumiDons authority is to 
facilitate leviev of compliance by financial institutions 
with the Bank Sececy Act and to aaaesa appropriate civil 
penalites for non-conpliance. The summons authority is 
partlculacy needed with respect to the miscellaneous, 
non-bank financial Institutions for which Bank Secrecy Act 
examination responsibility has been delegated to IRS, TRS' 
own aunnons authority is limited to Title 26 matters and, 
consequently, IBS currently must rely on these institutions' 
voluntary cooperation in the examination process. Hith 
respect to banks, the Bununons authority would allow Treasury 
better to pursue non-compliance information, generally 
developed by bank examination agencies. As discussed below 
in question 2, the summons authority would complement the 
existing authority of bank supervisory agencies to examine 
for Bank Secrecy Act compliance. 

Summons authority will enhance Treasury efforts to achieve 
full compliance with the Bank Secrecy Act. Pull compliance 
by all financial institutions will help close the doors of 
legitimate financial Institutions to money launderers. Pull 
compliance also promotes maximum utility of the Information 
collected under the Bank Secrecy Act for a wide variety of 
law enforcement purposes. 
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i-benk financial Inatltutions that would be subject to 
authocity under S. 571 Include brokers and dealers 
n secuiitles, foreign currency brokers, casinos, tians- 
litCers of funds, such as telegraph conpanies, and dealers 
n travelers checks and any other Institution that cones 
rithln the regulatory definition of financial institutions. 



Q.2 What types of documents are subject to S. 571'b 
authority and how will your access to these documents assist 
your efforts to bring successful prosecutions? 

A. 2. Any document in the possession of a financial institution 

relevant to Bank Secrecy Act compliance would be subject to 

S. 571 summons authority. Docunenti obtained through the 
summons might assist in prosecutions to the sane extent 
other types of summons, such as the IRS aumaions, lead to 
successful prosecutions by focusing Investigative effort and 
assisting in the evaluation of whether a case is appropriate 
for criminal referral to the Department of Justice. However, 
the primary purpose of the summons authority is not to effect 
criminal prosecutions, but to improve civil enforcement of 
the Bank Secrecy Act. He believe that rigorous civil 
enforcement will lead to full compliance by finanical 
Institutions and help close the legitimate financial 
community to money launderers. 
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Q.3 Bow does the summons authority of S. 571 differ with the 
existing authority of bank examiners to look for money laundering 
activities? What are the advantages of the summons by comparison 
to the existing powers of bank examiners? If you do not have 
sunmons authority what are your options? 

A. 3. The sumnona authority in S. 571 coMplements th« authority of 
th« bank examiners to review the Institutions they regulate 
for Bank Secrecy Act compliance. Hlth respect to banks, we 
envision that we will frequently use the sunmons to follow up 
on noncompliance information developed by bank regulators. 

The main advantage of the summons Is Chat Treasury will be 
able to conduct an investigation focused on the Bank Secrecy 
Act compliance immediately. The primary mission of bank 
regulatory agencies Is the safety and soundness of the 
institutions they regulate. Generally, we have to wait for a 
Bank Secrecy Act review until the normal examination cycle of 
the examiners. He cannot routinely expect bank supervisory 
agencies to stretch their already strained resources to do 
additional Bank Secrecy Act reviews except in egregious 
situations, if we do not receive summons authority, we must 
rely on the voluntary cooperation of financial institutions, 
or refer incomplete evidence of noncompliance to Justice for 
grand jury review and possible criminal action. Of course, 
as discussed in response to question II, the summons 
authority also would apply to non-bank financial 
institutions, which are not examined by the bank regulatory 
agencies. 
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Q.4 Mho will examine the documents received pursuant to the 
summons authority provided In S. 5717 Describe the manner in 
which you would conduct an investigation if the suraions provides 
documents that give you reason to believe that the Bank Secrecy 
Act has been violated? 

A. 4, He have not developed any foinal plan foi delegation of tha 
Bumnons authority pending enactment of sunmons authority 
leglalation, with respect to the nlscellaneous financial 
institutions to which examination responsibility has been 
delegated to the Internal Revenue Service, documents would be 
examined by the IBS. Bank documents would be examined by the 
IBS, and/ot by the Treasury office of Financial Enforcement. 
Documents received from brokers or dealers would be examined 
by the Securities Exchange Commission and/or by the Treasury 
Office of Pinanclal Enforcement. 

Generally, if documents provided reason to believe that the 
Bank Secrecy Act was violated, we would then summon financial 
institution witnesses for further explanation. He would then 
evaluate whether to proceed with a civil penalty and/or 
criminal referral. 
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Q,5 DOBS the sununons authority as provided in S. 571 place 
any unreasonable document producticm burdens on banking insti- 
tutions beyond those which they are already required to produce 
during the course of a bank examination? 



We do not believe the Bumtnona aothotity would Impose an 
unreasonable burdens on banks. It la haird to speculate how 
the aunmons tnlght be noie burdensome than what Ib already 
required during a bank exanlnation. Treasury night require 
more detailed Bank Secrecy Act compliance information than an 
exanlnatlon agency, under the Treasury summons financial 
Institutions could be required to provide docu*ents or attend 
interviews off-elte, whereas bank examiners are generally on 
the premises of financial institutions. Dnder S. 1335, If a 
financial institution felt a summons were overbroad or 
otherwise too burdensome, the financial Institution could 
refuse to comply. Treasury would then be forced to take 
court action to uphold the aummons. Thus, an Independent 
tribunal would always be available to financial tnatltutiona 
to hear objections to the burden of summonB issued by 
Treasury. 
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Q.6 At present, financial institutions covered by the BSft 
do not have to file CTR's with regard to the deposits, in excess 
of SIO.OOO, made by certain businesses. 

a. What types of enterprises can be placed upon the exempt 
list? 

A. 6. With respect to exemptions from CTR filing: 

a. By regulation, a bank nay unilaterally exempt deposits and 

withdrawals of retail businesses selling goods to the 

ultimate consumer and certain types of businesses that 

generally deposit or vithdraw large amounts of cash, such as 

restaurants. All exemptions must be for amounts commensurate 

vlth the normal business of the customer. In addition, a 

bank may apply to Treasury for special exemptions for other 

types of businesses. 



to put on the execnpt list so 

b. A bank must be familiar with the regulations to know what 
kind of buslnesaes It may not unilaterally exempt. It must 
also ensure that the business Is of a type that can be 
exempted, if necessary by asking the customer the nature of 
Its business. The regulations are clear that the granting of 
exemptions Is discretionary with the bank. Treasury does not 
require that any business be exempted. 
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c. Has the Treasury Department issued regulations that 
provide guidance to the banks in their efforts to determine 
whether a particular customer should or should not be included 
on the exempt list? 

c. The cucrent regulations aie clear on when a bank must 
request a special exemption and when the bank may giant an 
exenption without a special request. The regulations do not 
spell out what a bank must do to make the threshold 
determination In granting an exemption — for instance, how 
to determine whether a customer is a wholesale or retail 
business or a restaurant or race track and what Is the 
appropriate exemption amount, 

d. Hhat actions can be taken if a bank puts a customer on 
the exempt list that should not be placed on the exempt list? 
Are banks subject to the same liabilities regardless of whether 
the inclusion of a customer on an exempt list was a careless 
mistake or was a willful act? 

d. k customer might be put on the exempt list Initially as a 
careless mistake. However, generally, the customer does not 
stay on the exempt list month after month, year after year, 
solely because of a careless mistake. This happens frequent- 
ly because of the reckless disregard of an institution that 
knows the law but fails to take steps necessary to comply 
with the law. Systemic and pervasive exempt list problems 
often occur because the bank has relegated total responsi- 
bility to low-level employees with inadequate training and 
has an inadequate audit system or compliance controls to 
detect errors, either at the time the customer is placed on 
the list or- later. As we have testified, willfulness In a 
civil includes such reckless disregard of the law. If 
reckless disregard Is found with respect to the bank's 
exemption process a civil penalty may be assessed. 
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e. nnat autiui.a can a bank take to awoid liability for 
placing a oustoner on the exempt list who shouldn't be part of 
the list? 

e. The aafeac action a bank can take la not to put a custon 

on Che enempt Xlat unless It knows that the quatooer 

qualifies under the regulations foi a bank granted emeptio 

If In doubt regarding the whethet a type of business Is 

eligible. It nay apply to Tieasuty fot a special exeaptlon. 



Q.7 With regard to the review of cth'b, i-ie understand that 
the IRS is currently reviewing these forma and that they are 
several months behind, when will the government become current 
in its review of CTR filings? (Have then report to the Committee 
on their efforts to become current and the aKiment their review 
becomes current.) 

A. 7. The Internal Revenue Service advises that it ii now current 
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BBft. Can you cite any InvestlgatlonB that have been gencratedby 
the flUng of CTH'^T "^ 

A.S. Because <1ealing tn large sums of cash Is frequently an 
In-lication of illegal activities, CTR's can identify pecaons 
connected to a ciinlnal offense. This 1> partlculaTly true In 
narcotics organliatiana where tranaactiana are almost always 
conducted ulth cash. The CTR's are essential for Identifying 
Illegal tianaactlona and the people canducting then. 

Currency transactions patterns iteetlng certain criteria 
win Initiate a lead, tf no readily available explanation for 
the currency transactions Is apparent, in-depth financial 
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escroH Bccoiint tot this purchase. Apparently, the tcanaactlon* 
■ere conducted in this nsnnei: to avoid the CT» repotting raaulrv- 
>ents. All of the cashlei's cheeks weie pu chased with caah. 
Udltlonal assets purchased with Ciash and cashier's checks 

" ■ ■ "" 1, a waterfront house In Miani Beach, 

:eTB, 2 ocean-going veaaela, and a ski 
•k plead guilty to Incoaa tax evasion 
I i yeaia in piiaon and paid a $10,000 
iBlB were alao Indicted foe various tax 

Sli hava been convietad, one is unable 
including Ronanl, are fugitives. 
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received by the FBI of noney laundering and cocaine erauggling by 
the Pintos. Subsequently, an Organized Crime Drug Enforcement 
Task Porce investigated and acreeted the PinCos and seized in 
excess of $900,000 In assets. Seventeen others were Indicted. 

o In the Hireles case, an analysis of CTB's indicated that 
Hireles caused 18 CTR's to be filed totalling more than 52.1 
Billion during a two-year period. Hireles used or provided 

license in a suspicious, confusing pattern of CTR/CHIR filings. 
The analyalH uas provided to the San Qlego Financial Task Force. 
It was later learned that Hireles conducted some of the 
transactions on behalf of his brother, a marijuana grower, who 

- - . ^ 2B, 19B5, Hireles 
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Q.9 Of the 14 banks on that list, how many of them voluntarily 
came forward to' identify and to correct reporting failur«B7 Hill 
banks that have not voluntarily come forward to identify and to 
': reporting failures be treated differently than those who 

All of the banks with which Tceasucy has ceachea civil 
penalty agreements cooperated with Ttreasury in developing the 
scope of their liability. All cane forward to Treasury as 
volunteers and most appeared to be in the process of 
developing the information necessary for a voluntary 
disclosure at the time that examinations uncovered compliance 
problems. Two of the banks came in after a critical 
examination by the Office of the Comptroller of the Currency 
where there was no evidence that the bank had undertaken an 
examination of compliance prior to the examination. Several 
other banks gave Treasury evidence that they had conducted a 
self-examination before or concurrently with the OCC 
examinations. He cannot speculate whether or how much 
information these banks would have disclosed to Treasury or 
how thorough an examination of past compliance the bank would 
have conducted absent an examination by the OCC. 

As we have publicly announced, banks that do not come focwaid 
voluntarily will be treated more severely. 



^d by Google 



D'A11AT0--KEATING 

Q.IO Regarding the banks that have voluntarily identified and 
corrected reporting failures, how will the imposition of hundreds 
of thousands In civil penalties encourage other banks to identify 
and correct past reporting failures? Since maximum fine for 
criminal violation is limited to S500,000, is it fair to assess 
civil fines in excess of criminal fines? If the filing of CTR'b 
is BO important, how will the imposition of these civil penalties 
encourage other institutions to admit voluntarily their mistakes? 

A. 10. Tieasucy was not Involved in the disposition of the Bank of 
Boston case which resulted in a comprehenaive plea acrange- 
nent Chat precluded civil penalties. Criminal fines and 
civil penalties are difficult to conpaie in terms of dollars 
because the possiblity of a prison term and the opprobrium 
that attaches Co a crlainal conviction cannot be measured in 
dollars. 

The amount of penalties that have been assessed reflect the 
fact that the banks were volunteers. As we have stated 
publicly, non- volunteers will be treated more severely. This 
should act as an incentive to Institutions to volunteer. 



Q.ll How does the Treasury Department interpret the term 
■willfullness" in civil violations of the BSA - should the cri- 
minal application of the willfullness standard apply in civil 
actions or should a negligence standard apply? 



Treasury interprets the terra "willfol* in a civil penalty 
context to mean with reckless disregard of the law or with 
specific intent to violate the law. He believe that there 
should continue to be a penalty for such willful violations, 
but as we have testified, we believe that a lesser penalty 
for mere negligent violations should be enacted. Such a 
provision Is included in the Adnlnistraeion's bill. 
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D.12 IE, during the performance of an internal audit, a bank 
uncovers a money laundering scheme involving bank employees and 
divulges this Information to the Treasury Department, Is there 
any good faith exemption which relieves the bank from civil or 
criminal liability? 

A. 12. He would not geneially assess civil penalties against 

banks that have taken prudent steps to ensure that their 

employees comply with the law, but nevertheless have 

discovered Bank Secrecy Act violations by their employees in 

a routine audit or other timely fashion, in fact, when we 

recently issued o penalty against a bank that had discovered 

violations by an employee and referred the situation to the 

local United States Attorney, the activities of the dishonest 

employee were not included in the penalty. That is not to 

say that there could not be a situation where a bank's 

failure to supervise employees or inadequate controls allowed 

violations and where a penalty would be appropriate. 



0,13 S. 2306 permits the government to seize funds that have 
been deposited in violation of the Bank Secrecy Act. How far from 
the original violation does this seizure authority? In other 
words, to what extent are individuals, who have unknowingly 
received laundered funds for goods and services, exempt from the 
seizure provisions of S. 23067 

A. 13. Funds or property in the hands of individual who have 

unknowingly laundered funds are not subject to forfeiture. 

The bill provides that a person may raise the defense to 

forfeiture that he or she is a bona tide purchaser for value 

without notice of underlying Bank Secrecy Act violation. 
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Q.14 Some criticism exists regarding the Treasury Department's 

enforcement of the BSA. These critics claim that the large penal- 
ties assessed against banks that have voluntarily come forward to 
rectify prior reporting deticiencies may have caused soioe financial 
institutions to refrain from voluntarily identifying and reporting 
past deficiencies, thereby depriving the government of useful 
information. Moreover, they claim that the government should 
focus more of its limited resources on institutions and individuals 
involved in genuine money laundering and other illicit activities 
rather than on recurring, technical reporting deficiencies made 
by a number of law-abiding banking institutions. Could you please 
respond to these criticisms and detail your efforts, if any, to 
detect and prosecute genuine money launderers? 

A. 14. He believe that unlveraal compliance with the Bank S«ccecy 
Act is essential to aasur« the Maximum use of the required 
information and to fulfill out Congressional mandate under 
the Act, Rigorous enforcement of the Bank Secrecy Act, 
including the imposition of substantial, publicly announced 
civil penalties, where appropriate, serves the purpose of 
assuring compliance. Since the publicity aurroundlng the 
Bank of Boston case and the imposition of inany civil 
penalties by Treasury, compliance has improved dramatically 
as evidenced by the upsurge in CTR filing. 

The assessment of civil penalties against financial 
InstitutionB for past non-compliance in no way detracts from 
Treasury efforts to detect money launderera which hove been 
described to you in the testimony of the internal Revenue 
Service Criminal investigation Division. The assessment of 
penalties and the attendant publicity is an important 
complement to the fight against money laundering. Heightened 
awareness of the requirements of the Bank Secrecy Act and 
improved compliance should go a long way towards to closing 
the legitimate financial community to money launderers. 
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0.15 The reporting deficiencies that form the basis of the 
Treasury Department's publicly announced civil penalties or 
settlements appear to relate to transactions by established bank 
customers, including airlines, charitable organizations, and 
retail sellers or services. It also appears that these transac- 
tions Involve the shipments of currency by a banic to its corres- 
pondent bank for its own account, where no customer Is involved. 
Isn't it true that there are ordinary and routine transactions 
involving legitimate bank customers? If so, isn't it true that 
we are being misled that these transactions relate to instances 
of money laundering or other illegal activity? 

A. 15. Whether the transactions on which penalties have been based, 
including the transactions with foreign correspondent banks, 
appear to be ordinary and routine transactions. Is not the 
central Issue. The important point ts that the non-reported 
information was required by the Bank Secrecy Act and failure 
to report it deprived the Govetrnment of potentially useful 
law enforcement information. The purpose of the ftct is not 
merely the detection of money laundering connected with 
drug-related transactions. One of the primary purposes for 
the Act is the collection of information useful for tax 
enforcement, whether or not related to Illegal source income. 
Treasury has not misled anyone concerning the degree to which 
transactions on which penalties have been based may be 
related to money laundering or other Illegal activity. A 
review of Treasury's recent press releases announcing 
penalties will confirm this. (Copies attached.) 
Penalties have not been imposed for violations where the 
unreported transaction arguably could have been exempted had 
the financial institution made a timely application for an 
exemption. Such would be the case with scheduled airlines, 
charitable organizations and many retail sellers of services 
with tegular cash transactions. 
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0.16 Three recent appellate decisions have criticized the 
Treaaury Etepartmcnt's Bank Secrecy Act regulations as being ambi- 
guous or inadequate in properly notifying individuals and banks 
of their reporting obligations under the Act. Hhat is the Treasury 
Departnent doing to clarify the Bank Secrecy Act regulations in 
order to fully apprise financial institutions of their reporting 
obligations under the Act? 



■ 16. 



The question soaewhat mlscharacteriies the holdings in these 
I. The courts held that the regulations and existing 
tory authority wec« inadequate to sustain prosecutions 
arious noney laundering BChenes by individuals designed 
ructure transactions to avoid the reporting requirements 
e Act. Par Instance, in united States v. Anialone , 766 
2d 676 {1st Cic. 1985), the court noted that the cegola- 

tfece silent on the propriety of a customer's conducting 
iltiple transactions to avoid reporting. The decisions were 



general indictments of the regulations i 
inadequate with respect to the obligatioi 



being anbiguoui 

of legitimate 



iry has developed a substantial proposed regulation 
Lon package, which should be published in the next 
month or so. One of the proposals is to incorporate in th 
regulations the Instruction on the Currency Transaction 
Report that a financial institution must aggregate all 

lotions for a customer of which it is aware for a glv 



Enactment of S. 2306 will clarify that Individuals who 
ucture transactions to avoid the reporting requicementt 
I liable under the Act. 
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Q,17 In authorizing the imposition oE penaltiea for violations 
of the Bank Secrecy Act, Congress specifically required a showing 
of willfulness — knowledge of the law and the specific intent to 
violate it. Many of the reporting deficiencies that form the basis 
for these publicly announced settlements appear to involve clerical 
errors or good faith, but erroneous interpretations of Treasury's 
Banlc Secrecy Act regulations. Other violations resulted froin 
inaccurate advice received from agents of the federal government, 
including the federal bank examiners. How can these reporting 
omissions be considered "willful" by the Treasury Department? is 
the Treasury Department ignoring the Congressionally mandated 
standard of willfulness in assessing these penalties? 

A. 17. The (esponse to this question is similar to the response to 
6.d. above. Willfulness is not found from the fact that one 
employee made a 'good faith" aiistake or mistntecpietation of 
the law. Willfulness is derived from the reckless dlsiegard 
of the institutions that knew of the law and failed to take 
the requisite steps to understand the law and assure 
compliance with it. 

No penalties have been imposed on the basis of mere clerical 
errors. Nor has Treasury imposed penalties where a financial 
institution could document reasonable reliance on an 
appropriate federal official, including bank examiners. 
However, in our view banks nay not rely on the failure of 
examining agencies to uncover noncompliance as an exoneration 
of bank procedures. It is the responsibility of banks to 
implement adequate procedures, including internal audit 
procsdures to ensure that they are complying with the Act. 
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Q18 The average settlement of these penalty actions has been 
approximately $ni,00O, well in excess of the maxiouin statutory 
fine mandated by Congress for willful and deliberate violctions of 
the Bank Secrecy Act that are conducted as a party of a pattern of 
Illegal activity, in light of the amounts of these publicly 
announced settlements, are you suggesting that these reporting 
omissions are more serious and heinous than instances of criminal 
and willful money laundering? Are these penalties misleading the 
public and the Congress as to the severity of these reporting 
omissions when compared to instances of criminal money laundering? 

A. la. We ace not suggesting that the civil cases ace more serious 
than the criminal cases. Ccininal fines and civil penalties 
are difficult Co compare in teems of dollars because the 
l^ssibility of a ptison term and the oppcobilura that attaches 
to a cciininal conviction cannot be measured in dollars. 



Q.19 As a result of these civil settlements, approximately 
46,000 Currency Transaction Reports have been back-filed by 
these 16 banks, adding to the significant bacJt-log of CTRs at 
the IRS processing center. Have there been any arrests, indict- 
ments, or convictions that have resulted from the information 
derived from these reports? What types of information needed for 
law enforcement purposes can possibly be gained from the reporting 
of routine, ordinary and legitimate currency transaction? 

A. 19. The full utility of the late-filed information is not known. 
All Of the Information requested to be late-filed was of the 
type that Teeaeucy believes would have law enfoccement 
utility. The gueetion seems pcedicated on the assumption 
that all information requited under the Bank Secrecy Act is 
collected directly for the prosecution of criminal activity 
such as drug crime. Of equal Importance is the use of the 
Infoenatlon for ca« enforcement and for tracking the 
international flow of currency. Many of the "ordinary 
business* transactions have been the subject of penalties 
wtc* of potential law enforcement use for these purposes. 
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In caaeB where there would be no significant practical 
utility to th« Information, such as reports of tranaactiona 
with axcBptable buaineases that were not placed on exeBpt 
lists, w« have not laposed penalties and have not required 
late-filing. 

In SOBB cases, banks have not been able to create and 
backfile cspocts of transactions that would have had 
potential law enforcenent utility. He will nevcc know the 
full extent of lost investigatory leads because of the 
non-flllnga. 



Q.20 In enacting the Bank Secrecy Act In 1970, Congreas 
specifically provided and intended that the Treasury Department 
would promulgate procedural guidelines setting forth the steps 
that banks were to take to be in compliance with the Act. Has 
the Treasury Department ever promulgated such guidelines? If 
not, how can the Treasury Department assess huge civil fines 
against banks that Inadvertently failed to comply with the 
reporting requirements of the Act? 

A. 20. Treasury has never exercised its authority under 31 O.3.C. i 

5318 'to require a class of dooestic financial Institutions 

to maintain appropriate procedures to ensure compliance.* 

Treasury's authority to assess civil penalties under 31 

U.S.C. S 532Hat for willful violatlona is clearly not 

contingent on promulgation oC such procedures. Again, we 

believe that each bank is responsible to adopt procedures t< 

ensure compliance with the law. 
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Q.21 In 1983, the Treasury Department issued guidelines 
governing the determination of the amounts of penalties to be 
assessed for willful violations of the Act. These guidelines 
require an analysis of several qualitative and one quantitative 
factor. However, the Treasury Department's penalties seem to 
be based solely on the number of back-filed CTRs required to 
be filed, why has the Treasury Department failed to follow its 
own guidelines in assessing these penalties? Has the Treasury 
Department sought the recommendations of the bank regulatory 
agencies, required by the Department's guidelines, in making 
these determinations? 



The guidelines referred to in the question were for the 
[efecral to Tceasuiy of potential penalty cases by agencies 
to which Treasury has dalegated enforcement authority under 
the Act. The guidelines have nothing to do with the 
determination of the amount of penalties. It is the sole 
responsibility, under the regulations, of the Assistant 
Secretary (Enforcement) to determine the amount of the 
penalty. As a practical natter, most penalty cases are 
referred by examining agencies. However, the Assistant 
Secretary has never delegated his authority for penalty 
assessment nor is any penalty recomnendaCion by an examining 
agency required prior to a penalty assessment. 
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0.22 In recent discussions about amendments to the Bank 
Secrecy Act, I became concerned about the level of cooperation 
between the banking industry and the Treasury [>epartDient to assure 
full technical compliance with the Act. Apparently, numerous ambi- 
guities in the existing reporting regulations and the lack of 
published Bank Secrecy Act compliance guidelines have made it 
difficult for banks to develop etEective reporting procedures for 
large cash transactions. What efforts are being made to publish 
such guidelines and to assure compliance with the Act in general? 

A. 22. He do not believe that ambiguities in the regulations or lack 
of compliance guidelines caused banks to have ineffective 
Bank Sectecy Act compliance programs. Rather, the direct 
cause was the failure of financial Institutions to devote 
adequate ceBOiirceB and management attention to good 
compliance, including institution of an efficient centralized 
compliance organization and adequate audit procedures and 
legal review. 

Banks always have been able to contact Treasury with 
questions regarding the regulations. Nevertheless, we 
recognize that communications with the financial institution 
eonmunity can be improved. Me have begun discussions with 
the Bank Admlnisttatlon Institute to exchange ideas on 
Improved communication and dissemination of Treasury policy. 
He are also considering publication of a pamphlet to be 
distributed to all banks on customer exemption procadures. 
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0. 
tutior 


.23 Could you please Identify the non-bank financial insti- 
ls that are subject to the Eummons provisions of S. 571? 


A.23. 


AB noted In the ceBponse to question 1 above, the non-bank 




financial institutions that would be subject to suamons 




authority under S. 571 include brokers and dealers in 



securities, foreign currency brokers, casinos, transmitters 
of funds, such as telegraph companies, and dealers in 
travelers checks and any other institution that comes withlr 
the regulatory definition of financial institutions. 



Q.24 Do the individuals who actually make the deposits - the 
smurfs - have any idea that they are assisting criminal activity 
through the laundering of funds? 

A. 24. Snurts have testified before Congress that they did not 

specifically know about the illicit activity that produced 
the launderers funds. We cannot generalize about what 
knowledge sMuifs have regarding the activity. In 
prosecutions of smurfs under the Bank Secrecy Act, the 
Government does not have to establish knowledge of the source 
of the funds to sustain such a prosecution — only knowledge 
of the reporting requirements. 



,db, Google 



D'AMATO--KEATING 



0,25 Some legiBlative proposals lower the amount for which a 
CTR must be filed from $10,000 to $3,000. NOuld such a limitation 
attack smurfing in a more effective manner than the provisions of 
S. 2306? 

A. 25. He are not aware of any legislative proposal that would lowei 
the (epoctlng amount to S3, 000. A proposal has been 
introduced by Congressman Torres that would impose an 
extensive recordkeeping requirement for cash transactions at 
the $3iO00 level. It has been estimated that that would 
affect sane 64 million transactions a month. He believe that 
the burden to financial institutions would be out of 
proportion to the law enforcement utility of the additional 
reports. 

He would favor a reporting requirement at the S3, 000 level 
only for certain transactions specifically designed to 
curtail smurfing activities, namely the purchase of monetary 
instruments [bank checks, travelers checks, cashier's check*) 
with cash. He are considering such a requirement In the 
regulatory package mentioned in IG above. 
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Q.26 How essential to the detection o£ money laundering trans- 
actions are the provisions of S, 571 and S. 2306 that concern 
transactions with foreign banlce? 

A> 26. S. 571 provides for the tirat tin* a civil penalty on 

individuals who do not report foreign bank accounts pursuant 
to 31 D.S.C. S 5314 and the regulations theraunder. Dp to 
now Treasury can only impose such a penalty on a financial 
Institutions under 31 D.S.C. S 5321. This Is clearly a 
deficiency In the law. The penalty should improve compliance 
by Individual* with the reporting reguirentent. The existence 
of foreign accounts i* only one of many factors considered In 
financial Investigations. 



0.27 At preeent, the individual banks have to file for an 
Axsoption frcMt the reporting requirements of the Bank Secrecy Act. 
Shouldn't we also require the depositor to sign a statenient before 
an exemption is granted in which the depositor makes representa- 
tions regarding the nature of his business and the source of the 
funds? 

A. 27. The suggestioa in this question ts a good one and deserves 

earlous consideration. In fact, we are considering Including 

a cequlreBent that customers attest to exemption information 

In cur new regulatory package described in tha response to 

question 3 of Senator Prosaicc's questions. 
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Q.28 Assmning S. 2306 is not enacted, does Treasury have the 
authority to promulgate regulations to discourage amurfing and, 
if so, have any regulations been contemplated? 

A- 28. Treasury does have wtensive regulatory authority under the 
Bank Secrecy Act Including the authority to lapose reporting 
requirements on Individuals. The only new anti-snuif ing 
regulatory rneasure now contemplated is described in part in 
25 above. Me believe that directly Baking structuring to 
avoid the reporting requiiement subject to the sanctions of 
the Bank Secrecy Act as is proposed in S. 2306 is the best 
guarantee that prosecution for smurfing activities will be 



Q,29 In recent discussions about amendments to the Bank secrecy 
Act, I became concerned about the level of cooperation between the 
banking industry and the Treasury Department to assure full tech- 
nical compliance with the Act. Apparently, numerous ambiguities 
In the existing reporting regulations and the lack of published 
Bank Secrecy Act compliance guidelines have made it difficult for 
banks to develop effective reporting procedures for large cash 

;. What efforts are being made to publish such guide- 

i and to assure compliance with the Act in general? 



This is the same question as 22 a 
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RESPOSSE TO WRITTEN QUESTIONS OF SENATOR D'AMATO FROM 
BRIAN BRUH 

Qu«stion (l)i 

I «■ concarned about tha lagact of a/ppay laiindTing 

operatlQim on th« collectlQit of fdatal lnco»e taxea. Do yoa havft 

any gatlaata of the aaount of fedaral taxaa that 90 unpa id a« a 
raault of »on»y lanndarlng acha—a? 

Raaponaai 

He do not hav* any estimate of the anount of federal taxea 
that go unpaid aa a result of Boney laundering schemes. However, 
in order to aid the CoBuittee we would like to point outT the 
following: 

a) A report prepared by Alt Associates, Inc. titled 
Dnreported Taxable InGong froa Belgcted Illegal ActivitiM 
(fit P^emb pr na*l , prepared under contract for the Internal ReTsnue 
Service, estlxiBted that approximately 947 billion of incone froB 
illegal activities Is unreported for tax purposes. Of this total, 
f27 billion was believed to cobm froa narcotics trafficking. 

b) Confidential analysis pecforned by several law 
enforcement agencies and the intelligence comsunity estimate 
Income of tSO-TS billion being generated from the sale of 



c> The House Select Coamittee on Narcotics Abuse and 

Control, Annual Report for the Tear 19fli. H.R. Rep. No. 1199, 98th 

Cong. (Jan. 8, 1985), estimated the 'value' of the narcotics trade 
to be fllO billion. 

d) In a study published in July of 1983, the IRS estimated 
that lost tax revenue froa the legal sector was approslnately 
fei.S billion for the 1981 year. 
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H« b«li«Te that a lacg« anount of tbe nnrcportad Incoa* la 
tha Illegal sector la, in fact, laundered tbrougb on* tozm oe 
another, Furtheraorei oui invest igat ions hav« disclosed that 
Boney laundering la used to disguise unrapocted income lAlcb is 
derived from legal sources as welli but again we do not know bow 
■nich of It is laundered. Finally, we would like to also point 
out that there is no agreenent aaong tbe varioDs agencies as to 
tbe total anount of incooe generated froM the sale of narcotics 
as evidenced by the aforementioned studies in this area. 



Question (!)> 

Cpi^ld you explain how S.2306 WTpanda the TBB' eglablng 
aelgure and forfeiture authority and explain why an expanalon of 
thia authority ia needed? 

Rasponsa; 

8.2306 grants IRS tbe authority to aelse and forfeit property 
traceable to CTR (Title 31) violations. Currently, IRS selanra 
and forfeiture authority la limited to property involved in Title 
2G violations. Under tbe proposed bill, tbe event which tclggexs 
the forfeiture power (a CTR violation] Is different froa that 
which currently triggers an IRS forfeiture under Title 26 (a tax 
violation). Therefore, Title 31 forfeiture authority does not 
expand our current United authority to perform Title 26 
forfeitures (See 26 DSC Sections 7301 to 7304) . 

Forfeiture authority for CTR violations la necessary to 
inhibit the flow of illicit funds through financial institutions. 
Ae tbe actual case examples In the written testiaony dansnatrate, 
a single professional money launderer Is currently able to channel 
millions of dollars of illicit currency Into financial 
institutions from which the funds can be freely transferred to 
almost anywhere in tbe world. In order to halt this free flow of 
funds, we must send a message to drug dealerSf money launderecm 
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and otber affluent cilmlnals that laundering aoney through 
financial instituttona aeans risking forfaitur* of the funda to 
tha govarnmant. This sanction Is also necessary In otdar to 
prevent financial inatitutiona frcs being unwitting but key 
paitlclpanta In hiding the fculta of illegal actWities and 
thecAy aiding the cilminal. 

Bsisting Title 26 seisuie authority has not been effective in 
a Boney laundering context. Title 26 jeopatdy/tecMlnatlon 
aaaessMnts (IRC Sections 6851, 6861, and 6867) are potentially 
useful) bowerer, they cequiie proof of potential unreported 
taxable incoa* before property can be selied (unless unclained 
currency la Involved - Section 6867) , and this proof la difficult 
abaent evidence of an income souec*. Horeovar, only the tax 
deficiency, a naxlaun of 50 percent, can be collected. 



Question (3) i 

Th» Hank Swcrecy Act taquitefl that certain typea of 
bualneaaea other than banka file CTRa. — Arfl tbeiB .My..gthtC tygea 
of government forma that auat be filed with govBrnaenb agenclea. 
auch as tha IBS, fay other lagltimata bualneaeaa that «a,Y be 
unwittingly u^ei) to launder fupde? 



Response I 

A recent amendnent to the Internal Revenue Code, Section 
60501, requires the business recipient of oore than flO.OOO in 
currency to report the Identity of the payer and other inforaation 
to the IRS. The section is effective for cash payvents received 
after 1984. This Includes such businasaeB aa car dealers, yacht 
brokers, escrow coapanles, precious aetal and stone dealers, 
■ortgage cotLpanles and othars. This Information Is reported to 
the Service on a report Fori 8300, Cash Received in a Trade or 
Buainaas of More Than $10,000, and processed by our Detroit Data 
Center. 
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1. In several recent decisionB, the federal appellate 
courts (or the first, ninth and eleventh circuits have held 
that structuring currency transactions to avoid the 
reporting requirements under the Bank Secrecy Act did not 
violate IB U.S.C. section 1001. (IS H.S.C. section 1001 
prohibits the concealment of a material fact by trick, 
schenie or device from the government) . 

a) What were the rationales used by these courts in 
finding that 18 D.S.C. section 1001 did not apply to 
these currency structuring transactions? 

1. a) 31 O.S.C. 5313 is the provision of the Bank 
Secrecy Act which requires financial institutions to file 
Currency Transaction Reports (CTRsI on currency transactions 
of more than $10,000. The United States has been able to 
apply the concept of vicarious liability, under the 
conspiracy statute (18 U.S.C. 371) and the alder and abettor 
statute (18 U.S.C. 2), to prosecute Individual money 
launderers under this provision. Several recent court 
decisions, however, have severely limited the reach of these 
types of prosecutions. 

Individual liability under the Bank Secrecy Act 
was first clearly sanctioned In United States v. 
TObon-Bulles , 706 F.2d 1092 (llth Clr. 1983). In 
Tobon-Bu lies the defendant, accompanied by a female 
companion, went to ten different banks in Northern Florida 
within a alx-hour period. At each bank, the defendant and 
his companion each made virtually identical purchases of 
cashier's checks, with the individual purchases being for 
less than $10,000, but the total of each pair equaling 
approximately $10,000. The couple concealed the fact that 
they were together by entering the banks separately and 
going to different tellers. Id. at 1094. The defendant was 
convicted of concealment under 18 U.S.C. 1001 on a theory 
that he concealed the transfer of currency transactions 
exceeding $10,000 in order to avoid the institutions' filing 
of currency transaction reports. Re appealed, arguing that 
under 31 U.S.C. lOBl (the predecessor statute to 5313) ha 
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was under no legal duty to report the transactions. Without 
euch a legal duty to report, he argued, he could not be 
guilty of concealing the existence of the transactions. The 
Eleventh Circuit found that Tobon-Builee ' • liability 
stemmed, not from his duty to file, but rather from his 
causing the banks to fail to file the required reports. Id , 
at 1098-1099. A statutory basis for this holding was found 
in IB U.S.C. 2(b), which provides that one who "willfully 
causes an act to be done which if directly performed by him 
or another would be an offense against the United States, is 
punishable as a principal." Id. at 1099. 

The court found that the defendant and his 
companion were acting as a single person under the statute 
because the female was acting as the defendant's agent. It 
therefore concluded that the defendant was Involved In at 
least ten separate "transactions in currency of more than 
$10,000," and that this Involvement triggered an obligation 
on behalf of the banks to file CTRs. Id, at 1098. The 
court concluded that, by operation of 18 D.S.C, 2(b|, the 
defendant's criminal intent to cause a coticealnent was 
joined with the banX's duty to report the transactions and 
failure to do so, and that the combination of the two formed 
the elements of actionable concealment under 18 U.S.C. 1001. 
Id . at 1101. The opinion in Tobon-Builes contains some 
expansive language to the effect that the substance of a 
transaction will prevail over its form. The government has 
attei^ted to use this language to support an expansive 
Interpretation of 'transaction' under the reporting 
requirements, but recent Courts of Appeals decisions have 
rejected this interpretation. 

In united States v. Anzalone , 766 F.2d 676 (1st 
Cir. 1985) , the First Circuit considered the question of 
whether 'structuring* a transaction in such a way as to 
circumvent the reporting requirements of 31 U.S.C. 5313 
triggered the application of criminal sanctions. Defendant 
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Anzalone purchased a number of checks CroM the Hay*arket 
Cooperative Bank over a period from Hovember 13, 19S0 to 
December 1, 1980. Although the checks totaled over 
$100,000, no Individual check exceeded $10,000. -^ All of 
the checks were payable to the some stock brokerage firm, 
and were used to pay for bonds purchased to the account of 
the wife and Mother of a public official. The bank did not 
file CTRs concerning any of the purchases. The government 
argued that these purchases constituted, in reality, a 
single 'structured* transaction, that the transaction had 
been structured In order to avoid the filing requirement, 
and that the defendant's failure to inform the bank of the 
'structured* nature of the transaction constituted an 
illegal scheme to cause the bank to fail in its duty to 
report it. Id. at 679. 

The court rejected this argument. Instead, it 
accepted the defendant's contention that the statute 
provided no notice that structuring a transaction to avoid 
filing was illegal. It concluded that the statute imposed 
no duty tqion the defendant to infonn the bank of the 
structured nature of the transaction, id. at 682. 
Horeovar, the court found that there could be no liability 
under 18 U.S.C. 2 because the bank itself had no duty to 
report the purchases. Id. at 682-683. The Anzalone court 
concluded that structuring the purchases to avoid the filing 
requirement constituted 'avoidance* rather than illegal 



\/ On November 13, the defendant purchased three checks 
totHlllng S25,000. The subsequent purchases were all on separate 
dates The court seems to ignore the Hovenber 13 purchases in 
its discussion and instead seems to base its holding on the 
(incorrect) fact that on no one day was the SIO.ODO threshold, 
triggering the obligation to file CTR, ever met. Therefore tbe 
court seems to simply ignore rather than to reject the possi- 
bility that these purchases constituted a single transaction. 
See 766 F.2d at 633 (Aldrich, 3.., concurring). 
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•vaaion. Therefore, such conduct did not violate the terns 
of 18 U.S.C. 2 or 1001, nor did It violate the repotting 
provisions of Title 31. Id. at 683. 

An I a lone was followed by the Ninth circuit in 
Dnited States v. Varbel . 780 P. 2d 758 (9th Cir. 19861. In 
Varbel , the defendants uaed a nunber of structured 
transactions to nov* currency from the United States to a 
dUMaiy corporation in the Cayman islands. The defendants, in 
order to avoid the tiling requirements, purchased six 
cashier's checks from six different banks aver a tvo-day 
period. Ho single transaction In currency at any bank 
exceeded $10,000. Id. at 759-760. The defendants were 
convicted of conspiring to conceal, and concealing, 
material facts in violation of 18 D.8.C. 2, 371, and 1001. 
Id. at 760. 

The Ninth Circuit reversed the convictions, 
finding that, because the transactions Involved amounts less 
than $10,000, no ctrb were required. Moreover, the court 
agreed with the Anzalone decision that the defendants had no 
duty to inform the banks of the structured nature of the 
transactions. The court agreed that the application of 
criminal sanctions to these activities would violate due 
process. Id. at 762. As the defendants were under no duty 
to dlacloBe the nature of their transactions, they could not 
be held liable under IB tl.S.C. 1001. The court further 
reasoned that, as the banks committed no crime by failing to 
file CIRs, the defendants did not cause the cotnnission of a 
crime, and could not be found liable under 18 U.S.C. 2. — 



II The defendants' convictions for wire fraud (IB U.S.C. 1343) 
were also dismissed. The court reasoned that, because the 
defendants had not illegally concealed matter within the 
jurisdiction of the IKS, the wire transfer of the funds from the 
CayMan Islands to Pho«nlx could not constitute furtherance of a 
scheme to defraud the IRS. 
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The Eleventh Circuit cams to a similar conclusion 
in Onited States v. Denemark . 779 F.2d 1559 (Hth Cir. 
1986). After a title company refused to accept $15S,000 in 
cash for the purchase of a house, defendant Deneiaark 
purchased fourteen cashier's checks in the amount of 59900 
frcm fourteen different banks in the Tampa area. He then 
took the checks to the title company to tender them for 
final payment on the house. Id. at 1560-1561. The 
defendant was convicted of having conducted fourteen trans- 
actions In order to prevent the banks from being required to 
file CTRs, in violation of 18 U.8.C. 1001. Id. at 1560. 
The court found that the defendant engaged in no transaction 
involving currency of more than $10,000, and, therefore, 
that none of the transactions required the banks to file 
CTRs. Because the banks were not required to file CTRs, the 
defendant could not be prosecuted for causing the banks to 
fall to perform an act which they had no legal obligation to 
perform. Moreover, the court refused to apply a "substanoe- 
over-form analyals" to aggregate the fourteen transactions, 
because none of the transactions took place in the same 
-financial institution," -' 

The Ninth Circuit relied on its decision in Varbel 
to reverse convictions under 18 U.S.C. 371 and 1001, as well 
as 31 U.S.C. 5313 and 5322, in United States v. Dela 
Esprlella , 781 F,2d 1432 (9th cir, 1986). As in Vacbel, the 
court found that no CTRs were required where the individual 
transactions, at separate banks each involved less than 
$10,000. Moreover, because the individual transactions 
involved were perfectly legal, there could be no violation 
of 18 U.S.C. 2, 371, or 1001. The court, therefore, reversed 



2/ The court explicitly distlngutahed the case in which a person 
conducts multiple conversions In several branches of a single 
bank in a single day. Id. at 1563. 
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the canvictiona of all of the defendants except defendant 
Rondero. Id. 8t 1435. The court affirmed two of the counts 
againit defendant Rondero, holding that he could be 
convicted as an aider and abettor of a narcotics offense for 
his role as a money launderer, and that he could be found to 
be a financial institution for purposes of 31 O.S.C. 
5313. -' He, therefore, could be held liable for failure to 
file CTRs. Id at 1436-1437. 

The most recent Eleventh Circuit decision in this 
area la United States v. Ciancola . No. S4-3Sei (11th Clr. , 
decided March 12, 19B6I . In Giancola , the court addressed 
the issue reserved in Denemark , whether several transactions 
made on the same day with different branches of the same 
bank require the bank to file a CTR. The Denemark court 
analogized the case to Tobon-Builes , and found that, as in 
Tobon-Builes , the exchanges in different branches really 
constituted a single transaction. — Because the court 
found that this triggered an obligation on the part of the 



4/ The court cited United States v. Goldberg , 756 F.2d 949, 954 
(2d Cir.), cert, denied , 105 S.Ct. 2706 ('196 51, for the principle 
that the term 'financial inatltution" waa to be construed 
broadly, consistent with the purposes of the statute, and that a 
money launderer could fall within the purview of the term. See 
also . United states V. Mouzln , No. B3-5145 (9th Cir., decided 
March 18, 1986) (defendant's transfers of currency between 
Colombia and the United States and among the states in on 
ostensibly legitimate business venture were sufficient to qualify 
her as a 'non-bank' financial institution under 31 U.S.C. 1059 
(now 31 U.S.C. 5313 and 5323), and this inclusion was consistent 
with congressional intent) . 

5/ The court examined the statutory definition of a financial 
Tnstitution and concluded that a bank, rather than its branches, 
was a financial institution for the purposes of the reporting 
requirements. Therefore, multiple cash transactions at different 
branches of the same bank, like multiple cash transactions at a 
single branch, require the filing of a CTK if they total more 
than S10,000. The Giancola court distinguished Denemark on the 
basis that the transactions in Denemark were at different banks, 
and therefore could not be aggregated as a single transaction 
within a financial institution under the statute. 
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bank to file a Ctk, the court applied tbe vicarioua 
liability concept of Tobon-BuileB and affimod the 
defendants' conviction for conspiracy to defraod the United 
States under 18 U.5.C. 371. 

In review, we can see that the Anzalone / Va rbe 1 
line of caees creates two major gape in the provisions of 
31 U.S.C, 5313 that seriously liopede the use of that statute 
(and those statutes in Title IB which use 5313 as a base) as 
a meaningful weapon against money laundarers. First, these 
cases hold that the duty to report currency transactions 
created by 5313 is limited to financial institutions, and it 
cannot constitutionally be transformed into a duty for an 
individual customer to disclose the structured nature of a 
transaction, at least as long as the structuring does not 
cause a bank Illegally to fail to file a CTR. Second, the 
courts have refused to interpret broadly the definition of 
transaction In currency, and have, therefore, refused to 
aggregate multiple transactions encompassing more than one 
bank, or spanning a period of days. 

0. 1. b) What is tbe current disposition of the cases that 
have found that IB U.S.C. section 1001 does not apply to 
structuring currency transactions? 

A. 1. b) Of those caaes decided by the Courts of Appeals 

holding that IB U.S.C. 1001 does not apply to 'structuring* 
currency transactions las described in detail, supra ) , all 
but one - United States v. Dela Es^rlel la. 781 F.2d 1432 
(9th Cir, 1986) - are final, in Dela Espriella , the 
Governjnent has filed a petition for rehearing before the en 
banc Ninth Circuit Court of Appeals. In our petition, we 
have asked the entire Ninth Circuit to review the panel's 
decision in light of the fact that several of the underlying 
'structured' transactions (where the full amount of the 
transaction was split into multiple subtransactions of less 
than $10,000) were conducted on the same day in different 
branches of the same bank, which is a different factual 
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situation from the facts in United Statea v. Varbel , 
780 F.2d 75S (9th cir. 1986) (ttansactioni involving 
different banks on different days), which was cited as 
controlling in the panel's decision in Dela Esprlella . 

Q. 1. cl Bow prevalent is the practice of structuring 

currency transactions to avoid the reporting requirements of 
the Bank Secrecy Act? 

A, 1, c) This question is one which ws can answer with only 
a minimal degree of certainty. Although we have been 
advised that the Internal Revenue Service had over 100 
pending cases involving 'structuring* operations that they 
were investigating prior to the adverse court decisions 
noted above, it is probably true that many 'structuring' 
operations have been successful in ensuring that currency 
transaction reports were not filed and that the transections 
were not sufficiently suspicious to cause banks or bank 
e^loyee* to take any action to bring these matters to the 
attention of federal authorities. 

In instances where banks have volunteered 
infonnation on suspicious cash transactions under $10,000, 
we have been able to see instances of "structuring" that 
would otherwise have gone unnoticed. Me have also been 
advised that the Securities and Exchange Commission has 
reported to the Department of the Treasury several instances 
in which customers have made multiple cash deposits under 
$10,000 over a week's tioe with the design to make a single 
purchase of stock valued at over $10,000. 

With no "victim* to report these offenses, it is 
difficult to accurately state the number of offenses 
involved, still, there is no reason to believe that these 
discovered instances are not just the tip of a maasive 
Iceburg of "stmctuced" currency transactions. And with the 
court opinions that state that this 'structuring' activity 
is not a crime, we conclude that this conduct will only 
become more prevalent in the future. 
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Q. I, d) Does section 1 of S. 2306 provide proBecutors with 
the means to prosecute successfully those who attempt to 
evade the bank secrecy laws by structuring currency 
transactions? 

A. 1. d) Section 1 of S. 2306 should, to a great extent, 
overcome case law (see response 1. a], supra ) which 
disapproves of "structurefl" transaction prosecutions. As 
previously suggested, these cases are explainable, in part, 
owing to a perceived lack of a 'duty' to report cash 
transactions imposed by the Bank Secrecy Act upon bank 
customers. Section 1 of S. 2306 singly and directly makes 
it a criminal offense to structure a currency transaction — ' 
for the purpose of evading the reporting requirement. This 
section will operate in concert with certain anticipated 
changes in 31 CFR Part 103, the regulotionH implementing the 
Bank Secrecy Act, which we understand will give an expanded 
definition to the term 'transaction in currency.' However, 
Section 1 of 2306, by itself, should significantly tighten 
up the law proscribing structured currency transactions. 

Q. 1. •) Does section 1 of S. 2306 impose any unreasonable 
burdens upon the institutions required to file currency 
transaction reports CCTR'] 7 

A. 1. e) No, The CTR filing duty of domestic financial 
institutions should remain the same aa it currently is. 

Q. 1. t) Does S. 2306 adequately protect innocent parties 
who may inadvertantly engage in a structuring transaction 
frcxn prosecution? How does S. 2306 avoid the unintended 
prosecution of these individuals? 

A. 1. fl S. 2306 requires proof beyond a reasonable doubt 
that the purpose of the 'structured' aspect of a currency 
exchange was to evade the reporting requirements of the Bank 
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Secrecy Act. it is this requirement which shields innocent 
conduct from prosecution. 

g. 1. <j) Before the decision to prosecute Is made, wouldn't 
you have to determine that a series of structuring 
transactions has occurred? How would this be determined 
since the financial institution would not have to file any 
CTRS - what evidence of structuring could you obtain? How 
does the Right to Financial Privacy Act affect your ability 
to receive relevant evidence of structuring transactions? 

A. 1. gl Any decision to prosecute an individual for 
'structuring' a currency transaction in violation of 
Section 1 of S. 2306 would r«quire proof of the components 
or series comprising the overall transaction. Violations 
related to the structuring of transactions would be proven 
through evidence surrounding the structuring itself, such as 
the purchase of cashier's checks niade payable to fictitious 
payees, or proof that persona acting in concert broke down a 
larger sum of cash into smaller amounts which were later 
reconbined in a single account or monetary instrument. The 
evidence would also necessarily require proof beyond a 
reasonable doubt that the purpose of the "structuring* was 
the evasion of the reporting requirements of the Bank 
Secrecy Act, and not some legitimate purpose. 

The Right to Financial Privacy Act, at 12 U.S.C. 
34031c), permits, but does not require, financial 
institutions to notify government authorities that the 
institution, or one of its employees or agents, has 
information which may be relevant to a possible violation of 
law. while we believe that Congress intended by this 
provision to permit financial institutions, without giving a 
customer prior notification, to alert government agencies 
that criminal conduct was afoot, this provision suffers from 
a number of shortcomings which serve to defeat the intended 
congressional purpose. In the first instance, the 
disclosure permission granted by 3403 |c) is thwarted by 
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certain statos' Btatutaa which prohibit such discloanr«. 
Moreover the RFPA ia silent as to whether the Inatltntlon 
may disclose specific account information related to the 
violation prior to customer notification and prior to court 
process, or whether the institution Is merely permitted to 
disclose to the government that it possesses Intonnatlon 
which may be relevant to a possible violation of law. 

The operation of state law and the ambiguities of 
3403 (cl not only operate to reduce or qualify voluntary 
information disclosures from financial institutions 
regarding the existence of evidence of criminal conduct, 
these factors also operate to place financial institutions 
in an awkward position, Financial institutions auiy wish to 
cone forward with information, but the federal law is not at 
all that clear as to what type of Infomiation can be 
disclosed. Moreover, state and federal law may authorize a 
lawsuit by the bank customer if the institution guesses 

Clearly, this type of situation compromises all 
federal efforts to collect information related to the 
connission, or possible commission, of a number of criminal 
offenses, including the structuring of financial 
transactions. 

The Administration's 'Money Laundering and Related 
Crimes Act,' S. 1335, would help to remedy this situation. 
First, It would amend the RFPA to permit financial 
institutions to disclose to federal authorities, prior to 
customer notification, the specifics, including the relevant 
documents, related to suspected violations of the Controlled 
Substances Act, the Bank secrecy Act, and any possible 
violation of any lau relating to crimes against financial 
institutions or supervisory agencies. Moreover, 5. 1335 
would preempt any state law imposing a more restrictive 
disclosure provision. Finally, S. 1335 would asiend the 
Federal Rules of Criminal Procedure to permit federal courts 
to issue orders prohibiting a financial institution from 
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notifying its custonera of the existence of a aubpoena foe 
custOB«r account information if the court detanainea that 
notification would ceault in the deatruotion of evidence. 
Intimidation of a witneaa, flight from prosecution, or 
present a threat to the safety of any Individual. Moreover, 
a financial institution which received such an order would 
be protected from subsequent ault should an account holder 
atten^t to bring an action against the Inatltution 
predicated upon the inatitution'a diaclosure or subsequent 
non- notification to the custcmer. 

Q. 2. Do any provisions of S. 2306 increase the liabilities 

of a financial institution beyond those presently allowed by 
law? 

A. 2. Section 3 of S. 2306 permits the Secretary of the 

Treasury to iji^ose a civil fine upon a financial institution 
(excluding a domestic financial inatltution examined by a 
Federal bank supervisory agency or a financial institution 
regulated by the Securities and Exchange Connission) when 
ouch financial inatltution willfully violates Section 5313(a) 
of the Bank Secrecy Act. The amount of the possible civil 
fine provided for In Section 3 could Increase potential 
civil liability by permitting a civil fine up to the value 
of the unreported monetary instrument (minus the amount of 
any forfeiture under Section 2 of s. 2306). Dnder the 
present law ( viz ., 31 D.S.C. 5321), any financial 
institution could be fined up to $1,000 a day for willful 
violatlona of the Bank Secrecy Act. Therefore, whether an 
affected financial institution's liability would be 
increased or decreased by S, 2306 would depend upon the 
facta of the particular case, including the amount of the 
unreported transaction and how long the unreported 
transaction had remained unreported. 

On the criminal aide it would appear that the 
liability of 'bank* financial institutions would not be 
significantly affected by section 1 of S. 2306, except where 
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an Institution could be shown to have knowiagly assisted a 
person In structuring a transaction £or the purpose of 
evading the reporting requirements. Financial institutions 
remain liable for willful failures to file required reports. 
The liability of persons who cause or attempt to cause such 
failures to file, or who structure transactions in currency, 
would be specifically covered. 

Q. 3. Section 2 of S. 230S allows for the seizure and 

forfeiture of property related to a violation of section 

5313 of the Bank Secrecy Act. Why is this provision 
necessary? 

A. 3. Section 2 of 5. 2306 allows for the seizure and 

forfeiture of currency, and property traceable to such 
currency, which was Involved in a transaction in currency or 
an attempted transaction in currency violative of 5313. 
This is a necessary provision. At the apex of drug 
trafficking are the financiers, those persons who arrange 
the transfer of payments, who handle the 'venture capital,' 
and who process the receipts of this illicit industry. 
Often these persons, while they may very well know the 
nature of the business involved, are themselves never in the 
area where drugs are actually exchanged for currency. They 
invariably do, however, receive and process currency under 
circumstances and In ways which suggest an obviously Illegal 

Any average citizen would clearly recognize that 
the delivery of currency totaling hundreds of thousands, or 
millions, of dollars, in small bills, without bank wrappers, 
and in cardboard boxes, to a residence, at 3:00 a.m. by 
South Americans with automatic weapons is at least highly 
suspicious. If it were further proveable that the purpose 
of the deliveries was to have the currency 'reduced,' for a 
fixed percentage of the proceeds, into hundreds of small 
cashier's checks made payable to fictitious payees so that 
those checks could be physically taken frcsn this country to 
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Panama or Colombia without risk of seizure or the filing of 
a Customs report, most persona knowledgeable in narcotics 
investigations would quickly tell you that this was an 
integral part of drug trafficking. However, forfeiture 
under existing drug laws would probably not be permitted 
because, although it would be quite clear that the above 
process was designed to defeat the reporting requirements of 
the Bank Secrecy Act. proof of a narcotics 'nexus' remains 
only inferential. 

Q. 3. a) S. 2306 requires that before a seizure and 
forfeiture can occur, a willful violation nust be' 
demonstrated. For practical purposes how can you 
demonetrate that a willful violation occurred? Assuming 
that this provision had been on the books, could you have 
demonstrated a willful violation In the Anzalone , Varbel 
and Denemark cases? If you could have shown a willful 
violation, then why wasn't IB U.S.C. section 1001 
applicable in these cases? 

A. 3. a) Willfulness of conduct, as with any required 
element of proof, must be demonstrated from the facts 
present in a given case. The type of evidence which would 
satisfy the requirements of proof could be as varied as are 
the different types of money laundering operations. Often, 
statements of a codefendant, statements of a defendant, 
business records and correspondence, and/or the results of 
court-authorized electronic surveillance provide direct 
evidence that certain conduct was specifically Intended and 
undertaken to violate the Bank Secrecy Act. In other cases, 
circumstantial evidence could satisfy the proof requirement. 
For example, suppose a search of the residence of a 
suspected drug trafficker turned up the presence of hundreds 
of endorsed cashier's checks each under $10,000 made payable 
to various, apparently fictitious payees. Suppose further 
that handwriting experts determined that the same person had 
endorsed each and every check under a different name. 
Additional Investigation might reveal that all of the checks 
had been purchased in cash, and that a number of the checks 
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had been purchased In groups, with each group having been 
purchased at the same bank on the sane day, and film frcm 
bank cameras established that each group of checks was 
purchased by the defendant, and each group was purchased, in 
the aggregate, for over $10,000. if Independent proof 
existed to establish this person's Kntwledge of the 
reporting reguirementB of Title 31. such as the prior 
completion of a CTR by the individual, a fairly good 
circumstantial case could be made out to show that the 
structuring of the check purchase was done to evade the 
reporting requirements of Title 31. 

Assuming that the terms of S, 2306 were in effect 
at the time of the conduct described in Ant a lone , Varbel, 
and Denemark , the result would, or should have been markedly 
different. Statements from defendants in those cases 
indicated that the structuring conduct was purposely 
undertaken to evade the reporting requirements of Title 31. 
As this Is expressly what Is prohibited under S. 2306, a 
willful violations of 5313(a) would hove been demonstrated. 
Section 1001 was not held applicable to the 
defendants in the Anzalone, Varbel , and Denemark esses, as 
the courts determined that structured transactions did not 
trigger a CTR filing requirement and, therefore, the 
defendants, who had no personal duty to inform the banks of 
the structured nature of these transactions, did not cause 
the banks to either fall to report the transactions or 
conceal their existence. S. 2306 directly, by its own 
terms, makes structuring illegal. 

Q. 3. b) How does this provision of S. 2306 differ with the 
current forfeiture under the federal drug laws (21 D.S.C. 
section 681)7 Why are the proviaions of 21 U.S.C. section 
881 inadequate to seize the funds or property of a money 
launder er? 



3. b) S. 2306 differs from current forfeiture provisions 
under 21 U.S.C. B81 in both substance and procedure. 
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Substantive: 

forfeiture o£ property used in or derived from a violation 
of the controlled substances laws. That which makes 
property forfeitable under 881 is its nexus to a violation 
of the Controlled Substances Act. Subsection 2(b) of 
S. 2306 focuses upon currency, or property traceable 
thereto, which was Involved in a transaction violative of 
Section 5313 of Title 31. Forfeiture under S. Z30e would 
not require proof of a specific drug transaction or other 
drug nexus as the source of the currency. (See also the 
remainder of the answers to question 3 and the response to 
question 11.) 

0. 3. c) Is It fair to an individual if his funds are 

seized and forfeited because the flnsncial institution where 
the funds were deposited fails to file a CTR? Row does 
S. 2306 avoid this sltustion? 

A. 3. cl Subsection 2(b) of S. 2306 should be redrafted 

(see question 11, infra ) , to specify that no property should 
be forfeit under 2(b) to the extent of the interest of an 
owner, by reason of any act or omission established by that 
owner to have been committed or omitted without the 
knowledge or consent of that owner. (This language should 
be added end substituted for the words "or if the violation 
or attempted violation was not willful" which now appears in 
S. 2306 at Subsection 2(b).) This suggested redraft would 
permit an owner protection from a financial institution's 
failure to file a CTR where the owner had no knowledge or 
part in that failure to file. 

Q. 3. d) Should we permit the forfeiture of funds 

deposited by money launderers unless we can demonstrate the 
existence of some other criminal or civil violation other 
than a violation of the Bank Secrecy Act or section 1 of 
S. 23067 

A. 3. d) The intentional and willful violation of the 

reporting requlreiaents of 31 U.S.C. 5313, or causing or 
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attempting a violation of that section, should, by itself, 
support forfeiture. Intentional failure to report the 
transportation of monetary Instnments out of or Into the 
United States, as required under 31 U.S.C. 5316, has. for 
years, been sufficient to cause forfeiture even in the 
absence of a con tensor aneous violation of another provision 
of federal law. Moreover, merely because property is 
subject to forfeiture does not mean that it vill be 
forfeited. The administrative process, which provides for 
the remission of certain forfeitures, returns a considerable 
percentage of money seized for S316 violations based upon a 
review of the facts surrounding the case, including whether 
it appears that the violation was related to or in 
furtherance of the violation of another provision of law. 



3. e) Under S. 2306, and the Title 21 forfeiture 
procedures which it adopts, there la no statutory 
requirement that a magistrate issue a warrant for the 
seizure of property which may b« forfeited pursuant to 
S. 2306. This is true of most federal forfeiture i 
Under Rule C<3) of the Supplemental Rules for Certain 
Admiralty and Maritime Claims, which is applicable to 
federal forfeiture proceedings pursuant to 28 U.S.C. 24G1, 
the Clerk of the District Court may issue a warrant for arrest 
in rem of the particular defendant property following the 
government's filing of a verified c<»plaint with the 
district court. 

26 U.S.C. 7608, as amended by S. 2306, gives 
authority to persons, so delegated by the Secretary of the 
Treasury, to make seizures of property subject to forfeiture 
under the internal revenue laws and Title 31. The specific 
circumstances under which persons so delegated may seize 
such property are not specifically articulated. 
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The Administration's Money Laundering Bill, 
S. 1335, specifically provides for the seizure of property 
in the absence of the court process described in Rule C(3> 
of the Admiralty Rules if the seizure is pursuant to a 
lawful arrest or search or if the Attorney General or the 
Secretary of the Treasury has probable cause to believe that 
the property would be subject to forfeiture under the 
relevant provisions of S. 133S. 

Q. 4. In a report on money laundering activities issued by 
the President's Commission on Organized Crime, it appears 
that money launderers can effectively evade the Bank Secrecy 
Act by complying with it. This occurs because the money 
Isunderer is subject to financial penalty or imprloonment 
only upon a showing of a willful violation of the bsa. 
Therefore, if the money launderer complies with the 
recordkeeping and reporting requirements of the BSA, he can 
operate with virtual impunity until it can be demonstrated 
that another violation of federal law has occurred. Isn't 
It safer for a launderer to file CTRe and CHIRs because the 
reports currently filed are so numerous that it is doubtful 
that the government will find a needle in the haystack? Do 
any of the legislative proposals under consideration this 
morning address this problem? 

A. 4. At present, there is no law which directly prohibits 

the laundering of money. That is, no federal law currently 
in effect directly criminalizes the intentional transfer of 
currency, through financial institutions, with the purpose 
of concealing or otherwise facilitating unlawful activities 
such as drug trafficking. The Bank Secrecy Act does not 
prohibit such activities. (S. 1335 would directly prohibit 
this conduct). Again, there is no law In effect at present 
which directly prohibits persons such as banks or bank 
customers from engaging in transactions in monetary 
instruments knowing that the funds involved are proceeds of 
drug trafficking. 

The Bank Secrecy Act merely requires reports to be 
filed on certain types of financial transactions. With 
respect to domestic transactions, reports need only be 
generated on non -exempt cash transactions which exceed 
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$10,000. Proof of violations under the Bank Secrecy Act 
concerns whether an IRS Form 4789 was not filed and irtiy. 
The actual source of the currency involved, such aa drug 
trafficking, is not a required element of proof, and might 
never, in the discretion of the court under the facts of a 
particular case, be brought to the attention of the jury. 
Whether it would be 'safer' for a money launderer to 
file a CTR or cause one to be filed rather than violate, or 
cause a violation of, the Bank Secrecy Act depends upon the 
facta of the particular situation facing the launderer. The 
number of CTRs filed each year makes it highly unlikely that 
CTRs alone, filed by one person, would cause an investigation 
into the affairs of that person unless the amount under that 
single nasie was exceptionally large. There is no doubt that 
the farther removed from the actual drug transaction one 
becomes, the more sense it makes to comply with the Bank 
Secrecy Act. This is not so much a problem with the 
existing legislation - our computers would be receiving 
precisely the infomation the law requires if a money 
launderer complied with the reporting requirements - as it 
is a need to develop more- sophisticated computer programs or 
investigative techniques to assist Investigators in sifting 
through the CTR/CHIR "haystacks' in order to identify these 
low-profile money launderers. 

Q. S. As long as the BSA's filing requirements are met, the 
Act provides neither civil nor criminal penalties for 
institutions that otherwise facilitate money laundering 
transactions. Therefore, doesn't it seem likely that 
enployees and officials of financial institutions have 
little incentive to alert the authorities to suspicious 
transactions since they run little risk of incurring 
liability? In your experience, have you found this 'spirit 
of cooperation" lacking? Should financial institutions 
covered by the BSA be charged with an affirmative obligation 
to report suspicious transactions or incur some liability? 
Does the Right to Financial Privacy Act prevent financial 
institutions from providing meaningful information about 
suspicious transactions? 
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A, 5. Potential Bank Secrecy Act leglelstion which would 

charge financial institutions vlth an affirmative duty to 
report suspicious currency transactions could very well 
conflict with «xisting statutory provisions. As previously 
suggested in the response to question l.g) , supra , the terms 
of th« Bight to Financial Privacy Act do not authorize a 
financial institution's spontaneous, voluntary dieclosure to 
the government of specific customer account records or 
information derived from such records. Again, as previously 
suggested, while the Right to Financial Privacy Act permits 
financial Institutions to notify government authorities that 
the institution has information which may be relevant to a 
possible violation of a statute ok regulation, it is not 
clear what specific Information may, at that point, be 
disclosed without Incurring liability under the Act or 
otherwise. As a practical consequence, institutions having 
reported and recorded that which is required under the Bank 
Secrecy Act may take the safest possible course and simply 
not bring the suspect activities to the attention of 
government authorities. This situation is compounded where 
state law may operate as an additional bar to disclosure or 
operates to require the institution to advise its custcxners 
that account Information has been disclosed (while notifying 
federal authorities of the suspect activities) . 

These statutory considerations no doubt have a chilling 
effect on an institution's "spirit of cooperation," S. 1335 
contains a number of provisions which remedy the statutory 
difficulties described above. First, B. 1335 amends the 
RPPA and allows institutions, without their incurring 
liability, to provide specific financial records and 
Information records to an agency of the United States when 
the Institution or its personnel have reason to believe the 
records might be relevant to a violation of the Controlled 
Substances Act or Title 31, or would otherwise be relevant 
to a crlne by or against a financial institution or 
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supervisory agency. Moreover, S, I33S preenpts state laws 
which might qualify or prohibit such disclosure. 

D. 6. In your opinion do the civil and criminal penalties 
established by the BSA provide an adequate deterrent to 
money launderers? If they do not, what would you recooimend? 

A. e. Honey laundering is an extremely profitable 
undertaking. Furthermore, it provides a functioc 
for the effective operation of a number of types 
activities conducted on a large scale. As the conduct 
concerned is both highly socially damaging and highly 
profitable, violations of the laws proscribing the conduct 
should, if deterrence is a goal, be punishable by stiff 
prison terms and fines. S. 2306 increases potential 
liability for violations under the Bank Secirecy Act by 
providing for the forfeiture of currency used in violations 
or attempted violations of 31 O.S.C. 5313. Moreover, civil 
fines may be imposed to equal the value of the unreported 
currency. 

These are positive improvements. However, as 
previously stated, the Bank Secrecy Act is a statutory 
scheme intended to ensure the creation and maintenance of 
reports and records of transactions in monetary instruments. 
The Bank Secrecy Act penalizes the failure to file reports 
and to maintain records with a maximum prison term of five 
years. It does not, however, dicectly penalize money 
laundering itself. S. 1335 not only directly penalizes 
money laundering but would do so with a maximum twenty-year 
prl.o« tern. 

Q. 7. Do you think the Right to Financial Privacy Act should 
be amended to enable, but not compel, financial institutions 
to volunteer sufficient information to put authorities on 
the track of suspicious transactions without fear of 
liability to customers? 

A. 7. As previously stated in responses to questions l.g) and 
5., the Right to Financial Privacy Act should be amended to 
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peirolt financial institutions to come forward with records 
and account information which suggest criminal conduct. 
Financial institutions should not be placed, as they are 
today, in the position where assisting community efforts to 
stop drug trafficking would result in possible financial 
liability to the institution. 

Q. B. Has it been your experience that the review of CTHs has 
resulted in the initiation of criminal OK civil proceedings 
against money launderers or have CTRs been used to build a 
case after a criminal investigation has already begun? 

A. B. The required currency transaction reports significantly 
aid law enforcement in a number of different ways. A 
computer analysis or other review of CTRs may result in the 
conmencement of a money laundering investigation. For 
example, in certain cases the discovery by the Internal 
Revenue Service that a particular region or institution is 
producing a level of currency unmatched by a commensurate or 
'normal* level of Ctbb might lead to an investigation of the 
situation to determine if money laundering activities are 
responsible for the discrepancy. 

This type of analysis led to the conmencement of an 
Investigation, code-named 'Operation Tracer,' in San Juan, 
Puerto Hico. Operation Tracer became one of the largest 
undercover bank/money laundering investigations In United 
States history. 

On the other hand, the discovery of currency 
transactions unsupported by filed CTRs may have direct law 
enforcement significance in individual ongoing money 
laundering investigations. Surveillance, undercover 
transactions, bank records, and/or testimony from 
cooperating witnesses may establish that a particular 
individual or institution suspected of money laundering or 
other illegal activities has engaged in a series of currency 
transactions required to be reported under 31 U.S.C. S313|a). 
Proof of filed CTRs, or the discovery of the non-filing of 



^d by Google 



D ' AMATO- - KMAPP~SDN 

CTRb which should have been filed. Bight constitute valuable 
evidence or even the actual basis for prosecution of these 
individuals, depending upon the facts of the case. Far 
exaiaple, filed CTRs have been used to corroborate and 
establish that suspected drug traffickers had currency 
available to pay ei^jloyees, buy aircraft] and otherwise meet 
the expenses necessary for their trade. Filed CTRs have 
been used to assist prosecutions on charges of inc(»e tax 
evasion - showing that suspected tax evaders had large sums 
of unreported currency. Falsely filed CTSs have been used 
as the basis for prosecution under IS D.S.C. 1001 of 
suspected aoney launderers who had hoped to disguise the 
source and origin of illegal currency by providing or 
causing false infonatlon to appear on CTRs. 

Q. 9. Froa a review of the cases involving sanirfing, it 
appears that SBurfs are relatively low on the organised 
crime totem pole. By Baking sBurfs criBlnally liable, is it 
your intention to grant thcB iBBunity to turn states' 
evidence to identify the king pins of the operation? 

A. 9. Although •est "snurfs* Bay be relatively low on the 
'organized crime toteB pole,* the culpability of each 
defendant and the extent to which he oc she should be 
prosecuted for his or her criainal conduct must depend i^on 
the facts of each case, in certain instances, these persons 
Bay be able to identify the 'kingpins* of a dmg operation 
or otherwise assist the government in its investigation. 
In those instances, a plea arrangement {not necessarily 
involving ijiaBunity froa prosecution) BSy be worked out 
between the defendant and the prosecution. This arrangement 
might involve the government agreeing to drop certain of the 
charges or recoemending to the sentencing judge that a lower 
sentence than might otherwise be appropriate be iiq>osed. 
In other instances, it nay become apparent that the "smurf* 
was an unwitting dupe in the laundering operation and should 
not be prosecuted at all, or that the 'grnvrt' was actually 
one of the major members of the operation and should be 
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pcosecuted to the maximum for his or her involvement in the 
operation. In aunir the facts of each case nuat be allowed 
to determine the proper prosecutive action which should be 
employed. 

Q. 10. On page 6 of Mr. Knapp's testimony, hs suggests some 
technical changes to section 1 of S. 2306. What is the 
reason for these changes and how would they affect your 
ability to bring actions against money launderers? 

A. 10. He suggest two changes to Section 1 of S. 2306. The 

words "or attcn^t to structure' and the words 'in currency* 
should be added as indicated below. 

Ho person shall cause or attempt to cause a 
domestic financial institution to fail to 
file a report required by this subsection, 
shall cause or attempt to cause a domestic 
financial institution to file a report 
required by this subsection that contains a 
material omission or misstatement of fact, or 
shall structure [or attui^t to structur*) or 
assist in structuring a transaction (in 
currency] for the purpose of evading the 
reporting requirements of this subsection. 

The first addition would clearly permit criminal 
prosecution of individuals who undertake the structuring of 
financial transactions yet fail in the attempt for reasons 
beyond their control. The words 'in currency' ace added to 
give greater clarity to this section by specifically 
providing that the structuring prohibition relates solely to 
currency transactions. 

Moreover, these additions to Section 1, in concert with 
the proposed forfeiture provision in Subsection Z(b) of 
S. 2306, - would permit forfeiture of funds used in an 
attempt to 'structure* financial transactions. 



TJ Section 2 of 8. 2306 contains two substantive provisions. 
For purposes of this discussion, we have referred to them as 
Subsections 2(b) and 2(b>, respectively. The first relates to 

(Footnote Continued) 
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11. On page 11 of Hr. Knapp's teBtinony, 

changes to subsection 2(b) of S. 2306. Just what did he 

have in mind and how would these changes improve the bill? 

11. He recommend that Subsection 2(b) be amended as 
follows: 

(d) United States coin or currency (or other such 
monetary instrument as the Secretory may prescribe) or 
any Interest in other property, including any deposit 
in a financial institution, traceable to such coin or 
currency involved in a traneaction or attempted 
transaction in violation of Section 5313 fa) of this 
chapter may be seized and forfeited to the United 
States Government under the procedures of subchapter C 
of chapter 75 Of title 26 Of the United States Codel.] 
whene»er-a-perBon—fe»eiueitng-o-domeBtie- financial 
instifeutien-examined-by-e-Fedepal-lsanlt-attpeeviaeFy 
agency -«« ~ a - fins n e ial - ins fc i fen ^ ien' rega 1 Bt ed - tty -- the 
8e en vi fei e a - and- Sm eha nge-eenni s a i a n - J! i all ie -Bnd e V 
BnbBeettoii-BSai-fat— o*-thiB-ehaptort~Yiola*eB-flBetion 
5^1^4a^-of-*hi8-ehopte^. no property or interest in 
property shall be forfeited under this subsection if it 
can be established that the owner is a bona fide 
purchaser for value who tooX without notice of the 
violation [ . | er-if-t)ie-viaiafeien-eC-BBetian-53^3-(e>-waB 
nefe-wiUfnli- (No property shall be forfeited under 
this paragraph to the extent of an interest of an owner 
by reason of any act or omission established by that 
owner to have been committed or omitted without the 
Icnowledge or consent of that owner.] 

We recoranend these changes in order to (1) clarify that 
the type of forfeiture contemplated by Subsection 2(b) is an 
in rem , civil forfeiture rather than a criminal forfeiture, 
and (2) better protect the rights of an innocent owner. 

By way of preliminary explanation, it should be noted 
that the forfeiture provision in Subsection 2(b) differs in 
language from the forfeiture provision currently found in 
Section 5317 (c> of Title 31 (related to CMIR violations). 
To the extent that Subsection 2(b| differs from previous 
forfeiture provisions, there is the lilcelihood that t 



(Footnote Continued) 

amendments of the CMIR forfeiture section now found at 31 D.S.C. 
5317(c). The second refers to the proposed forfeiture provision 
for currency used in violation of Section 5313(a) of Title 31. 
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could determine that 2(b) is aui generis , that is, that it 
is a different type of forfeiture statute - reasoning that 
if Subsection 2|b) was to operate in the same fashion as 
previous forfeiture statutes, such as 31 D.S.C. 5317(c) or 
21 U.S.C. B81(a)(el, then Congress would have used the same 
or iimilar language in the drafting of 2(b). If 2(b) were 
determined to be a 'new* type of forfeiture statute, then 
the application or operation of that provision would be an 
issue of first impression before the court which first heard 
a case brought under this section. The benefit of existing 
case law relating to other forfeiture statutes in terms of 
precedential value might be compromised. Therefore, to the 
extent possible, the language of Subsection 2(b) should 
'traclt* the language of preexisting forfeiture legislation, 
particularly in establishing that 2(b) is a civil, in rem 
forfeiture statute and that the interests of an innocent 
owner are protected. 

The difference between a civil forfeiture statute and a 
criminal forfeiture statute is of great significance. A 
civil forfeiture statute permits a separate civil action 
against property - the property, or thing, is the defendant. 
A criminal forfeiture of property results from the criminal 
conviction of a defendant who owns the property - the person 
is the defendant. This is the basic distinction between in 
rem and in personam (or criminal) forfeiture. The 
significance is of particular importance because where a 
statute calls for an in personam forfeiture there can be no 
forfeiture of property before the conviction of a 
person/owner. A criminal trial of the owner must first be 
successfully concluded. 

There is a possibility that a court, in its initial 
reading of the language which we propose be deleted from 
Subsection 2 (b) , could conclude that this language converts 
Gubaection 2(b) into a criminal forfeiture statute. The 
language states that the defendant property 'involved in a 
violation of section 5313(a) of this section may be seized 
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and forfeited. .. whenever a peraon ... vlolatBB section 5313(a) 
of this chapter." (emphasis added). -' 

He suggest that the language of Subsection 2(b) be 
amended to clearly reflect that this statute Is an in rem 
civil forfeiture statute and, as such, do«8 not call for an 
in personam criminal forfeiture action. The legislative 
history related to this provision should affirmatively and 
unequivocally reflect this intent. We suggest, out of an 
abundance of caution, that the following language be deleted 
from the forfeiture provision in Subsection 2(b): 
whenever a person (excluding a domestic 
financial institution examined by a Federal 
bank supervisory agency or a financial 
institution regulated by the Securities and 
Exchange Commission liable under subsection 
5321(a) of this chapter) violates section 
5313(a) of this chapter. 

This deletion vould make it clear that this subsection 
establishes an in rem forfeiture not dependent i^on the 
conviction of a particular defendant. 



S/ Con^are the follovlng forfeiture statute with 2 (b) i 

Any firearm or ammunition Involved in or 
used or intended to be used In, any violation 
of the provisions of this chapter or any rule or 
regulation promulgated thereunder, or any viola- 
tion of any other criminal law of the United 
States, shall be subject to seizure and forfeiture 
and all provisions of the Internal Revenue Code 
of 1954 relating to the seizure, forfeiture, and 
disposition of firearms, as defined in section 
5S45(a) of that Code, shall, so far as applicable, 
extend to seizures and forfeitures under the 
provisions of this chapter. (18 U.S.C. 924(d)) 

Section 924(d) was found by the Fourth Circuit Court of Appeals, 
sitting en banc , to be a criminal forfeiture statute. S ee United 
States V. One Assortment of B9 Flrearma , 104 S.Ct. 1099~IT98'' 
An appeal to the Supreme Court was required to resolve the 
■ambiguity." 
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Additionally! the language in Subsection 2(b) which 
attempts to protect the rights of innocent parties should be 
strengthened. The present language of Subsection 2(bl of 
S. 2306 contains two "innocent owner" exceptions to 
forfeiturei (1) a simple "innocent owner" exception, and 
(2) 'a bona fide purchaser for value' exception. At present 
it appears that the simple "innocent" owner, other than a 
bona fide purchaser, is protected only to the extent that he 
or she could show that "the violation or attenipted violation 
of 5313(a) was not willful." As proof of willfulness will 
Bost probably be a required element of proof pursuant to 
this subsection, — this "innocent owner* defense does not 
offer any additional protection. In place of that language, 
we suggest that the "Innocent owner" defense language now 
found in SBKaXe) of Title 21 be inserted. We would, 
therefore, delete the reniainder of Subsection 2(b) following 
the words "notice of the violation" on line 6 of page 3 of 
S. 2306. In its place we would add the following sentencet 
"Ho property shall be forfeited under this paragraph to the 
extent of an interest of an owner by reason of any act or 
omission established by that owner to have been ci»iiiiitted or 
omitted without the knowledge or consent of that owner." 

He also believe Subsection 2(8) of S. 2306 should be 
clarified to specify the procedures applicable to the 
subsection's increased forfeiture authority. Subsection 
2(a) amends 31 U.S.C. 5317(c), which previously penaitted 
forfeiture only of monetary instruments transported 
internationally without the filing of a currency and 
Monetary instrument report (CHIB) required by 



9/ According to recent esse law, forfeitures brought under the 
Bank Secrecy Act (Section 5317 (c) in particular) may require 
proof of mens rea, or 'state of mind," which was previously 
thought only to be required in criminal cases. (See e.£. , United 
States V. One U) Lot of 824,900.00 in U.S. Currency , 770 fT23 
1536'nith Clr. 198S). 
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Section 5316 of Title 31. Subiection 2(a) now permits th« 
forfeiture of any property or proceeds traceable to such 
illegally unreported instnimentE . Under Sections 5316 and 
5317(c) of Title 31, the U.S. Custcms Service is the 
investigating and, consequently, the seizing authority in 
such CHIR cases. As forfeitures currently brought pursuant 
to 5316 and 531Tlcl are now processed by Customs pursuant to 
the procedures set forth in 19 O.S.C. 160Z-1619, it would be 
desirable to amend Subsection 2(n) to specify that the 
procedural authority of the Customs Service to sell and 
otherwise dispose of all property forfeitable under 
Subsection 2(a), including property traceable to illegally 
transported monetary Instruments, is that authority 
presently set forth in 19 U.S.C. 1602-1619. 

He therefore suggest that the following addition be 
made to Subsection 2 (a) of S. 2306 to permit and assist the 
CustoPG Service's processing and administration of property 
seized pursuant to 5317(c). The language of 2(a) would 
thereby read as follows: 

(c) A monetary instrument being 
transported, or which has been transported, 
or any interest in any property, including 
any deposit in a financial institution, 
traceable to such instrument, may be seized 
and forfeited to the United States Government 
(pursuant to the provisions set forth In 
sections 1602-1619 of title 19, United States 
Code,] when a report on the instrument under 
section 5316 of this title has not been filed 
or contains a material omission or 



12. Hr. Knapp notes that neither bill under discussion 
designates money laundering as a crime. However, Senator 
D'Amato introduced S. 572 which malces money laundering a 
crime. As)c Mr. Knapp for his opinion about S. 572 and if he 
has none ask htm to submit his comments to the Committee. 

12. Neither S. 572 nor S. 2306 effectively act to make 
money laundering, per ae , a crime, but instead require some 
connection between such laundering activity and monetary 
instruments and financial Institutions In order to proscribe 
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this conduct. S. 1335, on the other hand, cuts a broader 
swatb. While addressing monay laundering related to 
financial institutionB, as contained in S. 572, it would 
also proscribe the conducting of a transaction "involving 
the movement of funds by wire or other electronic means or 
involving one or more monetary Instruments, which in any way 
or degree affects Interstate or foreign commerca.* S. 1335 
also addresses those persons who cause to be conducted or who 
sttei^t to conduct such a transaction. (A proscription of 
an attempt to conduct such a transaction is not included in 
S. 572.) Sections relating to civil penalties and civil and 
criminal forfeiture are also included in the provisions of 
S. 1335 but are not included in S. 572. 

In another limitation on the effectiveness of S. 572, 
that bill employs a restricted definition of 'unlawful 
activity* that would limit any proscription on money 
laundering to racketeer- related criminal conduct, and it 
would not even cover all of the offenses that are predicate 
offenses for the Racketeer Influenced and Corrupt 
Organizations Act (IB U.S.C. 1961, et neq.) , such as 
18 U.S.C. 2312 and 2313 (relating to interstate 
transportation of stolen motor vehicles). S. 1335 would, 
instead, make the proscription applicable to 'any act or 
activity occurring in whole or in part in, or directed at, 
the United States and constituting an offense punishable by 
death or imprisonment for a term exceeding one year under 
the laws of the United States or any State of the United 
States in which the act or activity took place." Such a 
broad coverage would effectively address the full spectrum 
of money laundering, while at the same time substantially 
reducing any use as a defense to a criminal prosecution that 
the defendant knew that the money was from a criminal 
endeavor - where such knowledge was clear - but that he/she 
did not know the money was related to en enumerated 
racketeering offense. 
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Otiwr ■actions of E. 1335, vhila not confined strictly 
to money laundering, would be particularly useful in dealing 
with those parsons who handle *dirty* money. Theee include 
one new section proscribing the receiving of the proceeds of 
a federal felony and another section pcoscribing the 
bringing into the United States of any money or other 
property which has been obtained in connaction with the 
violation of any law of a foreign country proscribing 
narcotics trafficking for which the punishment under the 
foreign law is Imprisonment for more than one year. Neither 
of these provisiona is contained in S. 572. S .1335 would 
alao add a new offense to 18 n.s.C. 2 providing that 
"[w] hoover knowingly facilitates the commission by another 
person of an offense against the United States by providing 
assistance that in fact is substantial is punishable as a 
principal." This will, likewise, be of assistance in the 
prosecution of conduct related to money laundering. 

The rest of the beneficial provisions contained solely 
in s. 1335, such as needed amendments to the Right to 
Financial Privacy Act, are detailed in my statement to the 
Ccmmilttee at pages eleven through seventeen and in the 
responsea to gueations l.g) , 3.e| , 5, and 6, supra . 

Only through as broad a proscription as is contained in 
S. 1335 can the bulk of money laundering activity be 
effectively addressed. Intertwining a proscription on money 
laundering with S. 5T2'b requirement that the activity 
involve transactions in, through, or by financial 
institutions would bo an unnecessary, and possibly 
crippling, restriction on the usefulnesa of this type of 
legislation. 
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q. 13. oh pages 9 and 10 of sum's testitwhy, he compiaiss that 
bahke thmabt invest i g ati one by hotinting their customers of the 
existence of grand jury subpoenas because a failure to do so mould 
subject theh to civil liability. 

(b) how pervasive is this problem? 

<b) do the banks have a legitimate abouheht? has one ever 
failed to notify a customer of the existence of a 
^bfoena and then been found liable by a court? 

(c) does the civil liability result from a state of federal 
cause of acticw? 

(d) what can be done to remedy this situation? 

(e) would the summons authority provided in s. 571 allow 
documents to be examined by the govejoihent without 
reouirino the banks to inform their customers? 

A. 13a. In tha Central Distclct of CaltfornlB, tha Financial 
Invaatigattona Taak Porca aervaa Ittacally hundcada ot gcand jury 
•ubpoenas each yaar upon evary kind of (inancial inatltution. 
Banka ganarally do not iapada invaatigatlons by lutediite 
notification to thalc cuatoaera at the silBtenca at grand jury 
aubpoanaa; cathac, banka thwacC Inveatigatlona by advising tha 
govecorMnt that they intend to do ao. Thla situation, which 
occurs on a re<|ulair baais, thruata the govecnnaot in a poaition ot 
althar withdrawing the aubpoana oc seeking a court order. As I 
indicated in ny teatimony, the obtaining of a court order la 
neither practically feasible (given our raaources} nor an absolute 
cartolnty given the inclination of aone courta to deny auch 
applications for non-dlscloaura ordars. 



,db, Google 



y AMATO— fINAPP—SUM 

uaad the spectce of civil liability to justify their position. 



requsat Co notify u 
thdraw tha subpoena) 

praaacvlng and 



Although banks generally will honor oi 
before they disclose to the customer I 
opportunity to seeK a court order or v 
problen repeats Itself in nunerous ini 
department of a bank has decided that 
liability outweighs any public intarui 
protecting the grand jury's integrity and investigation' 

13b. In tha course of my extensive contacts with the banking 
industry regarding tha legitimacy oC their civil liability 
argument, I hava not yat heard of a single caaa where a customer 
In a (grand jury} narcotics money laundering case had ever sued a 
bank (or non-dtsclosurs of a grand jury subpoena. The Committee 
should note that the government, although not In a position to 
provide indamii float ion to the bank, will often provide the bank 
with a "good (aith" or certification latter accompanying the 
subpoena which indicates to the bank that the government has 
requested tha bank not to disclose the existence of the subpoena 
In the interest of justice and to preserve a grand jury 
investigation. The government has taken the firm position that 
should a lawsuit ever materialize, the existence of this letter 
will permit the bank to point the finger at the governnent. To 
date, I am certainly not aware of any successful lawsuit by 
cuatomsE against a bank tor the disclosure of a federal grand Jury 
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13c. Accord! 






I bankers, a civil cause of action Hill ari 
ata constitutional provision ahioh aeens t 
tizans MiCh a ganecal right o£ privacy. 
lUit deciaions have lent support to thia 
federal proa«outora have argued that pursu 
icently passed state Initiative California crlnlnal law i 
accordance with federal law, which does not require 
lure of a grand jury subpoena. In addition, we have argu 
the Supremacy Clause of the federal constitution applies a 



Certain Call torn 
viewpoint. Howe 



any con flic 



itlti 



Financial Privacy Act would be i 
direction. Specific 



federal Right T 



1 grand jury's investigation and 
i under the California 






rong step in the right 
Illy, these provisions would act to preenpt 

mcial Privacy Act, which does not require 
disclosure of grand jury subpoenas. It would also provide banks 
with protection against civil liability for cooperating with the 
government in this limited context. This proposed legislation ha 
been supported by the President's COBnisBlon on Organised Ccine, 
as well as other anti-money laundering proposals which ace now 
pending before Congress. 

13e. Probably not. Many banks in California and in other 
juriadictiona etill inaiet that absent a court order or without 
express congressional intervention ( i.e. preemption) in thia area 



thay w 



I continue 



3 disclose 



} the 



! of 
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the Bubpoana. Again, as indicated aarlier. this position is based 
on »tata- cr«at«d privacy intara«tB nhioh condict with the 
interest of preserving the independence function and integrity of 
the federal grand Jury. 

Q. 14. DO YOU BELIEVE BANKS SHOULD BE REQUIRED TO FILE CASH 

TRAHSACTIOH REPORTS ON DEPOSITS OF MONEY ORDERS AND CASHIERS 
CHECKS III EXCESS OF tlO.OOa AS THEV HUS7 DO FOR CASl DEPOSITS? 

A. 14. tlo. With (aspect ta the profits of organised crime, ttis focus 
Is properly on cash daposita. Requiring additional repocEa froa 

■onetary instruaanta, although hslpfui, would not be that valuable 
to law enforcenent, particularly when weighed against the burden 
It would place on banks and governmental agencies to monitor such 



15, ] 

AND CONVERT IH EXCESS OF tlO.OOO IN CASH IHTO A MONEY ORDER AND 
THE POST OFFICE DOES HOT HAVE TO FILE A CASH TRANSACTION REPORT AS 
WOULD A aANK. IS HY UNDERSTANDING CORRECT AND IF SO, IS THERE ANY 
EVIDENCE THA7 DRUG TRAFFICKERS ARE USING OUR POST OFFICES TO 
LAUNDER THEIR DRUG MONEY? DO WE HEED TO TAKE ANY ACTION ON THIS 
MATTER? 

IS Sanator D'Aaato*a understanding that post offices ars not 
required to file Currency Transaction Raports is correct. There 
has been intelligence froa several investigations indicating that 
the purchase of money orders is on the increase throughout the 
nation. These purchases are for amounts as small as t5D0 par 
money order and less. Thus, the difficulty of the problem la that 
money launderers are willing to break down their transactions to 
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incr«B«ntii that awen a tlO.OOO reporting rnquirament nay not be 
capable of detecting. Howevar, a short reporting forn required to 
be filed by the purchaser at the post oCflce for a certain anounC 
In cash could perhaps be required, with the purchaser Bade aware 
that he or she la signing the purchase order fam under penalty of 
perjury (subjecting her to the violations of federal law Including 
18 U.5.C. ; 1001.) 
16. ON APRIL 21. yOUR BOSS, ASSISTANT ATTORNEV GENERAL STEVE 

) BEFORE THE HOUSE BANKING COHMITTEB. HE SAID THAT 



DRUGS ARE GROWN AND PROCESSED AND ASKED WHAT THOSE COUNTRIES MERE 
DOING ABOUT THE PROBLEM - HE MAS OFTEN TOLD "IF YOUR PEOPLE 
MERES'T SPENDING EIGHTY BILLION DOLLARS ft YEAR ON THIS STUFF, WE 
WOULD NOT HAVE OUR PEOPLE ORONIHG IT.' 

THAT IS A GOOD POINT. HAS JUSTICE DONE ANY STUDIES AS TO WHY 
THERE IS SUCH A DEMAND FOR ILLICIT DRUGS IN THIS COUNTRY? DO YOU 
HAVE PERSONAL VIEWS ON THE MATTER? MR. SUN, I MOULD LIKE TO HEAR 
YOUR VIEWS AS WELL. 

16. Thara is no question that the govarnBent ' ■ effort to conbat 
tha drug problen must also Eocus upon elinlnatlng the denand as 
wall as stopping tha actual flow of illicit narcotics. Hanca. our 
efforts also raqulre a nasslva educational and social caapaign 
designed to publicize the evils of drugs. In that regard. If the 
nedla were willing Co play a larger and nore significant role in 
villifying the use of drugs, we Bight nake great strides in that 
direction. 
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RESPONSE TO WRITTEN QUESTIONS OF SENATOR D'AMATO FROM 
ROBERT HODGES 

Q.l. The President's Coomission on Organized Crime (PreEident'i 
Conunlssion) issued b report on Money Laundering in which it found 
the problem to be pervasive. They also noted that the deliberate 
indifference to suspicious transactions by officials and employees 
of banks and other financial institutionE often compounds this 
problem. What have the institutions that belong to your organi- 
zation done to remedy this deliberate indifference? Has the ABA 
or the banks themselves undertaken any programs designed to adopt 
and implement comprehensive Bank Secrecy Act Compliance programs? 



Mich of the problan in Bank Secrecy Act compliance has been directed at 
flnaiKial institutions. Hany of these pcoblens ace the cesult of the 
attitudte thcoiqhout the 1970a of investigators, prosecutocB , and bank 
exjmineEH, who virtually diBiegaEded the requicanentB of the »ct, causing 
the GAO in 1981 to questions its effectiveness (See, Genetal TiccountirKi 
Office, "Bank Seccecy Act itepottii^ Rsquiranents tbve mt Yet ftet 
Expectations, Suggesting Heed for AnenJuent ," July 22, 19B1 (GGD-Sl-80)] . 

In 19B0, the cepartnieit of the Treasury eliminated a series of exemptions 
to their regulations implanenttiq the Bank Secrecy Act, inclining the 
categorical exanption for transactions with foreign banks ard limiting 
the 910,000 reportiiQ requirasEnt to established custanecs ttio operate 
retail businesses, are U.S. residents, and whose nanes ate kept by the 
institution on an exenpt list; but the Department of the Treasury 
retained the exanptions for race tracks, sports arenas, transactions 
between a financial institutions and a cdnnercial bank and csyiroll 
withdrawals by established depositors but not deposits by cat, airplane, 
and boat dealers, even if they result fron retail sales. 

With the myriad of conflicting interpretations, as well as the limited 
focus by bank exariners tohacd the bnk Secrecy act, it took a major 
event (Bank of Boston) to heighten awareness that filiig currency 
transaction reports did not cover simply unusually large cash 
transactions, Hsst notably, fines levied against banks since the Bank of 
Boston incidait have been foi &nk Seccecy Act violations that occurred 
in the early 19S0s. Cur iidustry and the governnent learned 
simultaneously that there were gape in understanding the fct'a 
Eequironents. This is no longer the case. Banks have niade voluntary 
disclosures of reporting errors pronptiiq a backlog of CTSs in 1985 and 
19B6, The ABA and the banks themselves have undertaken many progcans to 
improve conpliance with the fct. Please see our response to Question 2. 
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0.2. Rave financial institutions i]i(>roved their compliance 
with the Bank Secr*cy Act by making prompt CTR filings? What are 
the reasons that these financial institutions hav« improved their 
compliance proc«dufes? 

A. 2) rtie bankirxi camunity has reBpondad to the Bat* Secrecy Act problans in 

niniecous ways. In g«ieral, t:he ABA has ^lonsocefl over 60 teleconferences 
in 1985 on money laurdeTing anJ how to eradicate this problem. 
Participation by the FBI, Department of Justice, Internal Bewenue 
Service, Department of the Treasury, CCC, Federal Reserve Board, FDIC, 
DEA, and the U.S. CUatcnis Service siiouB a willingnesa by the governnent 
and the financial industry to cooperate an3 work on educations efforts in 
this area. 

Ibe teleconferences have dealt with preparing, verifying and controllirei 
CTPb, understandiiq the problans inherrait with new accounts, multiple 
transactions and exceptions, hteny bank security officers have shared 
their procedures on Bank Secrecy Act cocpliance. Sane of there include: 



- making sure that Mhenever an account relationship is establishEd 
with a cuBtoner rfio routinely coiriucts currency transactions, it 
beccines the re^nsibility of the Branch/Lcfcby hbnager to determine 
lAether the ouataner falls within one of the exanpt categories. 

0,3, Although financial institutions have been improving their 
compliance procedures through the filing of CTR's, do you think 
that the Treasury Department has made adequate use of these filings? 
Is the Treasury as proficient in its review of these CTB's as the 
financial institutions have become in filing them? I ask this 
because the President's Commission notes that one of the problems 
with all these filings is a lack of timely and adequate review. 
As the Commission Report notes: "today ... great that it poses 
a challenge to the effective use of that information." Do you 
agree with this conclusion? 

A, 3) a) one method by tAich to measure uhether or not the neasury D^iartment 
has made adequate use of the filed CTBs would be to see if the 
increase in the nuifcer of filirqs is paralleled by an increase in the 
cvjBtoet of arrests and convictions of driq traffickers, ite ABA does 
not have access to such information. 

b) Similarly, the ABA does not have access to enoLqh information to make 
an asaesment as to the proficiency of the Treasury's CTB review 
process. However, the tranexlous backlog of close to 750,000 CTIte 
tends to suggest sane pcdblera. 
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0.4. The Report of the Preiident'a Coonitslon cuggests that 
financial Institutions have soRWtines not bean very cooperative 
with law enforcement authorities in identifying ■uapicious trans- 
actions even when they have assiduously followed the reporting 

requirements of the BSA. 

a) Has the Right to Financial Privacy Act discouraged financial 
institutions from disclosing relevant customer information to 
federal authorities? 

b) Could you specify the manner in t^ich the RFPA discourages 
cooperation between financial institutions and the relevant federal 
authorities? 



41 Itiis fourth questian reweals several incorrect asBertiono about the Right 
to Financial Pi:ivacy let (RFPA) . Ihe ABA would lite to tate this 
o^fjortunity to subnit, for the record, a brief response to tinat we 
believe are camon misconceptions tAich have given rise tx> tliese 
incotcect assertions. 

Ihe first assertion is that: FIHMCtAI. IHSTI1VFI0H5 ARE REQaiRO) TO 
DISCLOSE TO CUSTCMERS ONGOING BANK StCRKTr fCT AtD OnffiK CRIHnAL 
INVESTIGATIONS THUS JEOPARDIZING LAW BUFOBCEHBfl ACTIVITY. 

Under Section 1102 of the ISTA, the govermient may have access to or 
obtain copies of the financial records of a cuatcroer fran a financial 
institution, 1) if the custooer authorizes such access; 2) by means of an 
a*i in i strati ve subpoena or aunnona; 3) in ret^onae fco a search warrant 
pursuant to the Federal "Rules of Criminal procedure"; 4) in respcnae to 
a judicial subpoena; 5) or in response to a fODnal written request to the 
financial institution. The RFPA generally requires the goverment to 
give notice to the custaner of an order or request for records, ttovefiex, 
in order to assist law enforcanent efforts, custoner notification cmi be 
delayed mder Section 1109 of the RFPA (12 U.S.C. 3409). CUstcner 
notification can be delayed uhen: 

o customer records are disclosed pursuant to custoner authorization; 

o a financial institution is served with an adninistrative svi^ioena and 



□ records are disclosed pursuant b 
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bitution has received a fotnial wrlttK) regueit; 



o there is reason to believe that the notice will result in 

a. endacqecing the life or fhystcal safety of any person; 

b. flight fron froaeqution; 

c. destruction of or Compering with evidence; 

d. Intimidation of potaitial witnesses; Or 

e. otherwise aecioualy jeopardizing an imrestigation or official 
proceediiq or izduly delaying a trial or otqolng official 
proceeding to the sane attent as the other specified 
clrcunatances, 

Ihe court order may grant the requestei delay for a period of if) to 90 
days, nie government also has ip to 90 days after aervii^ a search 
uarront to mail a copy of the warrant to the custoner's last taiown 
address. Itie governnent authority niay also apply to a court for a 
further delay in the mailing of the notice of if> to 180 days followirq 
the service of the warrant, nie delay order also prohibits a financial 
institution frcn disclosing to the custaner that records have been 
obtained or that a request for records has been irade until expiration of 
the delay period. 



Section 1103 of the WPft (12 U.S.C. Section 3403) maintains the tight Of 
any fintmcial Institution, its officers, anployees, or agents, to notify 
the goverment that it has information liiich may bo relevant to a 
possible violation of a statute or regulation, in addition, nothing in 
the BFFA prohibits the Qsvernnent froa cbtainliq records for foreign 
counter- or foreign posit ive-lntelligen::e activities; for U.S. Secret 
Service Invest igatlotw; Id those instances in tiilch delay in cbtainiog 
access to sudi records, would create imninent danger of [liysical injury, 
aeriouB property dan^e, or flight to avoid prosecution. (Section 1114 
of the Iffpft 12 U.S.C. Section 34U) . 
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He uould also like to draw Che attention of the Oamittee to guidelines 
published in 1979 by the Department of justice aettiixt out the 
iofocroation lAich the financial institution could give to law enfotCMDent 
authorities urder the tPPfi (see attached} . 



A financial institution can mtify the Osvernnent that the institution 
has information which may be celevant to a possible violation of any 
statute or regulation. (Section 1103(b) and (c) of the RFPA, 12 O.S.C. 
Secti(»i 3403). in addition, under Section 1117(c] of the BFPA (12 U.S.C. 
that discloses financial records 



ty" will be protected fttm 



Section 3«7[c) 

"in good faith reliance upon a 
privacy Act) by any govermient 
liability for improper disclosure. 

Ihe legislative history of the IS'pn of 1978 an^hasizes that 'if a bank 
grants access to records baaed only on an oral request ... it would not 
be actir^ in good faith." (See H.F. Hep. !to, 13831, 95th Cling., 2d Sess. 
2IB (197B)). 



umer Section 1112 of the ISPft [12 CJ.S.C. Section 3412}, financial 
records detained under the privacy Act can be transferred to other 
ag^lcies hhen the transferring ^ency makes a certification in writing 
that "there is reason to believe that the records are relevant to a 
legitimate law euforcaaent inquiry within the jurisdiction of the 
receiving agency or department." 

Aa diacufised above, custonera must be infonned of any interageicy 
transfers: however, the transferrir^ agency or deparbnent of tlie 
receivic^ ^ency may cbtain a court-ordered delay in mailliKi this notice 



Itie Uninistration'B proposal would repeal tliese transfer Exovisions 
arguing that the agencies are hindered in their investigations by Che 
rsguired certification procedures. However, Section 3412(d} clearly 
provldtea, in addition to the cequlianents mentioned above, tlwt: 

tuthirq in this chapter prohibits any si^iervisory agency 
fron exchanging exonination reports or other infonnatlon 
with another supervisory agency. 

In conclusitn, ue would like to refer the COnnittee to the testimony of 
Gov. lurtha Seget before the House Subccmnittee on Financial Institutions 
Supetvision, Regulation, ard Insurance on Iby 14, 1986. The Federal 
Reserve Boatd, as stated by tfc. Herbert Biern, has received approximately 
400 criminal referral forms sin::e Juqust 1985. On only 3 out of the 400 
fonns was the bank unable to fully conplete the font because of any 
perceived constraints put on it by the hfpb. Tie EFPA is only an 
bnpadiment to cooperation if the Governnent fails to utilize it. 
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II 2^S[2] LAW OF FINANCIAL PRIVACY 2-S6 

or count. BlmcBl every Iranuclion is in some senu unique. The 
eouru will have to apply a lule of reason lo delermine wbelher or nol a 
parliailar dbdoiiire idenlilici Ihe customer. A disclosure of a iransaclion 
of a panicular size should not be viewed as identifying the custonMr un- 
less the public or the government autbority can reasonably be expected lo 
associate the transaction with the customer. Nevertheless, before releasing 
10 a federal agency any recoids that may identify a cuslnner. either dl- 

suie thai another, more speciltc exception ^pliei. or that the goverameal 



le Financial Privacy Act Ihal allow a 



!■] SccBfty Inter 

permits the release of financial records to ai 

mplcy, or otherwise collecting on a debt owing either lo the flnanclal lasll- 
ludon itself or in its role ai a fidudaiy." "• Financial institutions may 
release customer lafOrmation to federal govemmenl authorities for ihcH 
purposes wilhoul any impedbneni under the Financial Privacy Ad. 

Since bankruptcy courts arc federal courts, all release c^ information 

will fall under this exception or the exceplion for judicial proceedings dis- 
cussed in 1 2.0SI31, infra. Perfection of security interests, however, most 
often involves sisie agendes, disclosure to which is not governed by the 

private colleclion organizations oc the actioti of state agencies, the Fntui- 
cial Privacy Act ui mosi cases will have no application lo Ihe release of 
information. The e«eplion does apply, however, when financial institu- 
tions file financing statements or security agreements with federal agencies 
or cooperate with federal agencies in collecting debts. For eiample, the 
exceplion would cover Ihe filing of an airplane mortgage with the Federal 
Aviation Administration"* or cooperation with the Small Business Admin- 
istration to collect a govemment-guaiaDleed loan.'" 

u'Actl ll03(d)(]):l2USC|}403(d)(l). 
"■Id. 

•" See 1» Cong. Rec. HI ITM-Hl mi (daily ed. On. 4. l9Tg). 
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PRIVACY ACT 



n Section 1103(d)(2). which coven 



fiDUKiil imliiuiiDn ni*y inillale conlaet with the appiopriaie government 
■ulhorily sod provide the reconb that the aulhorily needi lo any oul its 



se debaltj,"" an 

oa coDcerning both thiealened and acluel defaulli. as welJ u "o 

ficant occurrences likely Ic have an effect on the proper admlnii 

Dce the cuitomer'i intereit in privacy with the '^ccntinuiqg need of 



nought 10 



Id VloUiiia of Uw. Hie third eiccplion in the Bfiancitl inliliilioil'l 
inlemt ii contained in Section 1103(c),"* It pennili the financial iniiilu- 
tion to report information that may be relevant lo a pojsibte vioialioo o( anj' 
slalute or regulation. According to the iegislBtive history, "a bant could, 
and should, report lo Ihe appropriate oflkials information pertaining to 
the cashing of a toiged check, the passing of counterfeit currency or bonds, 
or Ihe use of its services to facilitate a fraudulent scheme," '" The legisla- 
tive hlsKwy alio iodicaies, however, ihat the eicepiion coven only infor- 
mation volunteered by the financial inslituUo 
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ds thai they KCk in accardince wiih ihe procedures of Ihe Fiiu 
ivacy Act. 

In an agency Bdviiory."* the Depirlinent of Justice h» inlerp 
i1 exception as allowing a financial jnstjtulion to report live typi 
'orniBiioa regarding a suspected criminal vkJalion: 

( 1 ) The Itnanclal inslilution may report the names and address 
Ihe persons siupeoed aikd any relationship they nay have 
Ihe Rnanciat institution. 

(2) It may report Ihe identily of the financial institutioiu oi o 

(3) It may report the specific oSeosei that are suspecled to liav 
curted. to be occurring, at 1o be Ihrealened in the future. 

(4) Tbe financial institution may report Ihe account numben 
types of accounts in whicb evideiKe of the suspected oflei 
locaied. and the names and addresses of the hotden of ( 

(5> It may report a general description of the transactions invl 
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0.5. In the Report of the President's Coamiaaion, certain 
voluntory guidelinsB and changes in administrative practices ar* 
recommended. (A copy of these guidelines is attached.) What is 
the ABA'S opinion on the guidelines and practices? Have they been 
endorsed? Has the aba undertaken any efforts to inform its member- 
ship of these recommendations? 

i\. V oiumuy ouideUna lor Fmandal loninidoiu 

The Commiuion )ui formulatoi votuaniry guidcli&ei which Qiun- 
ci«l uudiudoni aa «lap> in mpoaie ui the profalon of mooiijr limrtrr 
ing. They vren developed ifter iuiEiviewi with offidilt of B«»»"><«i 
iuncuiioiu, reviews afievenlbuikinieiiiJil policy manual), andobwr- 
vance of imdne daily opaadoiu iq a wide variery of iTwwj-t»] iiudtu- 
dou. The pnjpouli take into accouni iiisiiiciiDn< henvecn individual 
Li, tucfa m hcir njc, number of bimnchei, and amount of com- 
pniponli arc diawn from pracedura 
d auuidered by Che Comminion tc 
be a moilel for other innicutioni. However, ibese praponli are not in- 
tended to be a policy '"■'■■■■I or "how-to" guide, bat aic intended to 
alcit icapoEuible frffinali to ponible lEurtcomiiigi in.rfictr inititutionf^ 

1. Parry Reiponiible hr CTR ConpIeiioD 

In reviewing the iocernal procedure) of tevoal banlti, the Comioi*- 

pledoD and Sling of CTHj. In lomE dicuiomacei the teller Co whom 
<aah ii pmented comidem ibc Ibnn; la othen, a ipeeific cdler li 

cedure*. bowever, only one saployee ii r eq ui red Co ngn the CTR. 

able fi>r complelion of the CTR, aad be icquiRd to 
CTR. Thii procedure ibonld gi 

tion on tbe fbtin, and eniure dial tlie report ii property i*«htiJ>^ within 

- the inidiuiiQn prior te in Eling with the IRS. In aaiBdon, ingimiiona 

may increue iheir ability to detect napect fin'"'i*l activity by 

Ii ultimudy roponiible ibr aedvicy wichin ■ ipecilc aECtoi of the bank'i 
openlioo — to leview all completed and councerngned Clltj. 

I. Traimng for Officen and Employeei 
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AcE- Mininul aauung uid prcpiiaddn ihould expose the tcDcr to potcn' 
tial dcuuioai vrhere niejaBy obuinEil cuh ii brought into the bank, 
md to *ccioD> which in chjjacteriwie of money Uundeting Khemo, 
■uch u "ipreiding" asd "iplittini" cmuaciiaiu in ■ dn^e d«y. 

In puricular, tdlen ud ilie ofScen or employee] who directly niper- 
viic them ihould be ipccifi^ly iniciuctcd to leco^oixe certun 

n isdividuil vrho inilui I*rge cuh deponti when the btuicea 
ir hit coiporuiaii it OM of ■ type known to 



* A person whoie individiul or corpor a te accauntl ihow virtually 

■caninu piimirily u a lei^wnry repofiioiy for flitidt ultimittly 
tnuufened to foreign bank ac 
■ Corponie i 



Ictten of eredil. or banker'! iCEcplancai 

ig uch matter! ai property ovmenhip, credit hiitory, ar 
H of incoiae, paiticulariy when the provinoo of nidi inloc- 
in would make the t 



far compledoo of CTRa; 

oot commamuate with dke type of biuineii purpomdly bong con- 

ftind nanifen between Iheae aconinti: 

ea regular large caih deposci or withdrawal! 



• In the oue of a cuncncy odiange, a cuitDmcr who uia the ex- 
char^'i mrvicea lo wire ^asb widioul diaaging the form of the 
CUiTtaqr (a/., U.S.-dolIai^to-U.S.-dollar tnnifen]. 
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dccmnnc du> pmaiBog of Buik Se cr ecy Ad r e p o nin [ fenui. He 
eoireni piDceiim[ lyitem cnmto a ngiu&cuu lag between die cime of 






auf ormitr widi Fedenl nut nue law gDvaning the finanriil privacy 

■ 5) Ihe guidelines for adainistiative procedures to ensute Bank Seccecy Act 
canpliance, as propoaed by the Ptasldsnt's Qmnission on Organized Q:ime 
fall short of the procedures generally beiiq used throiqhout the banking 
industry, itierefore, we choose to focus our efforts on improving our oun 
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Q.6. an page 4 of your testimony, you reconraend that no civil 
penalty be imposed upon a financial institution if it discovers a 
violation of the BSA and reports this violation to the Treasury. 

a) At present, if a bank voluntarily discloses violations of 
the BSA it uncovers to the Treasury, is it subject to 
civil liability? 

A. 6) a) At present, many banks have voluntarily talcen inniediate action to 

cacrecC repotting deficiencies by [cepacing and filing the necessary 
CIBB with the Internal Revalue Service and advising the Tteasucy 
Deparbuent of the late filings. 

Itie Treasury Eeparbnent's re^onse to the volizitary good-faith 
conpliance efforts described abore has been to assess or threaten the 
assesaosnt of substantial civil penalties against ban)is that have ccne 
forward praiptly and candidly to correct or si^iplement their earlier 
CTR filings. He believe that the Depecbnent has relied i^on 
inadvertent clerical errors aid erroneous interpretations of itiat is 
regarded as ambiguous regulations as the primary basis for fines. 

b) Would subjecting institutions that uncover and report 
violations to civil penalties discourage them from 
engaging in internal audits and thereby improve com- 
pliance with the Bank Secrecy Act? 



A. 6) b) aanks are naw being subjected to civil penalties for reportirq 
violations tnit still have begun si^iplanentlng their existing 
ccmpl lance progrons with additional internal control procsduires to 
Ecevent their recurrence. As good citizens, the banking camnziity 
will continue to report errors even with the threat of unjustified 
fines hanging over us. 

Q.7. On page 5 of your testimony you raise questions regarding 
the extent of the reach of the forfeiture provisions. Why shouldn't 
collateral that is used to secure transactions engaged in by money 
launderers be subject to forfeiture if that collateral is traceable 
to tainted funds? How would you suggest the language be amended to 
define with more certainty the scope of the forfeiture provisions? 

A. 7) There is no reason liiy collateral should rat be seized if it is used by a 
guilty jarty. [towever, ve are worried about current parties rfx) might 
(iilaiowii^ly take tainted funds aa collateral for scnie jnoperty either 
personal or real. Perhaps the Ctranittee might examine the language in 2B 
<XR [Qrt 9 relating to ronisaion or mitigation of civil and criminal 
forfeitures. This would, at the very least, give an innocent party sane 
possible form of relief. 
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Q.8. In his testimony {p. 9-10), Assistant U.S. Attorney Sun 
noted that banks feel compelled to inEorn their customers the 
existence of grand jury subpoenaes. What civil liabilities are 
banks subject to if they fail to disclose the existence of a sub- 
poena to their customers? What can be done to relieve the banks 
of this obligation? 

A. 6) Ihe Right ta Financial Privacy Act's ordinary notice, uBiting period, and 
challei^ procedures do not affily to custonet records sought by Etderal 
grand juries, in addition, the civil liability provisions do not apply 
to disclosure by financial institutiwis E^onpted by requests and orders 
for infQrmatlon fron grand juries, and the governnent is not required to 
provide a certificate of canpliance with Rn>A in connection with such 
d isclosures . 

However, the privacy of custoner records is atill iiotected then 
disclosure is contanplated for grand jury subpoenas. These privacy 
procedures are outlined in 12 (J.S.C. Section 320. Bole 6(e) of the 
Federal Elules of Criminal Procedure governs secrecy in grand jury 
{^oceedings. Mlile this covers gramJ jurors, governnent attorneys and 
the tike, courts are free to use "gag orders" to frohibit finamial 
institutions fron disclosing the service of grand jury subpoenas upon 



A financial institution must verify the authenticity of the subpoena anj 
abiiSe by a g^ order. Perhaps Assistant U.S. Attorney S<zi needs to 
explain to the comxiittee why these fcocedures are not being follOHed. 

Q.9. Would the summons authority of S. 571 permit the govern- 
it to have access to relevant documents without requiring the 
iks to inform their customers in order to avoid any potential 



A. 9) Ihe sunnons authority granted in S-571 is similar to authority aval 
to other governnental bodies, and M>uld, in our opinion, require 
canpliance with the minimal procedural safeguards in the Right To 
Financial privacy Act, please see Question 4 for a discussion of s 
the basic misconceptions about the IS'PA. 
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RESPONSE TO WRITTEN UUESTIOHS OF SENATOR MATTINGLY FROM 
FRANCIS A. KEATING, II 

Q.l Mr, Keating, the provision of S. 571 which grants the 
Treasury Department administrative suimions authority is designed 
to enable the Treasury to pursue civil actions against launderers 
without having to wait for grand jury action. Can you explain 
just how this will enhance Treasury's ability to successfully 
prosecute money launderers. Specifically, how much time will this 
authority save and will this lack of delay enable Treasury to 
secure more evidence, for example? 

A. 1. The summons authority in S. 571 Is not designed to pursue 

civil actions against launderers without having to wait for 
Grand Jury action. As discussed below, in many instances 
civil proceedings may be appropriate in cases where there is 
insufficient evidence to warrant any criminal investigation. 
The main purpose at the proposed summons authority is to 
facilitate review of compliance by financial institutions 
with the Bank Secrecy Act and to assess appropriate civil 
penalties for non-compliance. Hatters appropriate for 
criminal action would be referred to Justice for Grand Jury 
Investigations. The summons authority Is particularly 
needed with respect to the miscellaneous, non-bank financial 
Institutions For which Bank Secrecy Act examination respon- 
sibility has been delegated to IRS. IRS' own summons 
authority Is limited to Title 26 matters and, consequently, 
IRS currently must rely on these institutions' voluntary 
cooperation in the examination process. With respect to 
banks, the summons authority would allow Treasury better to 
pursue non-compliance information generally developed by 
bank examination agencies. 
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Anothei purpose would be to follow up on Banlt Secracy Act 
criminal inveatigstlons where thet* was Inadequate infoi- 
■atlon to suatain a ciialnal pcosecutlon. A civil action 
with its lower standard of proof and scianter sight be the 
apptopdate resolution for such a watter. Because of Grand 
Jury secrecy any Information developed in the Grand Jury 
would not be available to Treasury, in such circumstances, 
summons authority would be helpful to Treasury to develop 
the civil case. 

Q.2 Turning to another provision, can you tell the Conunlttee 
how widespread you believe the problem of the willful violation 
of Bank Secrecy Act reporting requirements to be among employees 
of financial institutions? To what degree do you think an increase 
in the penalty will be a deterrent to involvement in laundering 
activities? What real effect will this have on drug traffickers 
and other criminals seeking to launder funds? 

A. 2. The Internal Revenue Service Crlninal Investigation Division 

has testified about Bank Secrecy Act prosecutions of 

financial institution employees. The increased penalties 

and the proposed negligence penalty in the Administration's 

bill should not only be a further deterrent to money 

laundering, but should act as an additional incentive to 

legitimate financial institutions to Improve Bank Secrecy 

Act compliance. Effective Bank Secrecy Act compliance 

programs, including good audit procedures, should act as a 

check on dishonest employees and will make the financial 

institution less likely to tall prey to money launderers. 

universal compliance with the Bank Secrecy Act reporting 

requirement will affect drug traffickers and other criminals 

seeking to launder funds by foreclosing laundering through 

legitimate financial institutions. 
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There is anothei potential effect on drug tcafftckets and 
oth«[ money laundeiecs. If S. 2306 1b enacted, the legal 
authority foe prosecuting money laundeiers who cause a 
financial Institution not to file undar the Act oc who 
structure transactions to avoid the reporting requlreaents 
under the Bank Secrecy Act would be clarified. There may be 
instances where a prosecution Cor a Title 31 offense could 
be brought where the underlying Illegal activity that 
produced the laundered funds could not be eBtabllshed. 
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RESPONSE TO WRITTEN QUESTIONS OF SENATOR » 
BRIAN BRUH 



Question) 

Can Y"" tgll the Committee how wldBspread you believe th^ 
problem of the willful violation of Bank Secrfecy Act reporting 

requlrementB to be among employeea of financial InBtitiH^ltinH. 

To what degree do you think an Increase In the penalty will be 

g deterrent to In volvement in la undering actlyltlea? What real 

effect will thla have on drug traffickera and other criminals 

aeeking to launder, fuoda? 

Response: 

We have convicted 34 bank employees since October 1984. 
Considering the nunber of banks and bank employees nationwide, 
this is a small number. He do not believe collusion by bank 
employees Is widespread, but tAien it does occur, substantial 
anounts of funds can be laundered without detection. 

For example, the Great Aioerican Bank of Dade County, Florida 
was Indicted for laundering In excess of S94 nillion fron January 
1980 through February 19B1 for various narcotics trafficking 
organizations. In another case, several Colombian nationals 
(known collectively as the Botero Organization) and D.S. citizens 
were charged with atten^ting to launder E57 million In V.S, 
currency through the branch of a Fort Lauderdale bank in an 
B-month-pe r iod . 

The current criminal penalty for a violation of the Bank 
Secrecy Act by a bank employee is five years in prison and/or 
a S250,000 fine. This penalty is an effective deterrent. We 
need to continue our efforts to identify bank employees and 
employees of other institutions who cooperate with criminals 
attempting to launder funds. 
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RESPONSE TO WRITTEN QUESTIONS OF SENATOR HATTINGLY PROM 
JAMES KNAPP and BRIAN SON 

< unnumbered question by Senator Matttngly) : Can you toll 
the Comnittee how widespread you believe the problem of the 
willful violation of Bank Secrecy Act reporting requirement e 
to be among employees of financial institutions. To what 
degree do you thlnlc an increase in the penalty will be a 
deterrent to involvement in laundering activities. What 
real effect will this have on drug traffickers and other 
criminals seeking to launder funds? 

Your question regarding Bank Secrecy Act violations by 
employees of financial institutions la a question which we 
can only answer with a limited degree of precision. While 
the Treasury Department advises us that thirty-four 
employees of financial institutions have been convicted of 
Bank Secrecy Act violations since October of 1984, this 
figure, by its very nature, represents only those employees 
who were identified, investigated, and prosecuted. It may 
be aafely assumed, as with statistics related to the 
commission of most crimes (especially so-called 'victimless' 
crijnes) , that a far larger number of persona than those 
actually prosecuted committed the offense but were never 
identified, let alone convicted. However, as an overall 
percentage, the number of bank employees who intentionally 
and willfully violate the Bank Secrecy Act's reporting 
requirements is probably rather small. Yet the possible 
consequences of even one 'dirty' bank in a thousand are 
enormous. For example, one bank, the Great American Bank of 
Dade County (Miami, Florida), laundered approximately 
ninety-four million dollars in thirteen months. 

An increase in penalties for money laundering, as for 
any offense, only serves to deter those persons who fear 
that they will be punished for their criminal activity. The 
deterrent value of increased sentences is a function of the 
likelihood of punishment (viz., apprehension rate) versus 
the perceived rewards for committing the offense. Because 
of the nature of money laundering, we feel that greater 
deterrence would be realized by providing strict penalties 
for a wider range of BKiney laundering conduct than just 
increasing the penalties for the current offenses. 
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S. 2306 is clearly a step In the right direction in 
that It proscribes a greater range of money laundering 
conduct, such as the intentional structuring of cash 
transactions to evade the Bank Secrecy Act's reporting 
requirenente. He feel, however, that the ccmbination of an 
even wider range of criminal conduct, «uch as is described 
in the Administration's Honey Laundering and Related Crimes 
Act, S. 1335, plus a maximum prison term of twenty years and 
a fine of $250,000 or twice the value of the money laundered 
(whichever is greater), would send a message to drug dealers 
and other persons contemplating laundering funds derived 
from illegal activities that the punishment for laundering 
the proceeds of a crime is as serious as the punishnient for 
the crime itself. 

Without a doubt, 'dirty' money will always have 
outlets, particularly if it can be taken offshore and 
returned as a 'loan," or otherwise have its illegitimate 
origin masked. However, if through broader proscriptions 
and enhanced penalties we can limit the legitimate outlets 
for illegitimately derived money, thereby limiting the 
rewards of such Illicit conduct, we may be serving to deter 
other persons from the underlying criminal conduct in 
addition to the money laundering activity. If nothing else, 
at least we will be making it harder for those persons to 
enjoy the illicit fruits of their illegal activities. 
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I you tell the committee hov widespread you believe tbe 
le willfull violation of Bank Secrecy Act reporting re- 
) be amoiiK employees of financial institutions. To wbat 
I think an increase in the penalty will be a deterrent to 
.n laundering activities? What real effect will this havf 
'Ickers and other criminals seeking to launder funds? 



.. Ihere has been no pcoof that any of the CTR filing violations have been 
willful . 

If a criminal praialty were in^sed, for the first time, on those persons ttKi 
laundoc, oc attanpC to launler, Che proceeds of their illegal a::tlvit:ies 
OlZOK^h banks by inducing or causii^ the bank anployee to file an incorrect 
CIK or to fail bo file a CTO, the law enforctment cenrounity and the 
financial Industry would have, for the first time, an effective iieapon 
eqainst drtq traffickers. 
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Q.l Do you believe that Congress could strengthen complianc* 
with the Bank Secrecy Act if we provided for the removal of an 
officer or employee from a financial institution if they were 
found to have violated the Act while working for such an insti- 
tution? 

i, 1, The autboiity of the Sectetairy of Tceasucy under 31 u.S.C. 

5 5312(al(2)(u) to designate a business as a financial 

Instlcution subject to the cecordkeeping and reporting 

requirements of the Bank Seciecy Act ie very broad and bo 

far has pcoued adequate to meet changing law enforcement 

needs, ho additional statutory authority presently Is 



Q.2 As you know there is an exemption from the Bank Secrecy 
Act reporting requirements for customers the banks consider to be 
running legitimate cash oriented businesses such as restaurants 
or grocery stores. The customer need not apply for such an 
exemption - its up to the discretion of each individual banh to 
grant such exemptions. Do you think it would help if we added 
a requirement to the Bank Secrecy Act that each customer given ' 
an exemption must apply for it and explain in their application 
why they need it and that we provide penalties for filing false 
information on the application? Do you think Treasury should 
also have to approve such exemptions? Why or why not? 

A. 2. He believe that rigorously enforced criminal and civil 

sanctions of the Bank Secrecy Act should be adequate to 

deter noncompliance. It would be difficult for Treasury 

to administer the sanction of removal of bank employees and 

believe that this is best left to financial Institutions in 

appropriate cases. A number of financial institutions we 

have spoken to have begun to dismiss enployees for even 

relatively minor failures to comply with the Bank Secrecy 

Act ot the financial institution's Bank Secrecy Act 

procedures. 
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Q.3 I understand that under the BanX Secrecy Act we require 
financial institutions, brokers, insurance companies, currency 
exchangee, pawnbrokers and even casinos to file currency trans- 
action reports. Onder the Act as now written can you require 
other types of businesses to report If they become a place to 
launder money or do we need to give you additional statutory 
authority if you need to do so? 

A. 3. As we have testifed, we do not believe that all exemptions 

should be approved by Treasury, but that banks should retain 
the primacy responsibility to determine the appiopi lateness 
of eueraptions of transactions with retail sellers of goods, 
restaurants, etc., at amounts commensurate with their 
businesses. The bank Is in the best position to know Its 
customers and the nature of their businesses. The alter- 
native of the Treasury approving every exemption would put 
responsibility for evaluating exemptabillty in the hands 
of a patty with inferior knowledge of the customer and 
ultimately weaksn, rather than strengthen, the admin- 
istration of the Act. 

We are considering a regulatory enhancement to the exemption 
process, whereby a bank would have to obtain from the 
customer certification on a Treasury form that the 
information on which the exemption would be based was 
correct. This Information includes the nature of the 
custcmier's business and the amount and type of regular cash 
transactions. Filing of the form would not relieve banks of 
the responsibility to make further inquiries in cases where 
they have reason to know that the information is false, but 
in other circumstances the bank could rely on the 
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information pcovtdad. Thaae fotns would be tequliad iriiettiec 
a bank was granting an ex«Mptlon unllatarally or applying to 
Treasury for a special exemption. In cases wher* a special 
exemption la sought, the financial Institution would file 
the forma with Treasury and Treasury would avaluate tha 
Information In granting any apccial exewptlona, h customer 
who provided false Information could be prosecuted under IB 
O.S.C. S 1001 and, if 5. 3306 ia enacted, would also be 
directly liable under the Bank Secrecy ftct. 
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RESPONSE TO WRITTEN QUESTIONS OF SENATOR PHOXHIRE FBOll 
BRIAN BRUH 

Question (l)i 

C«n yon tell ua what la the average danomlnattgn ° * Boney 
ordTB and caahiara checka ^urchnnmA n*-. hankn and other financial 
inattbutlona? Doea thla vary in different oarta of the country 

ana If an why? Should Congteaa qlva law enforcement offlclala the 

and if ao ifhy? ShBulfl, CongKHH Bl7e !«¥ tntorccfflcnt ottlcialg^tla 

and if aa thy? Bhould Congraae qlga Inn enforcement offlclala the 

located ? 

Response : 

We have no Infocnatlon regarding the average denonlnatlon of 
noney orders and cashiers checks purchased, nor do ve know If this 
varies In different parts of the country, Howeveri based in large 
part on the types of cases we have Investigated, we have found 
that Koney launderers favor large urban areas where there are 
nDBsroDS financial Institutions and their activities are acre 
difficult to detect. 

He belleye raising the reporting requirements In certain 
geographic areas would very likely result In the money launderers 
■ovlng their activities into those areas where the reporting 
requireaents arc higher. Secondly, having different standards 
apply in different geographic areas may make It difficult to prove 
the money launderers' knowledge of the reporting requirement s 
since they would not be uniform. This could hinder our ability to 
prosecute such violators. In addition, separate reporting 
requirements in different areas of the country would complicate 
the processing of Currency Transaction Reports ICTRs) . Therefore, 
we prefer that all financial institutions be required to report 
cash transactions on a unlfoca basis. 
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Question (2] i 

I andetatand that IRS has been given the -job o f miiltoriitq 
the Currepcy TraitBactlon Reporta required under the minfc n^r.r^f.y 

ftfitj Aa you know S. 571. the bill I am co-sponporlng with Senator 

D'Amato. prOTldee for qdiB.lnint rative gubpopn a power In th» 
Treatiury Deparf ant to enforce the reportln^r regulrementa of thy 

bSt± Soaie are conperned t^at gueh power Blq^t be Obuae ^- Doea 

the TRfi already hage aueh Bubpoena power under Title 26 of the 

D.S. Code? For what purpopea ^o^a t,\iB TRS use that power? Baa 

the agency been accuaed of abualng that power? Why do you need 

additional subpoena power in Title 31 %o ^nfprpe tfae ^pnk Secre'fY 
Act? 

A) Doea the IRS already have auch aubpoena power under Title 
26 of the n.S. Code? For what purpogea doea the TRS uae that 



The Internal Revenue Service does not have subpoena power, 
but does have administrative Bummans authority for... "the purpose 
of ascertaining the correctness of any return, making a return 
where none has been made, determining the liability of any person 
for any Internal revenue tax... or collecting any auch 
liability....* (26 D.S.C. 7602). Taxpayers and third partlea nay 
be summonsed to produce books and records or to testify regarding 
matters relevant or material to the Inquiry. Tbla authority la 
available for both civil and crinlnal tax cases. 



^d by Google 



PROXHIRE— BRUH 

B) Haa thg ■qgncy haen accuaed of abualng that povpr? 

Response I 

A taspayeE or a thicd party nay cballenge IRS sonKins power 
by [eqnesting a jadlclal detecBlnatlon in a BumaDns anforceBent 
action. Mo aanctlons are loosed for failuctt to coiply with a 
BowoB bflBed npon good faith objectlona ontil a BOHaoiiB 
enfoEcaacnt action la brought, a court orders conpllanoe and the 
wltneBS tbereaCter defies the order. B><a»iin g. capl tn. 375 O.S. 
440 (1964} . 

In a Bealnal SupEBae CosEt decision) n.S. v. Pouell . 379 U.S. 
48 (1964), It was establlBbed that the goverment sust satisfy 
four factoEB to obtain jadlclal eofoEoenent of an IRS snBnonsi 

(1) the. susBODB oust be seEved'fOE a legitimate paiposei 

t2) Uw Baterlal suMBonsed nuet be Eelersnt to that pucposei 

(3) the snamonsed Infocmatlon Hist not alEeady be in the 
goveEnnent'a pOHSeselont 

(4} the proper adalnlBtEatlre steps aust have been followed. 

The IRS has hlBtorically be«n Bustalned in suHaons 
enfOEceaent litigation and this can be attElbuted to our strict 
internal controls over the issaance of stwvinses. 

C] Why do ypp nped additional aubpoena poif r Ip T^t^e 3}. ^f, 
enforce the n-"fc B»freCY Act? 

a. SuaBons authority is necaasary in otdeE to protect . 
cooperative financial InBtitutions that wish to pEovlde 
infoEBatlon to the Service but fear law suits by cuatcaers 
fOc alleged violations of the 197B Financial Privacy Act. 
Thla antboEity la partlcalarly deslESble for civil . 
eaaMlnatlons. 
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b. awnons antboElty Is also necesaacy In ocaec to conpel 
tha production of appcopclate books and racorde to deterBlna 
If financial inetitutlona have coMplied vltb tha raportlng 
and ceeordkeeping raqnlraBants of tba Bank Saccacy Act. The 
IRS haa jurisdiction to vonttoi Tltla 31 tepoctlng and 
Eecocdke>ptng coi^llance by non-bank financial Inatltatlona 
(as well aa a vary United oatagory of Title 31 banks), but 
ve have na. ceeoarae against an Institution that rafaaes to 
pEoduca Its lecocds, 

c. In the contest of a Title 31 crlainal investigation. 
suBHOns ButboElty vould ellBlnate ouc need to rely upon the 
grand jury ittbpoena as the sole nethod of coapelllng the 
production of relevant information. Nlthout stmiona 
authority, we are unable to effectively conduct an 

admin lBt[ at ive Investigation In Title 31 cases. Sola 
tallance on grand jury Invest igatlone has certain drawbacks. 
Disclosure of infocMtlon presented to the grand jury 1b 
quite United (See Rule 6 (el of the Federal Rules of Criulnal 
Procedure). If an Indicbsent la not returned, the grand jury 
Material will not be available to assist a civil tax audit. 
The Supreme Court held in Dnited states vg. Bnoff ot. 103 8. 
Ct. 31G4, that dieclosuce of grand jury material for use In 
an IKS civil audit is not appropriate because the priaary use 
of the ■atarialB should be to prepare for litigation and not 
to detacKlne the correct aaount of tax liability. 

Conveulng a grand jury also reqalces use of Justice 
Departaent resources and the Court system at the Investigative 
stage of the case. Contrast this with an adninlBtEativtt 
Invest i<|Bt ion (2/3rds of out Title 36 Investigations), in which 
the judicial systMi is only utiliced If the investigation reveals 
that prosecution la warranted (and the case is referred to the 
Justice Departaent) . 

-■ Althongh the grand jury is an essential investigative tool, 
having the option of conducting a Title 31 investigation 
administratively would definitely iiprove our ability to enforce 
the Bank Secrecy Act. 
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(uniiuMbered question by Senator Proxmlra) i One reason drUg 
traffickers hire smurfs to convert illegally obtained cash 
into cashier's checks Is because cashier's checks can ba 
brought into other banks for dsposit and the receiving bank 
does not have to file a Currency Transaction Report on 
cuaulated deposits of such checks, do you believe banks 
should be required to file Currency Transaction Reports on 
deposits of money orders and cashier's checks in excess of 
$10,000 as they now muEt do for cash deposits? 

With regard to whether banks should be required to file 
currency transaction reports (CTRs) on deposits of money 
orders and cashier's checks in excess of S10,DC0, we have 
been advised that the Department of the Treasury does not 
support such a change. The Treasury Deportment's position 
is based prlMarily on the belief that such a reporting 
requirement would create an undue burden on banks and would 
most likely relate to legitimate activity. As an 
alternative, the Treasury Dapartnent has proposed a 
regulation requiring a bank to report the sale of any 
instrument (e-j., cashier's checks, bank money orders, 
certificates of deposit) if the instrument is bought with 
cash totaling $3,000 or more. 

Our main interest in this area is to make sure that . 
cash, which does not inherently create a "paper trail" when 
it is exchanged, can be adequately traced by investigators. 
As such, we would agree with the positions taken by the 
Treasury Department. 

[question by Senator Proxmire directed to Assistant United 
States Attorney Brian Sun regarding the purchase of money 
orders at post offices] 

He defer to the views of Assistant United States Attorney 
Brian Sun with regard to this follow-up question which was 
directed to him. 
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(unminberad question by Senator Proxmirel t On April 23, 
your boss, Aseistant Attorney General Stevs Trott, testified 
before the House Banking Comilttee. He said that when he 
went to places in Latin America, like ColoBbia, where drugs 
are grown and processed and (he was] asked what those 
countries were doing about the problem - he was often told 
*If your people weren't spending $80 billion a year on this 
stuff, we would not have our people growing it." That is a 
good point. Has Justice done any studies as to why there is 
Buch a deaand for illicit drugs in this country? Do yon 
have any personal views on the matter? 

From the earliest days of this Administration, we have 
been aware that the nation's drug problem required a national 
strategy which utilized government and private-sector 
resources to address the drug problem at five separate 
pointsi drug-abuse prevention; drug law enforcement; 
international cooperation to control narcotics t medical 
detoxification and treatment; and research. Studies into 
the problem of drug abuse, aimed primarily at deteminlng 
why people start taking drugs, have been conducted, inter 
alia , by the National Institute on Drug Abuse (NIDA) . Many 
of the steps taken to discourage drug and alcohol abuse 
among school-age children have been based upon information 
found in these studies. 

Efforts toward teaching the destructive nature of drugs 
and the benefits of positive behavior, such as making good 
decisions and constructively handling responsibilities and 
feelings, are aiding children in moving away from drug-taking 
behavior and towards embracing positive goals, such as 
excellence in education, physical fitness, and personal 
integrity. The 'Just say no' campaign has shown that 
children have a choice to say no to drugs, and the peer 
pressure which many believed used to encourage drug use has 
now been shifted to discourage such drug use. 

He can see that our efforts at prevention are finally 
producing measurable results among our school-age children, 
and it is believed that these gains will i^rove steadily. 
Still, there is at least one generation of Americans that 
received the wrong messages concerning drugs in their 

- 35 - 
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foimatlve years, luch as the erroneous conc«pts as 'hard' 
drugs and "soft" drugs, "recreational use," etc. Because 
many of these people are beyond the point at which they are 
able to comprehend the harm these drugs are causing to 
themselves and others, it must be the responsibility of all 
caring persons to make sure that the true message regarding 
the dHStroctive nature of drugs gets through to these 
persons. He cannot be "innocent" bystanders to the effect 
of drugs on our families or our friends. The parade of 
lives that have been lost to cocaine, heroin, marijuana, 
PCP, LSD, and all ether drugs that someone at some tl«>e 
thought would be "OK," "just once," because "everyone else 
is doing it," must stop. The right messages must go out. 

He acknowledge the fact that our citizens spend an 
estimated $B0-110 billion on drugs every year, and that this 
demand for drugs exacerbates problems in other countries 
where many of these drugs are grown or processed. As we 
have stated above, however, we ate working to reduce the 
demand for drugs in the United States, which should lessen 
the negative impact on those foreign countries, we ere also 
actively working with the governments of drug-source and 
drug-transit countries to help them in their efforts to stop 
the production of illicit drugs and otherwise to keep drugs 
from reaching the United States. 

As to an official from a foreign country where drugs 
are grown for use in the United States who claims that it is 
only our problem, we would advise him or her that the 
problem is in his or her own country, too, and at a level 
which is probably increasing yearly. It is for this teason, 
in addition to curtailing the drug problem in the United 
States, that we must all work together to stop the illicit 
production of drugs. 
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Q. (unnumbered question by Senator Proxmire) : On April 16, 
Mr Richard NaBsenaar the Aesietant CaaiiBBloner foe 
Criminal Investigations at the IRS, testified In the House 
that during 1985 the IBS recommended that 137 financial 
institutions be prosecuted for money laundering. Can you 
tell oa how many of those recommendations vere pursued by 
tha Justice Department and how many were pursued success- 
fully? I would also like to know if Justice did not pursue 
some reconmiended pcosecuCions th* reasons, It did not do SO. 

A. According to figures provided by tha Intamal Ravanua 
Service, Fiscal Year 1985 began with 144 allegations of 
possible violations of Title 31 (the Bank Secrecy Act) under 
review by the United States Attorneys' Offices or pending 
indictment. During FY 'BS, the IRS referred an additional 
317 matters to the United States Attorneys' Offices (not the 
137 transposed in the question). Of those 461 matters, it 
is our understanding that 276 were indicted, prosecution of 
ZS was declined, and the remainder were under revletr or 
pending indictment at the end of FY ' 85 . Also during 
FY '85, there were 163 convictions tor Title 31 violations 
which had been investigated by the IRS, including 8 
convictions of financial institutions. However, because of 
the time between referral, indictment, and trial, not all of 
those 163 convictions were for matters referred ox indicted 
during FY ' 85 . 

Although we cannot comment on why, in any particular 
instance, the Justice Department did not pursue a Title 31 
prosecution, as recommended by the IRS, we will state that 
the role of the Department of Justice in these matters is to 
use our independent judgment and discretion in determining 
the strengths (and weaknesses) of a particular case. It can 
be stated with asBUcance that the cases which were declined 
were probably treated in that manner because of evidentiary 
weaknesses, most likely relating to the requisite proof of 
knowledge and willfulness which Title 31 prosecutions 
require, or, as noted in the answer to question l.c), supra , 
the theory of the Investigation related to a variety of 
"structuring" which has since been placed in doubt by the 
recent decisions of several of the Courts of Appeals, and 
the United States Attorney's Office decided not to pursue 
the matter further because of the adverse case law. 
- 37 - 
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RESPONSE TO WRITTEN QUESTIONS OF SENATOR PROXMIRE FROM 



Q.l. As jrou know there Is presently a procedure under the 
Bank Secrecy Act whereby banks can exempt cash transactions by 
certain customers, auph as Rrocery stores or restaurants, from 
the reportlnK requireijeijts under the act. That process la sometimes 
abused and banks somefimes get Into trouble because of It. Do you 
think It would be helplul if the hank customer had to formally 
file for such an exemption Indicating the source of hts cash and 
Che nature of his business? Do you think the Treasury Departnwnt 
should be required to approve any such exemptions? Why or why not? 

A. 1) If a banlc custtxner formally filecl toz exaaptiaoB, the amount of 

exenptions would sil>Btantlally decrease causiig a tronendous increase in 
CIR filings. Legitimate business custmers are not adversely affected by 
the filing of a CTR and have no Irx^eitive to receive an exoDptlcn. 
Exanptions are for the benefit of the financial institution and the 
efficient investigative purpose of e Cfb. 

Bsuever, approval of exanptions by the Tteasury as pcoposed by S^uitoc 
DeConcinl in S, 13B5 would lessen sane of the repartl:^ profalans 
associated with exanptions. 

S. 1385 would anend 31 U.S.C. 531B, uhlch gives the Secretary of the 
Treasury authority to "prescribe (or revoke) an BEpropriate siasption'' by 
rehiring the financial Institution to provide to the Secretary of the 
Treasury (or his delegate) "a list of custoners of the financial 
institution ubose transactions have been exacpted" andlie further 
requiri:q the Secretary to "review and approve or eewote the list of 
exanptions within 90 days after the date of receipt." If the Secretary 
fails;] bo notify Ue finan:;ial institution within the tine provided, the 
exanpclon list HOUld be deemed approved. Ihese pcoposed dianges uould 
en:ourage frequent review of the Cm esianption lists and provide 
financial Institutions with an incentive to internally review and H3date 
their lists. Ihese rsvieue would guarantee that the lists are used oilly 
for their custoners clearly intended to qualify under the regulations. 

Q.2. Do you think that a bank's willful violation of the 
Ban)[ Secrecy Act would be an unsafe or unsound action sufficient 
to Justify the withdrawal of a bank's FDIC insurance? 

A . 2] At vtiat point does a willful act of an anployee becane the equivalent of 
"a practice of the bank" or a willful violation of the bank, thereby 
puttiiq the bank at'tlsk of losing its deposit insurance. This is just 
one of many gr^ areas that needs clarification before ue can respwd 
further. 
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Q.3. In recent hearings on this subject before this committee's 
counterpart on the House aide, an admitted mooey launderer expl«inei) 

how he achieved his results. One of tbe most suprislng aspects of 
this technique was the ease in which the "smurf" was able to convert 
the dirty money into cVshief's checks or other negotiable instruments 
without the use of any identification. 

Do you think that this problem, the ease in which the money 
launderer can convert his cash into negotiable instruments needs 
to be addressed also? And, what do you think can be done to remedy 
this 



) It has been suggested that one remedy to the easy convertibility of cash 
into negotiable InEtrunents houU be to IJitilt the sale of cashiers' 
checks to only established customers. Ftost o£ the suggested solutions to 
this probloD cteate new pcdbleiBB of their own. 

Basy convertibility should not be regarded as the cause of the problan of 
drtg trafficking, but only one area in which the problon of dri^ 
trafficking manifest* Itself. 
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STATEMENT OF EUGENE T. ROSSIDES 

REGARDING HONEY LAUNDERING PROPOSALS 

TO THE 

COMMITTEE OH BANKING, HOUSING 

AND URBAN AFFAIRS OF THE 

UNITED STATES SENATE 

May 15, 1986 



Mr. Chairman and Members of the Coimiittee, I appreciate 
tha opportunity to eipiesB my views on the various money 
laundering bills now being considered by Congress . I address 
this issue from the somewhat unique perspective of having dealt 
with the Currency and Foreiqn Transactions Reporting Act of 
1970 ('Act') from both sides of the regulatory fence. From 
19GS to 1973 I served as Assistant Seccetscy of the Treasury 
for Enforcement, Tariff and Trade Affairs and Operations. In 
that position I presented the views of the Treasury Department 
and the Administration to the House and Senate Banking 
Connittees which considered the Act when it was proposed in 
1969. Following its enactment, my reaponsibllitieB included 
the enforcement of the Act . In my present capacity as a 
partner In a law firm In Haahington, D.C. I represent a major 
U.S. banking institution. I also serve as a director of a 
national bank. These banks ace committed to doing all they can 
to fully carry out their responHibllities under the Act but at 
the same time are concerned about protecting the trust of their 
law abiding customers — a trust which is the linchpin of our 
domestic banking industry and which depends so importantly upon 
individual privacy, which has been increasingly encroached upon 
by government actions. I therefore appreciate the opportunity 
to present my vleMe on this important issue. 

sslonal hearings have underscored, 
:tant complement to drug trafficking 
and other criminal activity. While efforts thus far to abate 
money laundering have had serious limitations. Congressional 
and media attention to the subject over the past year have 
produced a high level of vigilance in financial institutions 
and a high level of conaciousness among enforcement officials. 
In general, this has been an altogether salutary development. 
Nevertheless, I perceive as troublesome certain aspects of the 
current debate about money laundering legislation. 
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First, MhllB money laundacing is a sarious problem that 
must be vigoiously addresEed, it does not neceaaarily follow 
that Imposing bioad new requirements upon banks Mill solve the 
pcoblsm. Second, I become concerned when I see the law 
enforcement community shifting its focus away fioni drug 
trafflckecs and others in organized criminal groups and 
preoccupying Itself with ceporting failures by banks. While 
some banks have been less than diligent In meeting their filing 
obligations under the Act, I think William Nickeraon, former 
Deputy Assistant Secretary of the Treasury for Enforcement, was 
directly on point recently whan he observed thst the government 
had 'misenf orced* the law by prosecuting bankers instead of 
narcotics dealers and other money launderers and that "what 
we've seen is a loss of understanding of the purpose of the 
act.-l^ While the recent Congressional attention given to 
enforcement of the Act has been commendable, the Congress 
should not in the process allow the law enforcement coimminity 
to escape critical review and scrutiny foe its own singular 
failure to effectively combat drug tiafflcking. 

The Currency and Foreign Transactions jteporting t^qt of 1970 

To understand the application of the Currency and Foreign 
Transactions Reporting Act of 1970, often referred to ss the 
'Bank Secrecy Act', one must recall the purpose for which it 
was enacted. with direct authority over the U.S. Custom 
Service and Secret Service, as well as policy supervision 
regarding IRS criminal enforcement, I, along with Qther law 
enforcement officials, supported passage of the Act as a useful 
tool to augment existing criminal investigations. We worked 
with Senator Proxrolre, the sponsor of the Senate legislation. 
Senator Wallace F. Bennett and this Committee's staff to 
fashion an effective bill. The data to ba retained by the 
banks under the Act was to provide a source of infomation to 
bolster or help direct ongoing investigations of targeted 
suspects anS future specific investigations. It was created to 
ensure that documents relevant to a particular suspect remained 
" ' for the use of investigators and prosecutors. The 
: target was the alleged criminals being investigated, not 
the banks. The reporting requirement established pursuant to 
the Act was. in general, a continuation and alteration of then 
existing reporting requirements. 

The Act was passed only after Congress took the time to 
strike a balance of the needs Of law enforcement with the 
administrative burdens the recordkeeping and reporting 
requirements imposed on financial institutions. The Act was 
viewed by those in law enforcement, the financial industry and 
the ' Congressmen and Senators who passed it as primarily a 
recordkee ping and record retention law. Indeed, its provisions 
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aca contained In the United States Code undec the heading 
'Racoids and Reports on Konetary Instruments Transactions." 
The Act did not establish and Mas never understood to have 
established a relationship between Einanclal institutions and 
government whereby banks would be required to conduct 
surveillance on their custonera and report the slightest 
suapicioua transactions to govarnnient agencies. Such a concept 
is alien to our system of law and justice. 

Aopllcation of the Act Over the Last 15 Veara 

After conducting a thorough investigation of utilization 
Of the data gathered under the Act, the Comptroller General 
reported to Congress in 1981 that 'the reports required under 
the Act are not uidely used and their potential utility as an 
Investigative tool is unknown. '2/ The Comptroller General 
concluded: 'After 10 years, the Bank Secrecy Act has not been 
used sufficiently to demonstrate whether the demands it places 
on the private sector, especially financial Institutions, are 
conxnensurste with the benefits obtained by the Federal 
Government . '3/ 

Although the Comptroller General's report put the 
agencies on fair notice as to the lack of adequate utilization 
of currency transaction reports ('CTIts') and related documents, 
the banking industry was not made aware of any substantial 
failure of compliance on its part. Thus, the Comptroller 
General reported that according to the bank regulatory agencies 
in 1981, "fewer than 2 percent of financial institutions fail 
to comply with the' reporting requirements."*^ While the fact 
that the government was seemingly satisfied with the banking 
industry's compliance with the Act Is not an excuse to become 
complacent about the reporting requirements. It was certainly 
evidence of the relative lack of importance the government 
placed on the reporting requl renvents imposed under the Act. 

In the intervening four years between the 19S1 GAO report 
and public revelations of the Bank of Boston situation, the 
federal government did little to alert the financial industry 
to any serious compliance problems. As reported to Congress on 
October 39, 19B5 by Hi 111am J. Andersen of the General 
Accounting Office, a than recently commissioned study 
damonBtrated that the Bgancles "have given Bank Secrecy 
aiaminations a relatively low priority. "5/ The study showed 
the agencies had allocated insufficient resourcea to this area, 
used relatively inexperienced examiners, failed to establish 
sufficient procedures for compliance examinations, and failed 
to adequately document their examinations. GAO found a lack of 
connunication and coordination between the Treasury Department, 
charged with enforcement of the Act, and tha regulatory 
agencies, whose task it was to determine adequate compliance. 
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With limited exceptions, auch as in south Florida, the 
majority of banking Institutions apparently believed they were 
complying with th* reporting tegul rements . By 1985, however, 
it became clear that the government ' ■ lack of en^hasls on 
currency reporting requirements was apparently being mirrored 
by some financial Institutions which were charged with filing 
CTRs. The recent rash of fines Imposed on soine of the banking 
industry's larger members evidences what in fact was a less 
than total coranitment by the industry as a whole. Tlius, for 
the first time the industry was awakened to its less than 
exemplary record of compliance with the Act. 

Present Application of the Act 

While there has been an obvious lack of emphasis on the 
reporting requirements from both government and industry, 
recent events starting with Operation Greenback have turned 
this situation around. The importance of full compliance with 
the reporting requirements has been brought home to financial 
institutions through the substantial penalties levied against 
several institutions as well as the heightened Congressional 
and media attention paid to the money laundering problem. 
Fortunately, both government and the financial industry have 
reacted positively and have instituted actions to take the 
steps necessary to ensure full compliance with the Act. 

A large number of banking institutions recently conducted 
reviews of their own procedures for the filing of CTRb. This 
has resulted in a marked increase in the number of CTRs filed 
— from 700, 000 in 19B4 to approximately 2,000,000 in 1985 and 
an estimated 3,000,000 in 1986.^^ The Increase in filings 
has necessitated a 500% increase In the IRS staff r'equlred to 
process the forms. ^ \ Additionally, many Institutions have 
Implemented new procedures to train their tellers and other 
personnel on the completion of CTRs. A number of banks have 
created new internal audit procedures to ensure compliance and 
some have hired compliance officers to oversee their reporting 
operations. Officials from some 6,200 banks have viewed a 
Department of Justice educational tape on money laundering 
techniques. As pointed out by U.S. Assistant Attorney General 
Stephen Tcott, the American Bankers' Association Is actively 
promoting the education of bank employees regarding money 
laundering and compliance with reporting requirements. 8 

The agencies, too, have taken steps to ensure stepped-up 
compliance with the Act. For example, until recently the banks 
themselves decided which of their customers could be deemed 
exempt from reporting requirements. A small number of banks 
routinely submitted their exemption lists voluntarily to 
Treasury for its review due to the uncertainty of who was 
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entitled to an exemption, under a cegulation made effective 
January 1, 1986, eKenptions fron reporting requicements ace now 
subject to revieu by the IRS. 2/ Recent cegulatocy changes 
have also brought casinos under the ambit o£ the reporting 
requirement. 

The government has also established or put new enpharia 
on data retrieval programs to make more effective use of the 
information collected, such aa the Treasury Financial Law 
Enforcement Center in Washington, Q.C, involving specialists 
from the IRS, Customs, FBI, DEA, and Justice Department. Ifl' 
The agencies have instituted new examination procedures geared 
toward a more comprehensive review of compliance with the Act 
and have established an Interagency Working Group to help 
ensure coordination among the various agencies involved in this 

Instead, however, of taking the time to properly review 
the results of this new heightened enforcement of existing 
provisions of the Act to determine if the benefits to law 
enforcement justify the burdens placed upon the government and 
the banking industry, bills have been submitted to Congress 
which threaten to stretch this recordkeeping, document 
retention and reporting law beyond its logical limits. These 
bills would impose even greater demands on the industry without 
a correlative benefit to government. The bills presented to 
Congress threaten to distort the Act Into something It Is not, 
was never Intended to be, and should not become. 

Proposed Amendments to Titla la - alght to Financial Privacy 

As a former supervisor of Treasury law enforcement 
agencies with jurisdiction over this area, I am well-acquainted 
with the importance of government having reasonable access to 
the financial records of suspected drug dealers and other 
criminal elements. That is why during my tenure at Treasury I 
initiated eCCorts in 1969 to do something about Swiss bank 
secrecy, which led to a treaty with Switzerland to assist U.S. 
enforcement particularly in organised crime cases. 

I also initiated and supervised a federal program 
directed at the illegal profits of the drug traffickers, the 
Treasury/IRS Narcotics Trafficker Tax Program {"HTTP") , which 
focused on the financial and tax records of suspected drug 
dealers, in only 17 months, from July 1, 1971 through December 
31, 1972, the program resulted in 1,175 major drug dealers 
coming under full net worth tax Investigation and tax action 
taken against 1,239 minor traffickers. Collection and seizures 
amounted to $15,625,792, which amount exceeded the cost of the 
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PTogram. CSe« Exbibit 'A" - Tb« Twelve Month and Seventeen 
Month Reports issued by the Treasury Department, Office of Law 
Enforcetnent) . By prosecuting violators under the Tax Code, 
this highly successful and cost-effective pTogcam resulted in 
the indictment, conviction and imposition of fines on 
unprecedented numbers of drug traffickers and disruption of 
theic operations. Unfortunately, that program was phased out 
after I left Treasury. It should be revived if we are serious 
about effective and cost-efficient law enforcment against drug 
traffickers. 

The importance of financial information to a specific 
criminal or civil investigation does not, however, warrant 
transforming the banks into an arm of the federal prosecutor. 
This is precisely what the proposed amendments to the Right to 
Financial Privacy Act contained in the bills presented to 
Congress would do. 

Reacting to the Supreme Court decision in United States 
v. Miller . which held that a customer of a financial 
institution has no standing to contest illegal government 
access to his bank records. Congress in 1978 debated long and 
hard — more than 100 privacy bills were introduced and more 
than 40 days of hearings were held in the House alone -- on the 
Right to Financial Privacy Act. What was debated for so long 
was how to permit maximum law enforcement use of financial 
records while protecting the rights of cltitens to entrust 
their money to a financial institution with the knowledge that 
thetc personal financial records would not be turned over to 
the government without a legitimate reason. Both the majority 
and minority House reports recognized this balancing of 
interests as the primary focus of the RFPA: 

Title XI is intended to protect the customers of 
financial institutions from unwarranted intrusion 
into their records, while at the same time 
permitting legitimate law enforcement activity. 
Therefore, the title seeks to strike a balance 
between customers' rights of privacy and the need 
of law enforcement agencies to obtain financial 
records pursuant to legitimate investigation. 
[Majority Report] 



Against the needs of the government, it is 
necessary to balance the need for privacy of each 
Individual. A delicate balance must be struck 
because claims on both sides are legitimate. 
[Minority Report]!^ 
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Congress should not now, in the nane of the admirable 
goal of [educing mon«y laundering and the dcug trafficking 
intertwined with It, act too hastily and destroy that delicate 
balance it reached in 197B, particularly when there is little 
or no proven benefit to be derived therefrom. The rights of 
the overwhelming majority of bank customers who engage in 
proper and legal transactions should not be abrogated simply 
because prosecutors are able . to relate to this Subconnlttee 
several stories about the "one who got away". 

The RFPA, in Its present form, already allows the 
government to : (1) obtain a customer ' s f Inancia 1 records 
pursuant to a court order, judicial or administrative subpoena 
or, under certain circumstances, simply a formal written 
request to the financial institution; (2) delay the bank's 
notice to the customer of the inquiry if there is reason to 
believe the notice will lead to tampering with evidence, flight 
from prosecution or otherwise seriously jeopardise an 
investigation of criminal conduct; <3) receive Information 
voluntarily provided by financial institutions regarding the 
possible violation of a criminal statute; and (4) share with 
another agency financial records which are relevant to a 
legitimate law enforcement inquiry of that agency. 

The bi 1 Is seeking to amend the RFFA relax the standards 
under which banks are to provide the government with 
information about their customers and Increase the information 
and records to be provided. In combination with the proposed 
amendments to Title IB of the U.S. Code which would subject 
banks and their employees to criminal prosecution for 
conducting a transaction in which there was any reason to 
believe the funds were illegally derived, the proposed changes 
to the RFPA would force banks into the untenable position of 
spying on the very customers whose trust is essential to their 
survival. Financial institutions would be forced to report 
transactions involving the slightest auspicious behavior, for 
fear of being prosecuted for engaginq in a money laundering 
transaction. Thus, the proposed amendments to Title 12 subvert 
one of the main purposes of the SF7A, which, as stated by 
Congressman Whalen, co-sponsor of the principal bill finally 
enacted, was to 'restore the record holders, the banks and 
credit card companies, to their proper role as impartial 
custodians of records. "11^ 

Additionally, the Administration's bill would allow 
government agencies to trade financial records In the event 
they "may be" relevant to a natter simply within the agency's 
jurisdiction. This new power would turn traditional notions of 
law enforcement on their head. Agencies could trade 
information on our everyday financial transactions until they 
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find or create aomtt reason for an investigation. Such an 
Orwellian atmosphere in which our financial transactions are 
subject to dally review by the government is an intrusion of 
privacy rlqhts of the highest order. 

There is simply no precedent for the type of unwarranted 
governmental power which would result from the proposed 
amendments. I do not believe it to be an exaggeration to state 
that if the procedures proposed in the Administration's bill 
are enacted, the trust upon which banking institutions depend 
so dearly will be severely damaged. Banks would in effect 
become assistant prosecutors or at the very least well-placed 
snitches who keep tabs on the local citisenry. If the public 
conies to believe that their bank on the corner Is acting as a 
conduit of information for a host of government agencies, many 
upstanding citizens may find alternatives for retention of 
their funds. 

The requirements Congress put in the RFPA are reasonable 
and the minimum necessary for protection of our privacy. These 
Congressionally created 'obstacles' are no greater than Miranda 
warnings or probable cause and warrant requirements or other 
limitations on the prosecutor which are designed to protect the 
vast majority of law-abiding citisens. For instance, each and 
every time federal law enforcement officials have sought to 
delay notification to the bank customer that his records were 
being obtained, that request has been granted. The government, 
however, has made little use of this provision, seeking a delay 
of notification only 48 times since 1978.1^ The loss of 
confidence that further encroachment on our privacy may entail 
is too high a price to pay when the new stepped-up compliance 
with the Act, 'as it presently exists, has already resulted in 
signiEicant increases in the filing of CTRs. 

- Making Honey 

Although there is a respectable body of opinion that 
current law provides adequate bases for dealing with money 
laundering, there appears to be need of a statute punishing 
individuals who knowingly and intentionally participate in the 
laundering of illegally derived funds. He must be careful, 
however, not to create a law whose effect will be to punish the 
innocent bank teller or official who is unsuspectingly made a 
party to the money laundering schema or the bank with a 
faithless teller or official. For this reason. Congress should 
reject any money laundering legislation which imposes crininal 
liability on bank personnel for anything less than knowledge 
thst the transaction they are handling involves illegsl funds 
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ADS specific Intent to engags in that transaction Ear tha 
pUEpos* of iBundaEing those funds. Unfortunately, none of the 
bills presently befote Congress invose such a standard. 

The application of criminal penalties under the "reason 
to Itnow', "reckless disregard' or 'substantial risk* standards 
which appear in the bills Is not only unfair but also 
unworkable. These bills would question whether the teller had 
'reason to know' if an otherwise perfectly proper and everyday 
transaction involves money from some other illicit transaction, 
which occurred at some earlier time, st some other place at 
which the teller was not present. The problems in applying 
such a standard are obvious, especially given the fact that 
most tellers have only a high school education and typically 
remain in the job less than a year. 

When does a teller have 'reason to know' or act with s 
'substantial risk' that an otherwise normal transaction 
Involves tainted funds? What if an ez-convict deposits $5,000 
in cash? Must a toller file a report when an individual under 
indictment for embezzlement obtains a cashier ' s check for 
$G,500T What if one teller read the story in the newspaper 
about the Indictment and another teller did not? Are they held 
to different standards? What if a customer buys a new car and 
starts dressing in more expensive clothes? Mould a teller have 
to report all transactions close to but under $10,000? How 
Close? t9,B00? $9,0007 $S,0007 Must a teller report the 
transaction of a customer riunored in the neighborhood to be 
involved in organized crime? What if it merely involves a $150 
deposit? 

Additionally, what is the teller to do if he or she 
actually suspects the transaction to involve illegally derived 
funds? Under most of the bills it would be illegal for the 
teller to engage in the transaction. Thus, the teller would be 
forced to confront the alleged money launderer. This would, of 
course, result not only in warning the alleged criminal that 
his actions will be reported to law enforcement officials, but 
also place the teller in a potentially dangerous situation. 
Moreover, when the overly suspicious teller — which is exactly 
what these bills would force the teller to become ~ confronts 
an individual who is Innocently engaged in a leqal and proper 
transaction, the bank ia placed into the role of accuser and 
thereby risks losing its customers as well as impairing the 
long teem trust of those individuals In financial institutions 
in general. 

These bills turn the emphasis from the criminal activity 
of the drug dealer to the bank teller — to the average law 
abiding man and woman. That was never the purpose of the Act 
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and never should be. We should not allow the federal law 

enforcement community's attention and efforts to be diverted 
fcom targeting drug dealers to targeting bank tellers and 
banks. I am not aware that we did not have a sufficient number 
of diug dealers and others in oiganized crime as targeted 
individuals. He do not need prosecution of tellers on weakened 
or no standards of intent to give the impression that we are 
succeeding in drug law enforcement. 

For these reasons, if Congress decides to enact 8 money 
laundering statute, it should be limited to the real targets, 
those who intentionally and knowingly engage in transactions 
Involving criminally derived funds for a criminal purpose. 
Such a standard would encompass the bank teller or official who 
acts with criminal intent without refocusing the emphasis from 
the cclninal activity of the drug dealer, where it should be. 
Hhlle Congressman Hughes' hill, H.R. 1474, comes closest to the 
necessary standard, it does not include the "intent" standard 
necessary to protect the teller who, with no intent to launder 
funds, conducts a transaction with funds he or she suspects 
were derived Illegally but for fear of personal safety, or to 
avoid embarrassing a long time customer who is in fact not 
laundering funds, does not confront the individual. 

Proposed Amendments to Title 31 - 

The Currency and Foreign Transactions Reporting Act 

As has been amply demonstrated in the Congressional 
hearings, the recent problems associated with the Act were due 
to a lack of administration, enforcement and compliance with 
existing regulations, and not to the lack of an existing 
legislative or regulatory framework. The creation of new 
reporting requirements will serve only to hinder the process 
that Is already in existence, which now is being properly 
applied. During a time of personnel cutbacks in government 
agencies, the IRS must now process between three and four times 
the number of transaction reports it handled in 1984. Indeed, 
both former Assistant Treasury Secretary John K. Walker, Jr. 
and present Assistant Secretary Francis A. Keating, II reported 
to Congress that they would not favor lowering the $10,000 
limit for filing CTRs, citing the already monumental task 
facing the IRS in processing the forms they now receive. IS/ 

Instead, the solution is to ensure compliance with 
existing laws and regulations and to encourage coordination and 
communication both among the government agencies and between 
those agencies and financial Institutions. The interest of the 
banking industry in working to stamp out money laundering is 
not motivated merely by a fear of being fined or avoiding 
negative publicity. Banks in this country, as you well know. 
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cannot survive without the trust of their customers . No bank 
wishes to tarnish ita reputation and ieopardise the trust of 
its custotMES by accepting illegally derived funds. Thus, a 
coordinated Joint effort between government and industry, could 
result in the type of law enforcement advances which Congress 
and all parties involved are interested in achieving. 

Just one example of how coordination between government 
and industry could prove beneficial was recently suggested to 
Congress by Treasury Assistant Secretary Francis A. Keating, 
11.-^^ Presently, currency transaction reports must be 
submitted on official IRS forms. If, instead, the agencies and 
the financial institutions could work together to permit bank 
generated computerized forms, which would contribute to spaed 
and efficiency, everyone would benefit. Such coordination 
might even result in the establishment of a computer network 
where the information could be fed into IRB data systems 
directly from the banks. (At present the IRS has some 310 
employees processing the CTR forms so that they can be fed into 
the Treasury Enforcement Coimunications System (TEC) of the 
U.S. Customs Service. }-LZ'' The information could be entered 
by the banks more quickly and accurately and at less cost, the 
data could be received and filed with expedition, and law 
enforcement officials would have easier and earlier access to 
the data for whatever value it may have. 

Thus, rather than inundating both financial institutions 
and the agencies that regulate them with increased 
administrative requirements, cooperation on the best methods to 
apply already existing administrative requirements will provide 
better results and at less cost to government and industry. It 
is simply unfair and imprudent to impose an adversarial 
atmosphere through such proposed amendments as a $10,000 fine 
for the mere negligent failure to file a single CTR. An 
automatic $10,000 fine for the mere negligent failure to file a 
few CTRs is totally out oE proportion to the conduct being 
punished. 

The foregoing reflects my general conments on the policy 
issues raised in the various bills now being considered by the 
Congress. Hy specific comments, including proposed wording 
changes, on S. 571 and S. 2306, two measures under active 
consideration by th« Conmittee, are set out in Exhibit B. 



If Congress enacts a statute making money laundering a 
crime, it should be limited to and directed at the real 
targets, namely individuals who knowingly and intentionally 
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pacticlpat* In the laund«riaq of illegally derived funds. 
Otherwise, what ie required is not fuither regulation oc new 
laws, but rather further cooperation between governnient and 
industry to nalte the Act and other available enforcement tools 
useful instruments In the war on drugs . Instead of acting to 
gut the privacy protections Congress has afforded to 
individuals , or to greatly increase the administrative burdens 
of both the industry and Che agencies, all concerned should 
continue to open up channels towards cooperation and take time 
to assess what the improvements over the last year have done to 
combat the n»ney laundering problem. 

The proposed amendments to Titles 12 and 31 are not only 
counterpioductive to the goal of abating money laundering but 
are also imprudent. In this time of fiscal austerity under 
Gramm-Rudman-Hollinga, the proposed bills threaten to 
appropriate funds and manpower in the least productive manner 
and further lessen our ability to requite that the law 
enforcement community concentrate on the real targets. This 
would be particularly wasteful and improvident at a time when 
the banking agencies must devote so many of their resources to 
the supervision of failed and failing financial institutions. 
Much more productive use of funds could be made, for instance, 
by reinstating the low cost yet highly successful Treasury/IRS 
Narcotics Traffickec Tax Program (HTTP) which resulted in the 
indictment, conviction and fining of large numbers of drug 
dealers and disEUptlon of their operations. The HTTP 
concentcated on the ill-gotten gains of drug traffickers but 
did so in an administratively workable manner utilizing bank 
tecorda retained under tha Act. 

Congress should continue its oversight activities which 
have greatly contributed in tbe last year to strengthening the 
emphasis and utilisation of the Act. Time should be taken to 
allow the increased attention paid to the Act and increased 
enforcement .activities to be evaluated. At that time Congress 
will be In a better position to evaluate the cost effectiveness 
of the pcogtan and to properly balance the need for additional 
legislative requirements against the increased administrative 
burden such requirements will place on the agencies and the 
financial industry as well as the increased government 
intrusion Into the privacy rights of our citisens. 

Congress should give priority to oversight activities ' on 
the programs and operations of the various Federal enforcement 
agencies with the aim of determining the best methods of 
combatting organized crime, with particular emphasis on drug 
trafficking, since that overall effort has been patently 
unsuccessful. The priorities of federal drug enforcement 
should be re-examined. The federal organisational arrangement 
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and Interivlationahip should be leviewAd. For instance, the 
Customs Seivlc* — the agency with ant i- smuggling ezpeEta and e 
wotldwid* netMOck of sis tec customs agencies — is presently 
not authorlECd to investigate and handle drug smuggling cases. 
Congcessional review should examine the best way to get at the 
illegal profits of drug traffickers. Foe instance, should the 
goveinmeDt put scarce resources into reviving the Treasury/IRS 
HTTP oc into additional personnel for processing CTR's? Such a 
review should also ezamine the federal, state and local drug 
enforcement relationship, responsibilities and priorities. 

These are some of the important issues that must be 
addressed If we are to improve ouc enforcement efforts against 
drug traffickers. While the banking industry must be prepared 
to do its part to combat money laundering. Congress should not 
allow the federal law enforcement coirmunity to divert Its 
attention and reorder its priorities away from drug traffickers 
and towards bank tellers, other bank officials or banks 
themselves on weakened or no standards of knowledge and intent 
to give the impression we are succeeding in drug enforcement. 

Thank you. Hi. Chairman. 
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EXHIBIT A 



During the fir«t yeaf of operation --July 1, 19T1, to June 30, I9T2-- 
the Tri4«ury/IItS Narcotlca Trafficker Program ha* accampILshed the 
trowing: 

1. T93 major targets In 40 atatc*. S3 metropoUtan areas and 

the District of Columbia were aelccted by Treasury'* Target Selection Committee 
and referred to the IRS (or intensive tax Investigation (see attached Table 1). 
Under the direction of IRS Commissioner Johnnie M. Walter*. 410 Treasury 
Agents and 113 *upport personnel are presently conducting th^ intensive tax 
Investigation*. In addition, 565 minor traffickers are under tax action. 

2. $S4. 2 niUion in taxes and penalties have been aaseaaed under 
the program, ol which more than S6. 9 million has already been coUected in 
the form ot cash or valued property. This is SI million more than the ST. S 
million appropriated (or the program by Congress. We are now using the drug 
traffickers' illegal profits to put them out of business (see attached Table II). 

3. Six mea have been convicted on criminal tax charges; IS other 
criminal tax cases are pending in Federal District Courts in New York, Miami, 
Detroit, Los Angeles, San Francisco, Indianapolis, Baltimore, and 
Washington, D. C. ; and another 35 investigations have been completed with 
prosecution recommendation*. Investigations were completed in an additional 
78 cases ivlth civil assessments and penalties determined in S4 cases. 

We believe this represents a sutistantial achievement. By focusing 
attention on the persons responsible tor the narcotic* distribution, this program 
Is making a major additional contribution to the President's offensive against 

The word for the drug traffickers is to get out of the illegal drug 
traffic or face up to intensive lax investigation. This word should be spread 
In every city and town in the United States. We have inslltuliooalized this 
program. Everyone in this illegal business should realUe that they will be 
subjected to lough tax scrutiny. 

The program's objecl 



1. Major targets ; by conducting systematic tax investigations of 
middle and upper echelon narcotics traffickers, smugglers, and financiers. 
These are the people who frequently are insulated from the daily operations of 
the drug traffic through ii 
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3. Mtnor tmrfftj ; by tb« ■yatamatlc driv* und*rwaj to h1i«-- 
to be appliad to tucsi and pvnaltlaa owiii|--tbe anbCtantlBl amounts of caah 
that arc trequenUy found in the hands ot minor nftrcotlci trafr[ek«rt--thoaa 
balow tha middle and uppar achalon lavaU 

Computers are now being used in this program to racllitata the year In, 
year out scrutiny ot the rLnances ol these narcotics tranickers. By computariting 
our information, wo will be able to axamlna systamaticall]' and qntckly each 
major and minor trafficker targeted under thia program. 

Although all ot the penalties and taxaa that have baaa aaseaaad may 
not be collected, the Impact ot tbia program on the narcotics traffic is already 
substantial and increasing aach month. 
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TWELVE MONTE REPORT 


TARGETS 
2 




stkn 


TA»U I 
HBTROroLtTAH AREAS 
MobilO 


COMPLETED 

INVESTICATIQ-J! 


Alabu* 


>-/ 


AlMk* 


Ancjtoraga 


I 




Ariion* 


Phoan i X • Tuci on - Vuaa 


35 , 


* 


Arkutsa* 


llttla Itoek 


:'- 2"" .' 




OlifornU 


Loi An|«l«a-SaD Ditgo 
San FranclKO-Oakland 


19 

S3 


10 


Colorado 


D«»vor 


S 




COOMCtiCut 


Hartford 


11 




Dtlawar* 


Vllalngton 


■ ^'i 




DKtrlct of Coltwbls 


Waablniton 


17 




Florida 


Hiwal ^ 


<4 


17 


Hawaii 


Honolulu 


10 




GaOTgia 
Illinois 


Atlanta 

Oticaio 
Sprinifiald 


19 

40 




Iitdiana 


ladlaaapolij 


S 




Uuisiana 


Nw Orlaani 


12 




Main* 


Banior 


1 




Maryland 


BaltiiMra 


6 




Kaatacltiuatta 


Bo* ton 


11 




Mlchlian 


Datroit 


SS 




Hinnasota 


St. Paul* Hinntapolis 


': 




Uiitissippi 


Gulfport 


1 




Klsiouri 


St. leuis-Kansu City 


10 


: 


Hevada 


Lai Vegas 


i 
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STATE 


METROrOLITAH AREAS 


TAapI 


New Hnpihir* 


PortsBouth 


Z 


B«H J«rtay 


Havark-Candan 


52 


BnMxleo 


Albuipiarqua 


9 


B«v Teik 


Bnff^o 

Haw York City & Subutba 


4 

9 

130 


Hexth Carolina 




16 


Ohio 


C Inc Inna ti -Dayton 
Cl«valand 


I 


Ocasoa 


Pectland 


U 


PaansirlvanLa 


Phlladalphia 
Pittsburgh -.. 


40 


Ihoda Island 


PxoTidanea 


1 


South Carolina 


Colwdiia 


s 


Tannassca 


NaabvlllaHteiqihla 


s 


Taxaa 


Austln^ouiton-El Pase 
Dallaa 


41 
3 


Utah 


Salt Lake City 


2 


Virginia 


Richmond -Norfolk 
Arlington TAlaxandria 


24 


Vashinston 


Saattla 


11 


ttest Vtrslnia 


Paricariburg 


1 


Wisconiln 


Hllwaukaa 


— 1 
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TWELVE MOHTH REPORT 



Major T&T|«t Aiiutnanti: Ku»bT Anount* 

Recular At*eitMnts II t 4,37S,12S 

JeopiTdr Atstssntnts 1/ U lS.Tfi4,2Sl 

Tax Taar Teralnation AsMiaant* 1/ 23 T. 974. 616 

Total 70 tSl,llZ,0:j 

Minor Targat Asseiiaents : Z/ 



Total Ses 113,120,150 

Total AsiasMHits involvint Narcotie Trafflcfcars $34,232,173 

Saiiurei Involving Narcotic Tiafficktri; 

Milor Target* Minor Taratti 



Total Dollar* Seized 

/^Cues RtcoDBsnded for Prosecution 

'~&lntn>l Tax Cases in D. S. Courts 
awaiting Trial 

CrlRinil Tax Convictions 



1/ Jeopardy assessments are assessnents of cues >*d« where a i 

Eas been filed or should have been filed, but where Circunitanc 
•xiit under which delay night Jeopardiie the collection of the 

2/ Terminstlon of tix year is a coaputatlon of the ttx due and 
aasessnent side where the time for filing the return has not bee 
due where circumstances exist Under which delay aight jeopardiie 



3/ These are assessments made as a result of seiiures by other Is 
enforcement agencies of cash or other assets against current ince 
of narcotic traffickers where delay night Jeopardiie collection c 



c 



June 30, 1972 
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Savantam Moatb Report of th* Traunry/IRS 
N»reotlca Trafflckar Tx Protram 

Daring Novambar. Traksurj Aganta and aupport paraoonal of tha 
Intamal Ravanue Sarvica MLsad and eollactad 12,4 mlUion from narcotlca 
trafnckan and m«da uaaaamanta of $S. 4 millloa. In addltloc, sa nair major 
Urgata vera •alectad aad 197 minor Urgata wara placed mdar tax action. 



The additlooal targata expanded the program Into one new atete. 
South Dakota, and eight metrofiolltan area*— Abardaao, South Dakotai Augtuia, 
Gaorglaj PeorU, lUlnoiai AnnapolU, Maryland; Reno. NevKda; Chattanooga, 
Tenneaaaai Fort Worth, Teima, and Bridgeport, ConnectLent. 

The 17 mcmtha reanlt of thia program are aa tollowa: 

1. ITS Major Targeta and 1, 239 Other Trafflckera 

In 40 atatea, 83 metrc^olitan arena and the Diatrlct of Columbia, 
1, ITS targeta hare bean selected by Treaaurr'a Target Selection Committee 
and referred to the IRS for intenalve tax inveatlgalion (aee attached Table 1). 
Under the direction of IRS Commlaaioaar Johnnie M. Waltera, SSO Traaaury 
Agenta and 112 support peraonnal are presently conducting theae inveatlgations. 



In addition, 1. 236 minor targeta traffickers are under tas action, 

M2. 5 MiUion Asseaaed—tli. 6 MiUlon CoUected 

tS2, G mlUion in taxes and panaltiaa hare bean aaaaaaad under tha 
program, of which more than SIS- S million have already baen collected. 
TlM drug tranickera Ulagal profits are being uaed to put them out of busineas 
<aee attached Tables II and QI], 

iO Convtetiona * 44 IndletmanU * 81 Proaecution Reeommendationa ■ 12S 

Twenty men have bean convicted on criminal tax charges: 44 other 
criminal tax cases are pending In Federal District Courts In Atlanta, Miami, 
Detroit, Los Angeles, San Francisco, Seattle, Boston, Indianapolis, Baltimore, 
and Washington. D. C. . and in other ereaa; and another 81 investigations have 
been completed with prosecution recommendations (see attached Tablea 11 and III1. 
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SEVEHTEEN MONTH REPORT 

DEPARWiENT OF THE TREASURY TABLE I 

TREASURY/ INTERNAL REVENUE SERVICE NARCOTICS TRAFFICKER PROCRA.'^r 

RESULTS AS OF DECEMBER 1, 19TZ 

COMPLETED 
TARGETS 



STATE 


METROPOLITAN AREAS 


Al»b«iii« 


Mobile 


Aluka 


Anchorage 


ATliona 


Phoenix-Tucson- Yu«a 


Arksnsis 


Little Rock 


California 


Los AngeleS'San Diego 
San Francisco-Oakland 


Colorado 


Oanvar 


Connecticut 


. Hartford'BridgepOTt 


Delawara 


Wilaington ^ 


District of Columbia 


Hashington 


Florida 


Miami -Jacksonville 

Tanp a -Orlando 


Hawaii 


Honolulu 


Gaorsia 


Atlanta-Augusta 


Illinois 


Chicago-Springfield . 
Peoria 


Indiana 


Indtanapolis-Cary 


Iowa 


Das Moines 


Kansas 


Lawrence 


Kentucky 


Louisville -Covington 
Newport 


Louisiana 


New Orleans 


Maine 


Bangor 


Maryland 


Baltimore -Annapolis 


Massachusetts 


Boston 


Michigan 


Detroit 


Minnesota 


St. Paul-Minneapolis 
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STATE 


METROPOLITAN AREAS 
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SeVENTEEN MONTH REPORT 
TABLE II 

Major Target Asseisaenti; Huaber Amounts 

Regular Assessments 189 ni.0SZ,5Z3 

Jeopardy Assessments 1/ 43 19,4S0,4J4 

■ Tax Year TerBination J/ 51 9.172.179 

Total Z83 $39,675,136 

Minor Target Asstiiaents: 1/ 

91 J Z,S6Z.G39 
1148 39.997.120 

Total 1:39 t4Z.S59,9S9 

Total Assessments involving Narcotic TraEfickars $SZ,S3S,09S 

Collections and Seitures iavolving Narcotic Trif fickars : 

Major Targets Minor Targets 

Currtncy $3,163,904 $10,^7,426 ' 
rroperty 141,465 Z,08:,999 

Total Dollars Seized S Collected $15,625,792 

Cases Recommended for Prosecution . 61 

I in U.S. Courts 44 ' 

Criminal Tax Conviction 20 

Total Criminal Cases 125 



y Termination of tax year is a computation of the tax due and a: 
ment made where the time for filing the return has not become duf 
where circunstances exist under which delay might jeopardi:: th: 
revenue . 

3/ These are assessments made as a result of seiiures by other \i 
enforcenent agencies of cash or other assets against current ir.ct 
of narcotic tralfickers where delay might joepardite coliectior. 1 



December 1, 19' 



^d by Google 





! 

z 

i 


II PI i 1 




1 

1 
1 


t 

IX 

i 


ESSS=55HSS=«3IM3iSE 


s 

a 








1 


KS"SSBeS«t!:23S23S-^g 


3 


i 


« 


»»- -^-8-e = -o-™o- 


8 


•i 


— — 00«-05-~-sO---««OV, 


3 


-: 




5 


J 


II i il?plplpll 


3. 

!- 


1 




i 


1 


aan"" 2S''»ies;*s-'a*''"s 


a 


- 




siihiisaimWiiUU 


! 



IP 






,db, Google 



ConmantB on 5 .571 and S.23Qfi 

Ab indicated in tha body of my Htatement, I seriously 
question whether any legislation — with the possible exception 
of a tightly drawn statute rendering knowing and intentional 
money- laundering illegal — is needed. With the realization, 
however, that somewhat broader legislation is being seriously 
considered, I offer the following conments on S.571 and 8.2306, 
which are now pending before .the Comnittee, with the aim of 
focusing attention on the wrongdoer — such as the drug 
trafficker who is trying to launder illegally derived funds — 
while avoiding creating new and unnecessary burdens for the 
neutral and innocent bank teller or other bank official. It ia 
my belief that in this manner the essential pucpose of the 
Currency and Foreign Transactions Reporting Act of 1970, which 
is primarily record-keeping, would be preserved, while tha 
objective of making monay laundering more difficult would be 
enhanced. Stated briefly, I believe the proposed bills should 
be moie clearly directed at persons who knowingly and 
intentionally are seeking to evade reporting requirements in 
connection with their illegal gains. Legislation should not be 
trying to 'circle the globe* to drag in innocent bank personnel 
or ordinary citizens depositing funds obtained entirely 
legit inately. 
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My specific comneats on the bills are set forth below: 

CotMients on S.571 

1. I believe there is serious question whether the btoad 
subpoena and related powers that would be conferred on the 
Secretary of the Treasury by the amendments beginning at line 8 
on page 2 and ending on line 14 of page 2 are necessary. To my 
knowledge there has been no showing that existing enforcement 
powers — which include access to judicially supervised 
subpoenas In appropriate circumstances — are generally 
inadequate. A broad, unrestrained grant of authority such as 
that envisioned in the amendments will allow the government to 
circumvent the protections conferred by the Right to Financial 
Privacy Act and will predictably lead to fishing expeditions. 
It simply is not justified. In this respect, I believe the 
present language is facially deficient in failing to limit the 
exercise of the subpoena powers to situations in which there is 
reasonable basis to believe that a violation has been 
coiHiitted. If this provision goes forward — and I urge that 
it be dropped — the following changes would need to be made to 
help avoid the possibility of fishing expeditions; 
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a. Page 2, lin« 9: After -(3)- insert the following: 

'to the extent not inconsistent with the 
provisions of the Right to Financial 
Privacy Act, as amended, and 
notwithstanding section 12 U.S.C. 
S 3413(d), for the purpose at 
investigating any offense connected with 
the administration or enforcement of this 
subchapter, section 21 of the Federal 
Deposit Insurance Act, section 411 of the 
National Housing Act, or chapter 2 of 
Public Law 91-508 which the Secretary has 
probable cause to believe has been 
conmitted, ' 

b. Page 3, lines 1-7: Delete all material. 

c. Page 3, line a: Change '(c}' to *(b}'. 

a. Page 3, lines 12-14: Delete all material following 
*by* and insert 'the Secretary of the Treasury or such 
supervisory level official of the Departnwnt of the 
Treasury as the Secretary may specifically authorize by 
prior written delegation.' 

The amendments suggested above are what I regard as the minimum 
safeguards that should accompany the subpoena authority if it 
continues to be included in the bill. I wish to reiterate, 
however, that I have seen no evidence that such broad authority 
is required, and, accordingly, I regard this further 
aggrandizement of authority as unnecessary and unwise. 
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2, The proposed rsvision of the civil penalty provision 
applicable to domestic financial institutions and their 
officers and employees is in ny vim unnecessary and unwise. 
It would shift attention to banks and their employees when the 
problen which should be addressed Is drug traffickers and the 
like. The proposed amendment fails to diacrlminate in any way 
between reporting failures where the funds involved are 
entirely legitimate and reporting failures in circumstances 
where illegally derived funds ace present. In raising the 
possible penalties to the amount of the transaction, the bill 
would seem to ignore the principal of proportionality. <There 
are numerous more serious violations of law for which the civil 
and criminal penalties provided are comparatively 
insignificant.) If the revision is to be made, I urge adoption 
of the following changes: 

a. Page 3, lines ia-19; Delete material from 'domestic' 
through "a*. 

b. Page 3, line 23; Insert the word 'willfully- before 
"causing* . 

c. page 3, line 24: Insert after -violation* 'and a 
domestic financial institution knowingly permitting 
either such violation.* 
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d. Page *, line 1; insect after 'transaction' *, not to 
exceed $25,000'. 

e. Page *, line 3: Before ttie corrana insert 'foE funds 
which such institution oc other person luiows have been 
obtained in violation of the laws of the United States or 
any political subdivision theteof. 

3. As currently drafted, the bill faila to make an entirely 

technical conforming anendnent to reflect changed section 

numbers. This can be corrected by inserting the following 

between lines 4 and 5: 

*(2) by deleting the two references to 
'section 5318(2)' in the second sentence 
of paragraph (1) and inserting in lieu 
thereof -section 5318(a)(2)-; anfl- 

4, The provision adding specific civil penalties foe 
violations of section 5314 should only bold banks liable where 
they knowingly permit willful violations. The language should 
be clarified in this respect. In addition, the proposed 
provision Is technically deficient in failing to specify 
whether the amount of the foreign transaction or the amount in 
the foreign account constitutes the ceiling. The following 
suggested changes will cure these problems: 

a. Page 4, line 6: Insert after -(4)" "a domestic 
financial institution knowingly permitting a willful 
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Tiolation □£, or any person (other than a domestic 
linancial Institution}-. 

b. Page 4, line 6: Delete *A person'. 

c. Page 4, line 10: After "violation" insert 
*, uhichevec is less'. 

5. There Is a typographical error on page 4, line 19, This 
can be cured by inserting the vord *oi' aftet 'iiillitscy'. 

Conments on S. 2306 

1. The amendment to 31 U,S>C. S S313 made by section 1 of the 
bill appears to be designed to overcome several recent court 
decisions which have permitted 'smurEs' and others seeking to 
launder illegally derived funds to escape liability under title 
31 of the United States Code. I do not dispute the 
desirability of an appropriately drawn amendment for this 
purpose. As drafted, however, the bill contains inadequate 
safeguards to assure that it is targeted on the true 
wrongdoer. To correct these deficiencies, I suggest the 
following revisions: 
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a. Paga it Una 7: After "shall' insert "knowingly [and 
Intentionally] Eoe the purpose of evading the reporting 
laqulrements of this subsection with respect to a 
transaction involving funds which ha knows to be decived 
from activities In violation of tbe laws of the United 
States or any political subdivision thereof. 

b. Page 2, Unas 1-2: Delete everything following 
"transaction' through 'subsection' and add tha following 
new sentence following the period: 'The inmedlately 
preceding sentence shall not apply to a domestic 
financial Institution examined by a Federal bank 
supervisory agency or a financial institution regulated 
by the Securities and Exchange Connission or any officer, 
employee or agent of either such institution.* 

2. The proposed amendment to the existing forfeiture provision 
covering international currency shipments raises serious 
implementation problems (e.g., as a practical matter, bow could 
one identify the currency which bas not been identified in a 
4790 report? } and would unnecessarily inteifara with a broad 
range of legitimate financial transactions (for example, how 
could a lawyer give a 'clean opinion* as to title upon the 
transfer of ssz property?}. indeed, although the nest 
amendment made by the bill would create a "bona fide purchaser' 
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•xccptlon to a sapaiate focfeituce provision, apparently by 
inadvert«nca non« ia included here. These problems, aa well as 
certain preexisting problems in the statute, can be remedied by 
the following changes: 

a. Page 2, lines 7-13: Delete everything following 
'(c)' and substitute the following: 'Whenever a person 
willfully for the purpose of evading the leporting 
requirement under S 5316 of this title shall have failed 
to file such report or shall have filed a report 
containing a material omission or misstatement with 
respect to any monetary instrument being transported 
which he knows has been derived from activity in 
violation of the laws of the United States or any 
political subdivision thereof, such instrument may be 
seized and forfeited to the United States Government". 

3. The bill would add an entirely new forfeiture provision 
permitting seizures whenever there had been a willful failure 
to file a CTR under section 5313. Many of the same objections 
noted above are present here as well. While I question the 
need for this additional forfeiture provision in light of the 
enhanced civil and criminal penalties that are already 
available, I suggest at least the following minimal changes if 
this provision is not deleted: 
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a. Page 2, line 16 through page 3, line 8: Delete all 

material and substitute the following: 

'Whenever a person (excluding a 
domestic financial Institution examined 
by a Federal bank aupervisory agency or a 
financial institution regulated by the 
Securities and Exchange Commission or any 
officer, employee or agent of either such 
institution) willfully violates section 
5313(a} of this chapter with respect to 
coin or currency which he knows to be 
derived fcon activities in violation of 
the laws of the United States or any 
political subdivision thereof, such coin 
or currency may be seized from such 
person, or from any other person acting 
as agent with respect to, or custodian 
of, such funds on behalf of such person, 
and forfeited to the United States 
Government." 

4. Apparently for the purpose of enforcement against money 
launderers as opposed to banks and their personnel, the bill 
would next add a new civil penalty applicable to persons 
willfully violating S 5313(a). Although federally regulated 
institutions would be excepted, their employees would not be, 
even though such employees are subject to civil penalties under 
S 5321 and S 5322. Moreover, this section fails to 
discriminate between failures to report transactions involving 
illegally derived funds and those involving monies derived from 
entirely legitimate activity. The following changes are 
recommended; 
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8. Page 3, line 17: Insert after 'Conimlssion' the 
follOHing: 'or any officer, employee or agent of either 
such institution" . 

b. Page 3, line 16: insert limnediBtely before the 
period the following: 'with respect to a transaction 
involving funds which he knows to be derived from 
activities in violation of the laws of the United States 
oi any political subdivision thereof. 



5. The remaining amendments — to title 26 of the United 
States Code — generally include the enforcement of title 31 
among the permissible uses of the enforcement authorities 
provided to the Internal Revenue Service In the sections 
amended. These amendments appear to be redundant with 
provisions that are already in title 31 or that would be added 
to title 31 by other parts of the bill and therefore may create 
confusion. For example, it is not apparent why the amendment 
to S '302 (which provides authority for search warrants, 
seicure and forfeiture) is necessary in light of 31 U.S.C. 
S 5317, which provides similar authority that can be delegated 
by the Secretary of the Treasury to the Internal Revenue 
Service. Similarly, it is unclear why the amendment to 26 
U.S.C. S 7321 is necessary given the new forfeiture provisions 
described above. Comparable issues exist with respect to the 
remaining amendments to title 26. 
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